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Speech by WITSA Chairman, Santiago Gutierrez, to the AIIA Summit Dinner – “Navigating Privacy 
and Security”, Tuesday 8 March 2016, Gandel Hall, National Gallery of Australia, Canberra 

 

AIIA Chairman, Kee Wong, members of the AIIA Board of Directors, members of the WITSA Board of 
Directors, Eminent Persons, distinguished guests, ladies and gentlemen. 

Today’s Summit has been great. So topical and timely, with excellent presentations, strong participation from 
the audience, and constructive debate around perhaps the most critical issues currently facing the ICT 
industry.   

 Actually, not just the industry, but business, governments and society – not just here in Canberra, 
not just here in Australia.   

 These issues are resonating with the industry, with business, governments and society around the 
globe. 

 It is thus timely that the Board of WITSA is meeting in Canberra this week, coinciding with today’s 
Summit.   

 The earlier presentation of WITSA Eminent Persons Awards to Drs O’Sullivan and Percival is also a 
timely reminder of the great innovations in ICTs that have been developed in Australia.  Where 
would we be today without fast, secure and effective wireless LANs and WiFi? 

This is the first WITSA meeting in Australia since 2002, when the wonderful city of Adelaide hosted the 2002 
World Congress on IT, attracting some 3,000 delegates.  I’m told it was, like today, a great event and 
addressed, like today, the critical issues of the time – supported by great Aussie hospitality. 

Before I turn to the subject matter of the Summit, let me say a little about WITSA, since it is so long since 
we’ve visited your shores. 

 WITSA is the World Information Technology and Services Alliance.  We are the global organisation 
of national ICT associations, where the AIIA represents Australia 

 WITSA was established in 1978 and today comprises members from over 80 countries – from 
Afghanistan to Zimbabwe – representing over 90% of the global ICT market. 

Our mission includes:  

 Advocating international public policies that advance the industry's growth and development; and 

 Facilitating international trade and investment in ICT products and services through our global 
network 

 Being the voice of ICT industry Worldwide before Government, regulatory bodies, global and 
multilateral organizations and society in general 

That mission is perhaps best summarised by our strapline: Fulfilling the Promise of the Digital Age. 

It is in this context that I return to the subject matter of today’s Summit. 

These two words – privacy and security – lie at the very heart of the digital age and present the ICT industry 
with its greatest challenge in fulfilling that promise.   

 This has been the case since the first machine-to-machine communication.  It became more 
prominent nearly 30 years ago, when we correlated them with the terms trust and confidence as 
underpinning the development and use of what was then called “e-commerce” or “e-business”, and 
“e-government”.  

 These terms and concepts are even more important today.   

 Mobile devices are ubiquitous, with new, innovative technologies, capabilities and roles driving 
exponential growth.   

 These devices are already central to our personal and professional digital life.   

 Their importance will only increase in the future as technologies such as the Internet of Things, 
autonomous devices and services, and robotics become commonplace in business and government, 
and supporting personal and social needs. 

Let me start by presenting two clear principles the global ICT industry follows.  I present them equally, 
without reflecting any priority: 

 The first is that, like any industry, we strive to deliver what our customers and users want and need.  
Central to this are technologies that ensure our customers and users continue to have trust and 
confidence in the communications and transactions enabled by ICTs; 
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 The second is that, like any industry, we will do our best to assist and support law enforcement 
agencies in the pursuit of criminals, and to prevent acts of terrorism, in accordance with the rule of 
law. 

At first glance, these principles sound simple and easy.  However, as we know, they involve inherent 
conflicts, the resolution of which is incredibly complex. 

Our customers and users generally want to ensure their information is protected.  Indeed, there is certain 
information we demand be protected. 

 At a personal level, this includes information that identifies us, our personal issues and relationships, 
our financial and medical status, and anything else that is intimate to us.   

 At a business or organisational level, it includes financial information including transaction flows, 
employee records, strategic information that is, or may be, of competitive advantage, as well as all 
the information entrusted to organisations by customers, citizens or users that is specific and 
intimate to them. 

The Internet means most of this information flows through public networks as communications, transactions 
or for cloud storage.  Encryption, in combination with access controls, has thus become the principal 
information security technology.   

Governments – globally – are the first among many equals for whom the security and protection of critical 
information is of paramount importance.  

Of course, it’s no coincidence government agencies charged with maintaining the protection of that critical 
information seek, for their own purposes, the strongest and most secure forms of encryption from the ICT 
industry to ensure the confidentiality, integrity and availability of their information. 

Equally, the Internet is an acknowledged vector for malevolence.   

 All of us want crime to be prevented, and criminals detected and brought to justice.   

 This requires evidence, thus law enforcement agencies naturally seek access to information stored 
on, or communicated through networks, or on ICT devices and services used by the perpetrators. 

 Criminals aren’t the only source of malevolence.  Terrorists – a term I won’t pause to define here for 
fear of distraction – also use the Internet, so security agencies equally seek access to information 
they have or communicate. 

 ICT systems themselves can be a source of malevolence, when they are taken over for the 
propagation of malware or routing of denial-of-service attacks. 

Make no mistake, the ICT industry wants to prevent all such malevolence.  Strengthening the security of our 
products and services is a top priority, continuous process – from which we do not resile. 

As much as everyone else, we want to see perpetrators are brought to justice.  So, we actively support law 
enforcement, providing access under due process – where possible. 

Like any other industry, we can only provide access where we are capable of providing access.  What do I 
mean by this?  

Well, in contrast with most other industries, the increasing security requirements of our customers and users 
(including governments, remember) means we are creating, and must create, security technologies, which – 
when fully implemented by those customers and users – we, as its creators, are not capable of accessing.  
Why?   

Because that is central to providing the security to enable the trust and confidence our customers and users 
demand.   

This is, in effect, the unwritten contract between the industry and our customers, and in turn the users of our 
customers’ systems.   

 We will provide and continually strengthen information security, which the customers and users 
configure to meet their needs.   

 This interdependence supports the trust and confidence in using the systems and services.   
o You have confidence and trust because, while I give you the combination lock, it is your role 

to set the combination and you know I can’t figure it out! 

Herein lies the double-bind facing the ICT industry:  
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 On the one hand, to develop and continuously enhance secure systems that protect valuable, 
intimate information of our customers – including governments – to maintain their trust and 
confidence in these systems, and of the transactions, services and businesses based upon them; 

 On the other, to assist law enforcement and security services in the detection and prosecution of 
malevolent activities. 

This raises a serious conundrum: should the industry undermine the former to enable the latter? 

The industry’s answer, the only logical answer, is no – we cannot, and we must not.   

I don’t say this through any sense of lack of cooperation, or civil disobedience; quite the reverse: 

 Strong encryption means the trillions of daily transactions of billions of customers and users globally 
are handled safely and confidentially, maintaining the privacy and integrity of the information 
transacted. 

A government or judicial mandate to weaken this via “backdoor” decryption capabilities, even on one device 
or system, necessarily weakens all devices and systems – including those of governments.   

The inherent propagative nature of networked digital technologies means such vulnerability cannot be limited 
to a single device or system, a single criminal or terrorist, or, indeed, a single government.   

Our experience with the propagation of malware, of vulnerabilities – indeed, the growing commercial trade in 
“zero day” defects – shows this to be the sad truth.  The mere existence of a decryption capability 
undermines essential trust and confidence.  The consequences of this are devastating. 

It is for these reasons that the ICT industry cannot and will not support or cooperate in the development of 
“backdoor” decryption technologies. 

 The subsequent device and system vulnerabilities would make the world a much less safe place. 

 They undermine trust and confidence, with serious economic and social consequences 

 Even those countries and societies that place less emphasis on personal privacy will have other vital 
information assets exposed and stolen. 

This is not the final word on the subject, by any means.   

I hope, from the ICT industry perspective, this opens the way for closer dialogue and cooperation with 
governments and law enforcement agencies.  We need a 21st Century approach to a 21st Century problem. 

In closing, I repeat:  we will do what we can do, to assist in prevention, detection and prosecution of 
malevolent activities.  What we can’t do is make everything weaker, and more vulnerable to those very 
activities.   

Thank you 

 


