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Executive Summary  

The Common Information interchange layer (CIIL) software solution provides interoperability, which will 

increase the efficiency of the public sector, by improving the quality of the services which are available to 

the citizens and businesses.

The interoperability marks the possibility of the information systems as well as business processes which 

they support, to exchange data and separate information and knowledge.

Our solution provides the core architecture for e-services delivery, as well as the required core services 

enabling the delivery of such e-services and the execution of online transactions in a secure manner. In 

order to achieve this model of service delivery, our solution offers highly secure, scalable and interoperable 

technology. Our solution provides industry/de facto standard interfaces to ensure the broadest support for 

clients and integration, while providing best of breed security technology to guarantee security and privacy 

to e-Government users.

It will standardize the method for interacting with key services to enable secure transaction processing. 

In this way, eliminating the need for each Government Organization to re-implement the following key 

capabilities for secure transactions:

	User identification, authentication and authorization

	Secure messaging

	Transaction routing and processing

	Payment processing

Objectives and Benefits of the Solution

Our CIIL solution will provide a single integrated view of the Government, by standardizing the process for 

submitting transactions and documents and providing a single registration and single-sign on experience 

providing solutions to the common challenging problems faced by every Government Organization, when 

conducting business electronically:

	The institution-based approach will be substituted with one approach which will be service based 

and centralized

	Single, secure point of access

	Regarding the integration of the information systems as well as the display of data, XML-based 

technologies will be used.

	Enterprise (Government) Application integration

	Secure transmission of information
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	Information systems provide and use services through a layer of data exchange, based on 

multilateral deals.

	Management of User identity and service authorization

The state IT architecture, through the Interoperability solution described in this document is able to fulfil the 

following goals:

	Storage of data 

The data will remain stored only within the data bases on the location where they will be used as 

primary data. The need for constant availability to the data might initiate copies of certain data, but 

in this case, the validity of the copied data must be taken into consideration.

	Avoiding the “single point of failure” 

Within our solution, a failure of one part of the system will not affect the functionality of the entire 

system. Each functionality within the system will be a single and separate part within the collection 

of modules.

	Security 

Our solution, implemented within the state information systems is secure and offer reliability, 

authentication, availability as well as coherency of the data. 

The process of authentication by using digital certificates handles the false messages and rejects 

them.

	Government IT architecture 

When elaborating the IT architecture of the Government, an overview of the service-based 

architecture (SOA) is needed.

In the event of a service-based architecture, various systems allow more information services through so 

called “service interfaces”, which can be used by other, external information systems. The description of 

these interfaces will contain sufficient information for identification and usage of the services without the 

need for a service – the user system to “know” anything about the internal architecture, platform and so on, 

regarding a service-securing system.

In the event of a service-oriented architecture, the publisher of one service as well as the supplier of the 

service will not always be with the same identity, which from the service-user’s point of view does not make 

a difference.

There are no limitations regarding the used technologies of the application within the application of SOA.

The basis of the Government IT architecture includes the following:
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	Technical interoperability

	Security

	Availability

	Flexibility

	Scalability

The efficient functioning of the Government organizations involves the accessibility to quality information, 

as well as the securing of quality services for the citizens.

General Technical Functionalities 

According to the software directives of the European commission, the interoperability between computer 

components generally represents “the possibility of exchange of information and mutual usage of the 

exchanged information”. An increased awareness for the importance of interoperability has been noticed, 

which allows the users to use the public services through various devices and technologies. The main goal 

of interoperability is to provide exchange of information between the systems which are being used by the 

state organizations, regardless of the manufacturers and different technologies which are implemented.

The usage of the corresponding standards allows for the introduction of interoperability between various 

manufacturers, technologies and products on the market, enabling entirely different entities to function 

together in one networking environment. This kind of a goal objectivity can be best achieved through the 

usage of a collection of different approaches, including the ownership and open standards.

Because of the absence of global rules and standards as well as a single global technology which would 

be in the use within all state institutions, in order to achieve a solution which will unify the technical 

differences between the regimes of working, a plan for interoperability is created. The working plan for 

interoperability introduces technologies such as XML, XSD, WSDL, UDDI as well as WS (Web Service) 

specifications (such as WS-Security and WS-Policy) which will enable and complete the communication 

between the heterogeneous systems.

Even through the usage of the aforementioned standards, there need to exist policies for correct usage of 

the standards with the aim to avoid the following problems:

	If the XML schemes are developed by different business units, and they are aimed for similar 

concepts and entities, then the probability of problems with interoperability is greater.

	The absence of conventions and nomenclature (naming) as well as versioning would increase the 

costs for managing the (XML) schemes and would decrease the probability for their multi-usage.

ICT SYSTEM FOR INTEROPERABILITY
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	The lack of an XML Web service directory will disable the multi-usage of the XML Web Services, 

within the state institutions.

	The incorrect versioning of the XML Web Services can cause a crash of the client systems, which 

are the users of the Web Services, which will then result with a lack of trust in the Web Service 

technologies, including the services which are being consumed.

	Every error by an appropriate supply of the externally available XML Web services, potentially would 

expose the Government systems to unnecessary risks.

	A error through the addressing if the Agreements on the service level (SLA) between the 

publishers of the various services may expose the key elements as well as the internal and external 

Government processes at risk.

Interoperability in our CIIL solution

Interoperability is a concept that is based on service oriented architecture (SOA). The main principle of 

SOA which is the core of our CILL solution, is the idea the IT systems, software, devices and services to be 

integrated and to be able to communicate between each other, even though they haven’t been specifically 

designed for such purpose. Our solution is implemented using Web services in which the applications 

constructed as sets for multi-usage, offering cooperative services between each other where each service 

is responsible for one or more specifically designed and limited user tasks, as well as business processes 

or information services.

The end points of the services available in our solution with service-oriented architecture, use Web services 

which are made on the following standards:

	XML: eXtensible Markup Language, which enables data interoperability between the systems, 

regardless of the manufacturers.

	SOAP: Simple Object Access Protocol, which enables the syntax used for the access to the services.

	WSDL:Web Services Description Language, which effectively satisfies the needs of the web services 

and regulates the input parameters in a way that enables the output parameters.

Based on these standards, the following principles are represented:

	Enabling service interfaces.

	Development of a large number of such services.

	Development of applications which contain and aggregate these services with the aim to enable 

and support advances business systems and processes which are referred to as Service Oriented 

Architecture (SOA).

ICT SYSTEM FOR INTEROPERABILITY
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Our CIIL solution has SOA model that is based on industrial standards which enable the services to 

function on different platforms so they may certainly communicate between each other, which means 

they are interoperable. The services may be delivered to any type of a user interface which works on any 

platform, or to any device which are capable of communication with the aforementioned service interface. 

The only condition which needs to be fulfilled by the consuming application is compatibility with the 

standards which are implied by the SOA.

The existing, or so called “legacy” applications may be integrated within our solution using several 

approaches. The existing applications can be enveloped as components which will enable the exposure of 

functionalities and data as web services with the aid of XML.

The Government applications should usually be scalable, available, and should satisfy certain levels of 

performance, especially if they are a part of the entire infrastructure enabling e-Government services, 

or different types of critical applications. Our solution allows functions which have been designed, 

implemented and presented as services which are used by other services, regardless of where they are or 

which machine they physically exist on.

Core standards

The core standards which aid the making of a successful work plan for interoperability that is supported by 

our solution are well defined. The several building characteristics are today generally accepted as ground 

on which the interoperable systems can be built. Our solution supports these standards which are:

	Standard for operability of data (format of data which will be interchanged). (XML which is preferred 

as the most commonly accepted generic method);

	Consistent metadata (where the Government developed specific catalogues for metadata which 

encapsulate their vocabulars);

Our solution which enables interoperability will have a very strong support by the following standards:

	TCP/IP for a wired mean of transport;

	HTTP and HTTPS for transport of data communication;

	HTML, XHTML and XSL for presentation of information based on web sites;

	XML for a structured and consistent way of information exchange;

	x.509 certificates – used when digital certificates and digital signatures are demanded;

	W3C standards for digital signatures and PKCS as methods for usage of digital certificates for 

digitally signed information;

	SOAP for access to the systems regardless of the manufacturers;

	SMTP;

ICT SYSTEM FOR INTEROPERABILITY
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	Web services as primary methods independent of the manufacturer, which communicate with other 

services;

 XML – main part of interoperability in CIIL

One of the mutual elements of all areas of interoperability that is supported in our system is XML. XML has 

proven its powerful means of high level security for data interoperability, enabling a powerful, manufacturer-

independent interoperability, and as such XML has a main role in the design and publishing of the web 

services.

XML as a provider of interoperability

Through one typical interaction, for example, an organization (a state institution) may pose a demand to 

another organization by using a request (Web service). The request (most often consisted of a business 

document) is sent from the initiator, to the party that needs to supply the answer.

As an example of such way of work, let there be an arbitrary SOA product which is able to transform an 

arrived XML demand. Let this demand, using various adapters which the product possesses, transfer the 

demand to local applications (independent of existing applications) which are capable of processing 

the business document that has arrived, which the request contains. As a result of this processing, the 

application will provide a response which the previously mentioned SOA product will be able to understand 

and convert into XML, generate a response and sent it to the party that posed the request in the first place.

ICT SYSTEM FOR INTEROPERABILITY
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The interoperability in this instance occurs in two levels: generic interoperability between systems which 

is achieved by using XML as a data representation technique; specific interoperability between XML data 

and existing systems and applications which can be achieved by using the SOA products which convert 

and map the XML messages to other technologies and systems. In order to achieve the second level 

of interoperability, the adapters which enable the translation between XML messages and the specific 

systems and technologies simplify the usage of various API (abbr. Application Programming Interface), 

protocols and data formats, with a single aim to enable communication with the rest of the systems and 

technologies which exist under the ownership of the IT sector by the Government.

Message exchange

Message exchange in our CIIL solution is one of the keys for successful interoperability implementation. 

Web Services standards include:

	SOAP 1.1: basic wide spread standard for message exchange between different protocols, 

including HTTP protocol;

	SOAP 1.2: improved version of the base standard;

	WS – Addressing: enables transporting neutral mechanism for addressing Web Services and 

messages;

Logical perspective, n-tier model

On the picture bellow is represented logical architecture of the sub system supporting the solution. This 

architecture uses n-tier model and is consisted of:

	User level

	Access level

	Process level

	Service level

	Security service level

User level enables access through appropriate presentation logic for all types or functionalities and system 

users explained in the “Users types” chapter. From organizational point of view this user types belong to 

following groups: public sector employees from institutions of R. Macedonia, all registered companies 

(business users) of R. Macedonia, every citizen of R. Macedonia, all government institutions and agencies. 

In our scope are users who can manage service catalog data, users who manage access of other users, 

and users who are employed in one of 15 institutions which are part of ESB and can consume web 

services through CIIL.

ICT SYSTEM FOR INTEROPERABILITY
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Access levels

Services that are used are defined in the service level. They are available for the processes that are used by 

the users whose access rights are defined by security policies and access points. Those services could be: 

checking services (person, company or document exists as entry in some database system), identification 

(if given person or document corresponds with what is represented based on some rule – comparing data, 

statistical analyzes), notification, filling the form, checking the status of some request (if the request is 

entered, reviewed or approved), signing documents with electronic signature.
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All services are from service providers represented by the IT systems of the institutions, organizations and 

agencies included in the CIIL. It is allowed and other institutions to be service providers for institutional 

management. Service providers to define new web services, using interface of service catalog, and make 

them available to all user that have the right to access the defined service register.

That’s how the flexibility is enabled, and extending the system with new service sets available to users is 

possible. All the time security policies are taken into consideration, but most important data exchange is 

enabled with uniformed format through multiple access points which is an attribute of a centralized system. 

That’s why the architecture is centralized from logical point of view.

Key objectives

The key objectives/expected benefits of our CIIL solution are:

	eServices delivery through secure channels - To provide environment for carrying out Government 

to Employees (G2E) and Government to Government (G2G) transactions, through different 

electronic channels.

	Protection of existing investment - To enable the Government to utilise its existing investment in 

business applications. That is, by providing the necessary interfaces and interoperability standards, 

the CIIL will enable the Government to provide e-Services from its legacy applications, without the 

requirement for expensive application upgrades and/or re-developments.

	Interconnecting back-office systems - To provide a cost-effective and fast way for connecting 

systems using open interoperability standards with interfaces into existing proprietary applications.

	Cost reduction in e-services delivery - To ensure that the Government Organizations do not need 

to develop their own solutions for user e-ID management, payment processing, secure messaging, 

etc., but to make rapid use of the CIIL common cross-government services.

	Ability to deliver customer centric projects - To provide the infrastructure that enables integrated 

transactions/services.

	Data consolidation - To minimize and finally eliminate (gradually over time) the expensive 

duplication of information, which is present today in multiple legacy applications.

	Interoperability - To promote best practice on the use of XML and schema creation for 

interoperability, based on open standards.

	Administrative cost reduction - To reduce the Civil Service running costs by delivering integrated 

e-services; integrated processes reduce overhead throughout government

	Unified protocol - The solution will define a unified protocol for connection between Web services by 

institutions and CIIL.
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	Virtual environment - The solution will have the opportunity to work in a virtual environment.

	Load balancing - The system will provide automatic load distribution (load balancing), with the 

method of Active-Active cluster service level back-end such as Microsoft SQL Server and NLB 

(Network Load Balancing) front-end such as Microsoft IIS. This means that the activity of the whole 

system is automatically and evenly distributed between cluster nodes.

	Data Backup - The solution contains automated functionality to back up the data (backup) on daily, 

weekly and monthly basis, and copies are stored to the appropriately configured location.

	Activity Record - The solution will record every step of the processes performed in a manner which 

will preserve the audit trail and archive events.

	Monitoring, reporting and alerting - The solution will contain a central system for continuous 

monitoring, reporting and alerting of the work in all parts of the system, the status of their load, used 

resources etc.

	QoS - The solution will provide the use of methods to limit the usage of the network connection 

(QoS) and caching in case of large-scale transactions.

	Redundancy - The solution will be redundant and will not allow the existence of a single point of 

failure.

Description of Common Information Interchange Layer (CIIL)
CIIL SOA platform

CIIL SOA platform enables mechanisms to connect with all institutions included in the CIIL improving 

collaboration among institutions and data exchange from different software solutions.

Institutions included in the CIIL use applications on different platforms, communication channels, 

development platforms, RDBMS. Our solution uses Microsoft SOA and BizTalk Server as a single point 

assuring compatibility among different platforms on data layer, operating system layer and application 

layer.
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Platform architecture

As part of the integration and orchestration, Microsoft enables capable technologies which support flexible 

design, automation, management and optimization of business processes.
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Architecture of CIIL

Security

Multiple layers and different aspects of security are part of the solution architecture, in order to enable 

the construction of solutions to the appropriate levels of security for e-Government services. The security 

model itself is flexible and allows adoption of various current and emerging security technologies without 

major redesign.

The following tables depict the security standards stack found normally in Microsoft SOA.
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CIIL Security Model

The solution architecture supports and provides a variety of authentication methods, credential types, 

identity providers, authorization methods, trust models, etc. This architecture provides a generic framework, 

with the ability to add new providers and methods over time and construct systems with various topologies 

to satisfy specific requirements and constraints. 
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CIIL Management

CIIL portal will provide the following core functionality:

	Identity Management – involving the secure and robust storage and management of user identities

	User Registration – enabling the registration of the public Administration credentials with the CIIL 

and verification of the entered information.

	Authentication and Authorization – enabling the authentication of users who are accessing the CIIL 

and authorizing their use of e-Services

	e-Services Management – enabling the on-going management of the provided e-Services and their 

enrolment data

Government Institution management
Management module of Government institutions is shown in the picture below. It provides standard 

functions of management institutions in the system as add, delete / deactivate and update.

Institution management

Identity management
The following important definitions are used in the next  sub-sections:

User: the individual to be identified, authenticated, and authorized to use certain services. Credentials and 

identity represent users within the model.

Employee of an Organization: a defined user that is linked to an organization for the purpose of using 

the CIIL on behalf of the organization. It is noted that the main employee responsible for the organization 

relationship with the CIIL is marked as the Organization Manager.

Identity: represents and identifies a user within the identity management system. A user can choose to 
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maintain several separate identities, typically representing different roles or groupings of services that 

remain segregated. For example, a user might have an identity as an Employee of an Organization.

Credential: information or other items that is verifiable to assert an identity. Multiple credentials may be 

associated with the same identity. Typical examples are a user identifier and password, a digital certificate, 

an e-ID, and so on.

e-Service (or Service):  a logical grouping of business functionality offered by a service provider, with 

consistent rules governing authorization and access for users. A Government Organization can provide 

several separate e-Services and the access rules and levels of authentication required may be different 

for each one. Alternatively, grouping the business functionality from several Government Organizations as 

a single e-Service is possible (integrated e-Services), as long as these are consistent and there is a clear 

ownership and responsibility assigned for the aggregated service.

e-Service Provider: A Government Organization that provides online e-Services.

Enrolment: The linkage of an identity to a particular e-Service. When a user registers to access an 

e-Service an enrolment is created between the user and the service.

The following figure shows the above definitions in relation to each other:

Identity Model

Identity: Single Credential for Many Services

The CIIL allows for a single CIIL credential to be used for accessing multiple e-Services.

However, it is important to note that using a single credential for many e-Services does not imply that a 

single credential is necessarily suitable for all e-Services.
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While there are advantages in enabling access to several e-Services through one set of credentials, the 

proposed solution will provide the users with the freedom to choose which e-Services they want to link to a 

particular set of credentials; and allow the use of several independent set of credentials, if this is what they 

prefer. For example, a User might have two credentials: a user name/password combination and a digital 

certificate. The user will have the option to use either type of credentials, depending on the following:

Availability: At the time of accessing the e-Service, the user might be in a situation where he/she can only 

use one credential, such as if he/she does not carry his/her smart card with him/her.

Channel: The type of credentials that can be used depends on the type of access channel through which 

the user interacts with the GIF. For example, a mobile user cannot use a USB based or computer stored 

certificate.

Service Security Level: The service itself might require a specific type of credential, because of the 

e-Service security requirements.

Choice of Credential Type

The different types of credentials that will be provided and supported fall into two categories as far as user 

authentication is concerned: week authentication and strong authentication.

	User ID and Password (weak authentication)

	User ID based on Certificates (strong authentication)

The certificates for user strong authentication will follow the X.509 v3 standard, whereas for electronic 

signature (non-repudiation) will be based on X.509 v3 qualified certificates.

Certificates on user’s Computer: These certificates will be X.509 v3 compatible. The required end-user 

client PC middleware, environment and related tools for handling the user’s certificates

Certificates on Smart Cards: They will be used to store information about a user, such as ID number, 

photo, date of birth, e-mail address, digital photo and digital certificates for authentication, e-signature and 

possibly one for encryption. In certain cases, biometric data, such as fingerprints, can be incorporated into 

the smart card. It is noted that, only the stored personal data of the card holder and the certificates for the 

purposes of user registration, authentication.

Certificates on USB: Basically, the USB will be equivalent to a smart card.

End-user Security features:

	The solution will provide user name and password authentication.

	The solution will provide self-service password management.

	The solution will provide a “forget password” functionality.

	Describe how the solution provides smart card authentication.
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	Describe how the solution provides authentication with computer certificates.

	Describe how the solution provides USB Token authentication.

User Registration

The process for initial provisioning (identification and registration) of users has to be efficient, secure, and 

require minimum human interaction from the CIIL Officers or the e-Service provider side. A “self-service” 

feature driven by the users themselves is the ideal.

The image below shows the User Registration module:
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User Registration

Knowledge Based Initial Authentication

It was expected that the solution will support and provide a Knowledge Based Authentication (KBA) for 

performing user’s enrolments (this should not be confused with the known as Zero Knowledge Protocol, 

ZKP, which is the basis for PKI certificate based authentication).

Briefly, KBA uses information provided by the “claimant” to verify the claimed identity, which could be 

related to the user in general (identifying the user) or to the context of a specific service. For example, as the 

owner of a specific immovable property for tax purposes. The main steps of this process:



21ICT SYSTEM FOR INTEROPERABILITY

	The claimant presents a set of information items (perhaps preceded by challenging the claimant 

with a set of questions)

	The KBA logic matches the submitted items (and any answers) with the reference data

	The response indicates enrolment success or failure and can contain additional information

The solution architecture supports “pluggable” validation modules and the decision on which to use in 

each case depends on numerous factors. The choice of the most appropriate mechanism for validation 

and location of the reference data may vary across different e-service providers. The solution provides 

knowledge based authentication. The solution provides pluggable validation modules.

e-Service Specific User Enrolment

In order to provide the necessary flexibility and accommodate the potentially diverging requirements that 

current and future e-Service Providers might have, it is required to provide enrolment facilities for e-service 

specific. This allows the definition of data items, validation rules and reference data for each e-service, 

completely independent from other e-services.

After a successful initial identification, in the context of a particular e-service, the appropriate set of unique 

service-specific identifiers will be used in creation of an enrolment to that service. This process binds an 

identity with that e-service. The generic identity itself remains transparent and not visible to the e-service 

provider. The solution will provide e-service-specific enrolment.

The solution provides e-service-specific enrolment.

Activation of Registrations and Enrolments

The solution will support having the knowledge-based initial identification supplemented with additional 

procedures to improve the security beyond just relying on the claimants to supply the correct information 

items. These procedures can be invoked after a successful knowledge-based initial validation and may 

include sending additional information to the claimant that they must then be entered to complete the 

verification process.

This will involve obtaining the registered mailing address for the claimant from the e-service provider and 

then sending a one-time “activation code” to that address. Only after presenting this activation code to the 

CIIL does the enrolment for the service (initially created in a “pending activation” state) become active and 

the functionality become available.

Organization Employee Management

The registration process for Organizations involves registering one initial identity for the Organization 

Manager. After this Organization Manager is registered, the CIIL will provide the ability for additional users 
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within the Organization to access and utilize e-Services on behalf of the Organization. The procedure for 

adding employees is simple, in order to allow the easy expandability of e-services provided by the CIIL to 

the organizations.

To distinguish from full initial registration, this process is about “adding/introducing new users”. Users 

added in this manner form a group that shares the same service enrolments, instead of establishing parallel 

independent enrolments for employees.

At the time of introducing the new user, the Organization Manager can specify the level of privileges for 

the new user, listing the Organization e-Services to which the user has access. After initial introduction, the 

Organization Manager can still manage the e-Services to which the user has access by adding or removing 

e-Services from the user’s privileges. The solution provides organization employee management, allowing 

adding, amending and removing users.

User Delegation

The CIIL allows users to assign (delegate) their rights in relation to service enrolments to other users or 

organizations, called Agencies, allowing these “agencies” to act on their behalf. Typical scenarios include 

authorizing accountants and tax agents to submit documents on behalf of the principal, which may be an 

individual or an organization.

Agency assignments are stored in the CIIL and used to perform the appropriate mapping from the identity 

of the agent user to the enrolments delegated to that agency by their principals.

User Authentication

After successfully registration with the CIIL, users will be authenticated in order to access e-Services. 

Authentication validates the credentials presented by the user and maps them to a specific identity. This 

section describes how the CIIL will authenticate users, and how this is e-service dependent. It is noted 

that the levels of authentication mentioned below should not be confused with the certificate based 

classification supported by the X.509.v3 compliant certificates.

Single Sign-on

Single sign-on across e-Government services is a fundamental objective of the CIIL. Once users have 

acquired an e-Government credential, enabling them to access a growing range of e-services with that 

single credential, is required. This is to the benefit of the CIIL users, as well as to the Government for 

enabling access to subsequent e-Services.
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Security Token Service

In order to provide single sign-on capabilities, the CIIL performs the role of a Security Token Service (STS), 

as defined in WS-Trust, WS-Federation, and WS-Security standards. The CIIL can therefore participate 

in a federated network of Web services providing authentication, authorization, single sign-on and other 

functionality that facilitates effective integration, based on industry standards and specifications.

In short, a security token represents the result of the authentication and authorization performed by the 

CIIL. The CIIL Security Token Services will issue, validate, and exchange these security tokens. Tokens 

contain sets of claims and the CIIL (or the authentication provider) asserts the validity of these claims. 

The CIIL can cryptographically sign security tokens to guarantee their integrity (no alterations made since 

signing) and enable verification of their origin.

Federated Authentication

The CIIL provides a federated approach to authentication. Traditional authentication models, where a 

single identity provider performs verification of credentials, limit the use of a wider range of pre-existing or 

future identity providers and inhibit access by distinct groups of users to a common set of e-Government 

services. Federated authentication provides more flexibility, which enables users from different trust 

domains to authenticate with their credentials in the home domain, but gain access to resources in other 

domains, based on established trust relationships between domains. Local identities are not required for 

target services and thus identity information and other attributes can remain hidden as appropriate.

In order to support federated authentication, the CIIL follows existing Web services specifications and 

standards, namely WS-Trust and WS-Federation with SAML (Security Assertion Mark up Language) 1.1 

or above. These standards define a consistent and extensible security model for such federation, which is 

independent from specific platforms and implementations.

WS-Federation defines mechanisms, models and frameworks to allow different security realms to federate 

by allowing and brokering trust of identities, attributes, authentication between participating Web services. 

The Web service requestors are assumed to understand the WS-Security and WS-Trust mechanisms and 

be capable of interacting directly with Web service providers. The Web browser mechanisms describe 

how the messages are encoded in HTTP messages such that they can be passed between resources and 

Identity Provider or Security Token Service parties by way of a Web browser client.

SAML, developed by the Security Services Technical Committee of the Organization for the Advancement of 

Structured Information Standards (OASIS), is an XML-based framework for communicating user authentication, 

entitlement and attribute information. The solution will use SAML assertions within SOAP messages, in order to 

convey security and identity information between actors in the CIIL web service interactions.
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Authorization

When authentication is complete and the identity established, authorization typically follows. Authorization 

is based on the e-Service for which the user is requesting access and the CIIL will provide authorization at 

the granularity of the e-Service request.

Authorization

It is preferred that authentication and authorization are combined into a single call. Combining 

authentication and authorization can provide efficiency in a single call to the Authentication and 

Authorization subsystem. In a single sign-on scenario, the authentication data will be embedded in the 

security token returned from the CIIL, as described in the previous sub-sections.
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E-Service Management

E-Service Providers are the Government Organizations that provide e-Services to the public. The CIIL 

provides comprehensive management on the e-Service Providers and the ability to dynamically setup and 

maintain e-Services and their providers.

E-service management

The registration of service within the system of interoperability has the following structure:

	Unique name of the service

	Service provider (Institution)

	Security (authentication and authorization)

	Setting attributes

	XSD scheme for request and response messages

	Definition of communication mode (synchronous, asynchronous)

	Brief description of the service

	Detailed description of the service

	Documentation

	URL address to the new service

	Average response time

	Service load (number of requests per second and size of messages)

	Other (Source of information, records used, etc.)
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Each institution alone decides which institutions have the right to use their services, thus fulfilling a 

decentralized authorization system.

For each defined service in the system of interoperability it is necessary to assign bases for request. Each 

bases for request is assigned to one particular service and one particular Institution that uses that service. 

Management of the bases for request is shown in the picture below. 

Management of bases for request

Also further system enables the creation of work plans and automatic activation and deactivation of 

services under the same.

After defining the default parameters described above it is necessary to specify a list of institutions 

who would have access to the data and have the right to call the web service. When registration of the 

new service is done on the center location it will disseminate to the sub-catalogs of services on the 

communication clients of the institutions that is intended for. This is done with push method from the 

central server to the communication clients.

E-Services Attribute Management

Each e-Service will have its own attributes for customization, in accordance with its own distinct 

requirements. The CIIL will allow the efficient management of these attributes. Those attributes should 

control the behavior of an e-Service, like:

	Service is visible

	Allow enrolment
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	Allow submission

	Allow agents

	Auto activation

E-services attribute

Application Integration Services

The Government Organizations use a variety of Information Systems. These Information Systems (back-

end systems) grew organically over a period of time. Individual business capabilities were automated 

ICT SYSTEM FOR INTEROPERABILITY
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independently of each other, resulting in a large number of application “islands”. The Application 

Integration Services component aims to connect these “islands” via the Transaction and Messaging 

component, thus allowing applications to share data and automate business processes. Moreover, most of 

the e-Services that are made available through the CIIL require interacting with these back-end systems, in 

order to deliver the required services. As a result, integration with these systems is a core requirement for 

the CIIL.

CIIL integrates with Government back-end systems through the support of at least the following 

technologies and applications:

	SOAP: for communicating with Web Services. While this is the preferred approach, it is unlikely that 

most of the existing Government systems will support it. As such, other integration techniques, such 

as the one below, might be required.

	Common Relational Database Systems: Querying and updating proprietary databases such as 

Oracle Database, Sybase or Microsoft SQL Server. This is of particular importance as most of the 

Government back-end systems rely on these databases for storage and consider the database as 

the integration point.

	HTTP: simple posting of documents to Web servers, often in XML format.

	File drops: to local or network storage.

	Database Connectivity Standards: Querying and updating databases using access technologies 

such as ODBC or OLEDB.

Interfaces and information systems of the institutions can be developed and implemented by any software 

vendor.

The Application Integration Services provide connectivity and facilitate two-way communication between 

the CIIL and the e-Service Provider back-end systems. The Application Integration Service should be 

realized through the concept of the Communication Client. These integration services are important for 

delivering consumer services, while ensuring offline capabilities and decentralized administration and 

maintenance.

In summary, Application Integration Services provide the following:

	A guaranteed endpoint at the service provider, utilizing available integration mechanisms through 

adapters or connectors, to which the Transaction and Messaging component reliably delivers 

messages.


