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It is my pleasure to introduce you to the new compendium of WITSA policy works, ranging from
diverse and important topics such as international trade in goods and services, free flow of
information across borders, digital transformation, privacy, security and data protection, Internet
governance, the global skills gap, women in IT and more.
WITSA is a global consortium of leading ICT industry association members from over 80
countries and economies who serves as the voice of the global ICT industry. Public policy is at the
heart of WITSA’s mission as we seek to drive transformation and grow the industry. Sharing the
benefits of the Digital Age with everyone on earth is the underlying goal of fulfilling the promise
of the Digital Age; which also happens to be WITSA’s vision. WITSA is committed to doing what
it can do to facilitate fulfilling this promise through is policy action program.
Founded in 1978 as the World Computing Services Industry Association, WITSA has increasingly
assumed a leading advocacy role in international public policy toward the goal of creating a robust
global information infrastructure, including encouraging cross-industry and government
cooperation to enhance information security; safeguarding the viability and continued growth of
the Internet and electronic commerce; increasing competition through open markets and regulatory
reform; reducing tariff and non-tariff trade barriers to ICT goods and services; bridging the
education and skills gap; and protecting intellectual property. Through its active advocacy
programs, WITSA has played a leading role in shaping the global environment for ICT growth and
development. WITSA strengthens the industry at large by promoting a fair trade and other
positions in multilateral organizations, including the World Trade Organization, the Organization
for Economic Cooperation and Development, the World Bank, Asia-Pacific Economic
Cooperation, the International Telecommunications Union, the Internet Governance Forum, the
Internet Corporation for Assigned Names and Numbers, and other international forums where
policies affecting industry interests are debated and shaped
WITSA recognizes that the ICT industry is the key driver of the global economy. WITSA is
committed to leveraging its unique strengths to ensuring that this industry continues to develop to
reach its maximum potential.
I hope you will find our new policy compendium useful and instructional. To find the most recent
information on WITSA programs and activities, please visit us at http://witsa.org.
Yours sincerely,
Mr. R. Chandrashekhar
Public Policy Chairman

page 2

World Information Technology and Services Alliance
8300 Boone Boulevard, Suite 450, Vienna, VA 22182, USA – Phone: +1 703 728-4547 Fax: +1 703 893-1269

WITSA 2017: Policy Actions to Deliver the Promise of the Digital Age: A compendium

Table of Contents
Policy Actions to Deliver the Promise of the Digital Age ........................ page xx
Privacy, Security and Data Protection ................................................... page xx
Digital Transformation: Enabling Policy Principles ................................. page xx
Recommendations from the 2016 World Congress On IT (WCIT 2016)... page xx
The Global Skills Gap and the Changing Nature of Work
and Their Impact on the Digital Age ..................................................... page xx
Statement of Policy on Restrictions of the Free Flow of Information
Across Nationality/Regional Borders ................................................... page xx
Statement of Policy on International Trade in ICT Goods and Services .. page xx
Women in ICTS: Capitalizing on an Untapped Global Resource ............. page xx
Statement of Policy on Internet Governance ........................................ page xx

page 3

WITSA 2017: Policy Actions to Deliver the Promise of the Digital Age: A compendium

Policy Actions To Deliver
The Promise Of The Digital Age

Advocated by the World Information Technology and Services Alliance (WITSA)
NOVEMBER 2011

ABSTRACT
This document sets out policy actions that WITSA recommends to national governments
and multi-national institutions; actions that will help harness the capability of the global ICT
industry to deliver the benefits of a truly digital age.
Prepared by WITSA’s Global Policy Action Committee

page 4

WITSA 2017: Policy Actions to Deliver the Promise of the Digital Age: A compendium

Policy Actions to Deliver
the Promise of the Digital Age
Introduction and Objective
Policy Actions to Deliver the Promise of the Digital Age draws on the experience of the thousands of ICT

companies that make up the membership of the 80 or so national ICT associations that themselves constitute
WITSA. It consolidates this experience and sets out policy actions that WITSA recommends to national governments and multi-national institutions; actions that will help harness the capability of the global ICT industry to
deliver the benefits of a truly digital age.
The report focuses on four areas:

1. ICT and sustainable economic growth: ICT delivers sustainable economic growth. Research demonstrates
that at a country and company level ICT is an essential part of productivity improvement, and is a vital enabler
of innovation which in turn leads to improved competitiveness and economic growth. What’s more, such
growth can be sustainable – from both a carbon and natural resource use perspective. Good policy is needed
nationally and globally to deliver this promise in areas such as broadband infrastructure, skills, taxation, IP and
trade.

2. ICT for effective and efficient public services: ICT can be and is used to deliver good public services. There

is tremendous know-how in the high tech sector in how to get good ROI for governments wherever they are
on the journey (early adopters or leading edge) to deliver public services making best use of ICT.

3. Protecting infrastructure and information: As we rely more on networks and keep more of our information in cyber space we have to protect it. WITSA’s members are at the leading edge of how to do that.

4. Building a thriving ICT sector: WITSA wants a thriving ICT industry in each of its member countries. Every

economy wants to encourage sectors that pay well and provide good clean jobs. The ICT sector is a prime candidate. WITSA knows what works and what doesn’t when it comes to encouraging ICT businesses to thrive in
a country.

In such a rapidly changing field no set of actions can remain static. This report is a live document and will be regularly updated – particularly in the light of the conclusions of WITSA’s biennial policy summit. Readers might also
find it useful to cross refer to WITSA’s benchmark Digital Planet report on global ICT spending1, jointly produced
with IHS Global Insight.
At the end of each section, there is a checklist of questions or summary of actions for ICT organisations and national governments to consider.

1 Digital Planet 2010 Executive Summary; ref. http://www.witsa.org/v2/media_center/pdf/DP2010_ExecSumm_Final_LoRes.pdf
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Why ICT Matters
ICT has completely transformed the world in just a few decades. Its impact can be seen on nearly every aspect of
human life. ICT has revolutionized the way we work, communicate, transformed the way education and health
care is delivered.
The truly exciting thing is that the technological revolution has only really just begun. No one can predict in which
direction we are heading. What is clear is that ICT matters. It is therefore vital for policy makers across the world
to ensure that all necessary policies are in place to help ensure the full potential of ICT is being exploited in their
respective country or region.
ICT underpins and drives global economic growth and development. In spite of continuing worldwide economic
uncertainty, global spending on ICT is predicted to reach more than $4.1 trillion in 2011, which equates to over
6.4% of global GDP. Global spending on ICT is increasing by more than 6% a year on average and the global ICT
industry showed 3-4% growth in 2010 and is expected to show continued growth this year.
Given the current strong performance and likely future growth of the ICT sector, it is imperative that nations do
all they can to help ensure the ICT sector is thriving in their respective countries. To do this there must be a comprehensive ICT infrastructure in place, governments must embrace the power of ICT to transform the delivery of
public services, entrepreneurship should be encouraged and supported, and there has to be a strong focus on
equipping the next generation with the necessary ICT skills.
There is a growing evidence base confirming the strong links between ICT, productivity and economic growth. It
is clear those industries harnessing ICT effectively tend to achieve much higher growth rates than those which do
not. An effective use of ICT enables businesses to innovate and to change completely the way they operate. It
does this by enabling the automation of tasks, functions and processes and by freeing up labor, which can be more
efficiently employed in other higher value functions. ICT makes it easier for employees to collaborate (regardless
of where they are), facilitates more flexible working and enables more people to work who otherwise could not.
More than this, however, is the way ICT is being used to transform business, industry, government and society
through new capabilities, communication and access to information that it provides.
ICT is also fundamentally important to sustainable economic growth. At the core of the environmental challenges
we presently face (such as climate change, resource degradation and pollution) is the pursuit of energy efficiency.
Whilst the ICT sector clearly has a significant carbon footprint, ICT and ICT- enabled technologies help other sectors to become much more energy efficient. In fact, recent research has shown that the ICT sector can deliver
savings at least five times larger than its own footprint.
ICT matters not just because of its economic impact, but also because of the way it enables positive social and
cultural change. ICT can help to break down social barriers between nations and significantly within nations. Social media is becoming an increasingly powerful communication tool and can act as a vehicle for people to come
together and instigate long- lasting and positive change. ICT can act as a key tool to help extend accessibility to
education, it can provide a platform through which to circulate important public health and safety information and
is a vital component for an enhanced quality of life.
It is clear that ICT is not only central to tackling the challenges of today; it should also be seen as a critical instrument to help tackle the challenges of tomorrow. For the future prosperity of all economies across the world, it is
therefore essential that the digital opportunity is seized.
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1: ICT and Sustainable Economic Growth
Synopsis
Sustainable economic growth is defined in slightly different ways by different national governments but it is essentially the ability to improve our financial and social wellbeing without compromising the prosperity or wellbeing of
future generations. A sustainable economy is therefore one in which economic growth can occur without negative environmental consequences.
The three most critical environmental impacts that today’s society must address are climate change, resource
degradation and pollution. At the heart of all three is energy efficiency and this is the area where the technology
sector can make the most positive contribution. And indeed, when it comes to saving energy, ICT is in a unique position:– whilst on the one hand ICT products and services consume energy, on the other hand ICT and ICT-enabled
technologies help other sectors become more efficient – much more efficient. In fact the ICT sector can deliver
energy savings at least five times larger than its own footprint.
Yet at the same time ICT is a powerful enabler of growth. Countries where the implementation of ICT is advanced
enjoy significantly greater GDP growth than those where it is not. Moreover, there is far greater growth potential
from the development of digital infrastructures than from physical ones. So investment in ICT-enabled networks
such as smart grid, universal superfast broadband and intelligent transport systems vastly out-perform investment
in traditional network infrastructures such as road, rail or air.
But there are barriers. Few governments have identified ICT as a potential tool in driving growth and reducing
emissions, so ICT is rarely an explicit part of policy. Secondly, technological readiness is well ahead of market
demand, so many existing solutions that could be saving energy and stimulating growth are simply not being adopted.
Policy makers urgently need to do three things: First, they must acknowledge the net benefits of using ICT as an
enabler of sustainable growth and start using it intelligently as a tool. Secondly, they need to find ways to encourage market demand for low carbon goods and services. Thirdly they need to ensure that environmental policy and
associated regulatory instruments are fit for purpose.
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Why ICT Plays a Key Role in Sustainable Economic Growth
ICT as an enabler of efficiency
To date, government attention has largely been focused on the energy demand of ICT itself – the direct effects.
These impacts are easy to measure and analyze but exclude the beneficial effects of technology: the innovative,
low-carbon, ICT-enabled applications that are being adopted in almost every industry sector, improving efficiency
and at the same time, increasing productivity and competitiveness.
Often unnoticed, once they have been absorbed into everyday life, there are thousands of ways in which technology is being exploited to reduce energy demand across other sectors, such as energy generation and distribution,
transport and manufacturing. Logistics technologies reduce vehicle miles, remote monitoring reduces travel, energy management tools turn off computers, sensors switch off lights, and advances like technological convergence
and broadband change the way we do things and lead to de-materialization, to new, low carbon, business models.
These wider opportunities are harder to measure and harder to understand and predict, but they are the ones that
have the potential to decouple economic growth from energy use.
Three classes of technology contribute to overall energy reductions: enhancing technologies improve existing processes, letting us do what we do already, only more efficiently. They include things like logistics and building management systems. Enabling technologies change the way we do things: they enable new processes, new ways of
working and include teleconferencing and other travel substitutes and a whole range of other dematerialization
technologies. Transforming technologies change fundamental behaviour and lead to the creation of new business
models. Transforming technologies include things like broadband and smart grid. They do not just save energy,
they change what we do, stimulate innovation and spawn new industries.

ICT as an enabler of growth
ICT is a powerful driver of growth. ICT is a derived demand, which means that nobody uses it for its own sake.
ICT is there to do a job and that job is generally to improve operational procedures and by doing so, improve efficiency. At a prosaic level, the basic processing efficiencies delivered by ICT make companies more competitive:
the success of Walmart and Tesco in markets where efficiency is king is largely attributable to the intelligent way in
which they have used ICT. At the other end, the transformational level, new networks and systems create whole
new business models.
At an infrastructure level, new digital networks are far more effective in creating long term growth than physical
ones. Unlike mature networks such as roads, digital networks create jobs for far longer than just building the infrastructure. They generate additional new jobs and new industry sectors as their capacity increases. Broadband
is just one example of this, where high-speed connectivity has created whole new content and network industries.
Smart grid is another: at the enhancing end it will reduce waste and flatten demand, at the enabling level it will
facilitate a distributed grid and renewable generation and at the transformational level it will open up the use of
new technologies including plug-in hybrid electric vehicles and energy storage solutions and generate a new electricity market in which homeowners invest in solar PV to sell energy to the grid.
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Evidence
The carbon reduction role of ICT
WWF’s First Billion Tonnes report1 identifies ten uses of ICT that could together save at least a billion tonnes of carbon dioxide by 2020. In another major study, analysts McKinsey estimate that 7.8 billion tonnes could be saved by
the use of ICT in buildings, power, transport, manufacturing and teleworking, and GeSI, the Global eSustainability
Initiative, estimate that the intelligent use of ICT could reduce overall emissions by 15%, dwarfing the 2% emissions
directly attributable to ICT2. As a growing body of evidence demonstrates, there is no other sector that offers anything like this capability.
At a more specific level, a number of third party reports3 on the use of ICT as a transport substitute find that each
man day teleworked delivers a net carbon reduction of between 5kgCO2e and 10kg CO2e, even after accounting
for rebound factors.

The potential of ICT to stimulate growth

As more work is done to evaluate the net carbon impact of ICT in situations like these, the OECD, the European
Commission, the Bank of England (Oulton), the London School of Economics (LSE) and others have all produced
compelling data that demonstrates the powerful effect of ICT on productivity and growth; the EU has found that
40% of EU productivity growth and 25% of EU’s GDP growth was due to ICT. The UK’s Office of National Statistics
(ONS) found that US multinationals were on average 8.5% more productive than UK owned firms and that 80% of
this productivity advantage was due to better use of ICT4.
In their study on the economic impact of ICT5 LSE reported increased investment in ICT to be a major contributing
factor to the doubling of US productivity growth rates. And on the network effect, mentioned above, another ITIF/
LSE study reported “Broadband creates jobs by enabling the emergence of new businesses or other organisations
developing a wealth of innovative new services, including electronic commerce, telemedicine, VoIP, video on demand, smart homes, telework and access to electronic government … the network effect as it pertains to broadband is not simply about the value of the network increasing as more people join, it is also that by providing an
architecture for the seamless and instantaneous creation, distribution and consumption of information it enables
forms of commerce on a national and global scale previously impossible, transforming whole industries from retailing to financial services to manufacturing”6

1
2
3
4
5
6

The First Billion Tonnes, WWF (Dennis Pamlin)
Smart2020, GeSI and McKinsey, 2008
BCS and CMA, 2009, Carbon Trust, 2011
ONS 2011
LSE & ITIF
LSE & ITIF, The UK’s Digital Road to Recovery

page 9

WITSA 2017: Policy Actions to Deliver the Promise of the Digital Age: A compendium

Barriers (what’s stopping us)
The opportunities for emissions reduction are currently underexploited, a position that is reinforced by a quick
look at McKinsey’s classic Carbon Cost Curve7 which demonstrates that between one-third and one-half of the
reductions needed to achieve our 2050 targets are at nil or negative net cost. The problem is that these reduction
opportunities - these “no-brainers” - are not being taken up and the obvious question is, why not? We think that
the answers are cultural, behavioral, financial and political, and some stem from the lack of a market for carbon.

Cultural and behavioral: Demonstrable wealth and physical possessions still confer social status in most if not all
societies. Attitudes to finite resources like water and energy encourage profligacy. Rapid obsolescence is accepted
in a disposable culture and even individuals with pro-environmental intentions often fail to act on them.
Market: In most countries there is no price for carbon so there is little incentive for individuals to seek out the
most energy efficient products, or to change behaviour and adopt energy efficient lifestyles. Even where there is
a financial benefit the gap between outlay and recovery may be too great.
Political: The lack of a global deal on climate change means that carbon reduction initiatives will rely entirely on domestic

policy. Political leadership on environmental issue is patchy at best. Environmental legislation is frequently over-complex
and cumbersome because it has been developed in a piecemeal way over many years. This is burdensome and costly for
businesses. Moreover, revenue from environmental taxes is rarely ring-fenced for pro- environmental purposes. This
approach makes businesses and individual taxpayers cynical and can even make them hostile to the green agenda.

7 A Cost Curve for Greenhouse Gas Reduction – The McKinsey Quarterly, 2007 No. 1
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Policy Principles: What needs to be done?
Although research shows that a wholesale adoption of best available technologies could dramatically reduce energy use, robust policy instruments are required to make this a reality and create the necessary market pull. WITSA
therefore makes three key recommendations to policy makers:

1.

Recognize that ICT is a tool

2.

Set in place drivers to encourage demand

3.

Ensure that environmental legislation is fit for purpose

Policy makers in government, particularly those tasked with generating growth or reducing emissions, must recognize that ICT is one of most powerful tools they have at their disposal. The important thing is to evaluate ICT on
the basis of what it is actually doing and what the net impacts are. So for instance if ICT is being used to facilitate
a virtual conference that is replacing a transatlantic return flight, then the net impact of ICT is a reduction in emissions, a large reduction - because the fractional increase in electricity demand from the ICT has actually enabled a
reduction in emissions equating to several tonnes of carbon. This kind of calculation should precede any decision
about deploying ICT but it is rare that these important considerations are actually part of the decision making
process in policy making. Economists and successful businesses understand this but governments lag well behind.
Better demand-drivers are urgently needed to encourage uptake of low carbon technologies and in turn drive
competition around energy efficiency. Policy proposals must seek to bridge the cost-benefit or intention-action
gap. Effective demand drivers include fiscal incentives where consumers are rewarded for making environmentally friendly choices; social incentives which make the green choice the cool choice (Zipcars for instance make “no
car” the stylish car); better information so that consumers and businesses can differentiate pro-environmental
choices and finally, green public procurement to lead by example and generate demand. Intelligent green procurement is not just about demanding green products but about common standards, flexible contracts and mandating
de facto best practices.
Governments must ensure that their environmental legislation is predictable, achievable, consistent, transparent,
equitable, simple and outcome-focused. Too much environmental legislation is unnecessarily cumbersome, or
complex; there is duplication with overlapping measures, Most importantly, governments must never, never dress
up general taxes as environmental taxes because this is the fastest way to turn business and consumers away from
the green agenda.
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Attributes of a successful low carbon economy
A successful low carbon economy is where
•
•

economic growth does not drive an increase in carbon emissions and
where the “quality of life : carbon footprint” ratio is high. (i.e. we have not reverted to being troglodytes).

Attributes of a successful
low carbon economy

Potential policy levers – i.e. what Have they been
instruments are available that
successfully applied?
would help us get there?

Are appropriate technologies fully
deployed?

Prioritise transformational technologies
over incremental ones.

UK Technology strategy board/
equivalent

Is there a vibrant market for low
carbon goods & services?

Demand drivers to encourage take-up
of low carbon technologies

UK Green Deal. ETL, zero interest loans, enhanced capital
allowances

Do you have access to clean energy via a smart, distributed grid?

Investment in digital /physical
infrastructure

South Korea, Sweden, China,
some US states, Australia, UK.
NB privacy issues in NL

Do you have access to a high
quality digital communications
infrastructure?

Investment in digital infrastructure

UK Digital Britain(?),
South Korea

Is there an intelligent transport
infrastructure?

Investment in digital infrastructure.
Include alternatives to travel within
transport portfolio

South Korea

Does your country support a
vibrant low carbon R&D
activity?

Readily available funding for low carbon EU FP7 and FP8
technology development from a variety
of R&D funding sources. Strong collaboration between industry and academia.

Is your national workforce
suitably skilled?

Closer links between business and
academia, flexible labor market, access
to lifelong learning

Singapore (world’s most highly
skilled workforce)

Is competitiveness focused on
environmental credentials?

Demand drivers to create competition
around efficiency and other environmental criteria.

eco-labeling, rebates, subsidies

Are your consumers educated and Fiscal incentives, social incentives, betcarbon-astute?
ter (not more!) information, leadership

Sweden
(demand management)

Is public procurement leading
demand?

Intelligent green procurement with
common standards

Germany green procurement
initiative

Is carbon transparent across your
economy?

Standardised approaches for carbon
UK approaches to mandate or
accounting and management across the encourage carbon
economy. Carbon productivity becomes accounting
a key parameter.

Is carbon a tradeable commodity
in your domestic market?

Standardised approaches for carbon
valuation and accounting.
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2: ICT for effective and efficient public services
Synopsis
The power of information and communications technology (ICT) to transform
the public sector and the delivery of public services is immense but still in
its infancy relative to other sectors. The challenge for governments is how
to implement these nascent opportunities to capture the benefits they offer citizens through better outcomes (“effectiveness”), and taxpayers through
lower costs and reduced demand for scarce resources (“efficiency”). Public sector structures and processes can present barriers, and developing
nations must avoid these effects by learning from the experience of developed
nations. Many countries have implemented strategies that deliver government programs using ICT via the Internet but very few have witnessed the
vast transformational opportunities that still lie dormant. The key to releasing this potential, irrespective of a nation’s position on the development
spectrum, is through harnessing the power and knowledge of the nation’s ICT
sector as a catalyst for new ideas and solutions and the driver of change. The
ICT sector is an invaluable source of knowledge and innovation, and governments must work closely with the sector to transform their public services.
National technology associations in each country play a critical role as the
bridge and collaborator between the ICT sector (the providers) and the government (the users). They offer mechanisms as the ‘go-between’ for the
private sector to provide advice on solutions, the use of technology, implications of change, and knowledge and expertise. They influence government
policy and new approaches to service delivery. These associations assist
governments in procuring resources at the best price, and promote local
ICT solutions to augment economic development and knowledge creation
within their own countries. Through their involvement with WITSA, national
technology associations are well positioned to access international best
practice, literature and research findings as well as lessons learned and
procurement options that can be presented to government and technology policy
officials in other jurisdictions. This strengthens the contribution and role of the
national technology association in the creation of tailor-made ICT solutions
for each country.

The “Silo” problem
It is all too evident that the
fundamental structures and
institutions created as a necessary part of constitutional
government – departments
and agencies that implement
policies and executive powers
in key functional areas – often
become barriers to the effectiveness and efficiency that
modern ICT-enabled public
services can deliver. These
barriers further arise between
multiple tiers of government.
Policy-makers and the ICT
industry must specifically acknowledge and accommodate
this obstacle as a key element
in the change process.
Proven mechanisms to address these structural barriers include the creation of a
central coordination agency
empowered with a mandate
to encourage consolidations of
activities and to deliver crosscutting service delivery reforms
through consultation and collaboration. This requires active
political leadership and incentives that encourage agencies
to change behaviours.

Why ICT is important for effective and
efficient public services
WITSA’s Digital Planet 20101 report shows that the public sector is the second largest market for ICT products and
services, worth $345 billion globally in 2011. To ensure this investment is used prudently, governments must work
collaboratively with ICT providers to build processes and deliver services that meet the needs and priorities of
governments to drive change, facilitate access and fulfill the requirements of their citizens and agencies. All nations are focused on productivity, economic development, cultural improvement and social harmony: the digital
environment, supported by the ICT industry is the cornerstone to this success.
1

Digital Planet, op cit note 1
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Online delivery of government services remains a top priority of governments around the world. Governments in both developed and developing countries increasingly realize the significant benefits that can be
achieved by moving traditionally paper-based and face-to-face services
to the Internet. They also understand it is not just automation of existing
manual systems: strategies and business processes must be redesigned
to ensure services are customer focused, cost effective, easy to use
and provide added-value for citizens, businesses and the governments
themselves. eGovernment not only transforms and creates new laws and
policies but also changes the way government itself operates.
Modern societies operate and flourish within a global economy. Modernizing governments through the use of ICT solutions builds local expertise,
raises productivity, and contributes to economic development. National
technology associations are uniquely positioned to support this transformation. Promoting the importance of ICT solutions leads to productivity
and the assurance of fair, regulated and recognized international
practices in the acquisition of expertise, and design and
implementation of solutions.

What is
“Transformational Change”?
Transformational change in the
delivery of government services occurs where ICT is applied by government agencies and their partners
in a way that changes the government’s role and relationship with
its citizens, adapting to their needs
and building new capabilities in how
those needs are identified and addressed.
Technology is transforming government more profoundly now than it
did in the past century.

The Evidence
Barriers that slow the adoption of ICT by the public sector stifle development and innovation just as they do in the
private sector. Barriers can include: higher time and costs associated with introducing ICT within the hierarchical
structures of public organizations; ongoing use of paper documents required for approval processing; security and
privacy concerns; bureaucracy created by obsolete regulations and laws; a lack of understanding of ICT capabilities and skills shortages; stifled incentives for organizational change; and the nature of public sector financing and
procurement practices.
WITSA has a strong interest in promoting the ease with which governments and the ICT sector work together; how
they symbiotically support one another by facilitating an effective working relationship. Collaboration supports
sharing of information, building upon knowledge and lessons learned, facilitating the recruitment of expertise by
smoothing procurement processes, providing advice on solution design and implementation options, and assisting
in identifying capability for the delivery of technology projects. WITSA is dedicated to improving the relationship
between the public sector and ICT sector so that governments can achieve these goals – the recent publication of
the WTO Government Procurement Agreement (GPA)2 Guide3 is a case in point.
Governments and citizens around the world have benefited from the advancements of the ICT sector; from the
World Bank to the United Nations to universities and high tech industries, all of which report on government successes achieved through the application of ICT solutions. Each economy, irrespective of its position on the eGovernment continuum, is involved in the global economy through the use of ICTs. And as these governments and
economies become more interconnected, the need for advice and enabling mechanisms offered from national ICT
associations increases exponentially. This eventuates not only by promoting the use of ICTs but by overcoming the
barriers of cost, misunderstanding, limited communication, capacity, stakeholder opposition, procurement regulations and fear.

2 WTO plurilateral Agreement on Government Procurement (GPA); ref. http://www.wto.org/english/tratop_e/gproc_e/
gp_gpa_e.htm
3 http://www.witsa.org/v2/resources/resolutions_reports/archive/WITSAStatement_BestPracticesWhitePaper-final.pdf
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Requirements
Governments need to work with the high tech sector to develop an ICT vision and strategy to deliver government
services, revamp government processes, and modernize and transform government activities as a fundamental
business transformation. National ICT associations can facilitate this outcome by contributing to the solutions
and paving the way for governments to meet the demands of their citizens, businesses and other organisations,
participate in the global economy and judiciously work with the private sector to ensure proposed approaches
are practical, successful and implementable.

Policy Actions
It is critical that the use and application of technology drives and influences the operation of governments to deliver their mandates and
contribute to their country’s economic and social success. WITSA and
its national ICT association members are focused on contributing to
the effective public sector-ICT industry working relationship, which
allows for the achievement of these objectives. Furthermore, WITSA
acknowledges the current difficulties that the public sector experiences in obtaining ICT support caused by archaic and anachronistic
procurement practices. WITSA is dedicated to using its resources to
address this inefficiency and assist governments in tackling the critical
issues of health care, education and citizen security – priorities with
which all governments are seized and where ICTs and eGovernment
can make the greatest impact.

Engaging SMEs
A nation’s small and medium sized
businesses (SMEs) bring innovation
and agility to the public sector, but
often find it hard to do business with
government due to the cost and
length of government procurement
processes. By making procurement
simpler, faster and cheaper, governments can open up the market to
many new players, including SMEs.
Government can also help SMEs by
making business opportunities more
transparent, cutting bureaucracy, and
doing a number of iterative, incremental projects. Such projects can
be used to prove and pilot potential
solutions before wider roll-out.

As nations develop, their governments should lead by example
through the adoption and use of smart public services, working in
partnership with the ICT sector. Online public services are a top priority of governments around the world, and services must be customer
focused, cost effective, easy to use and provide added-value for
citizens, businesses and the governments themselves. Government
procurement processes in general, and ICT procurements in particular, need to be more transparent and open. To that effect, WITSA has
published a Guide4 and encourages all member countries to sign the
WTO Government Procurement Agreement (GPA). Given the right policies,
organization, resources and institutions, ICTs are powerful tools in the hands
of those working to improve health, education, social security, justice and community safety.

Are you ready?
WITSA is committed to helping its members contribute to the success of their governments in modernizing, delivering services of priority to citizens, and advancing their goals for health care, education, social security, justice
and community safety. National technology associations should reflect upon the following questions with a view
to identifying how they can further assist their governments in these challenges.

4 http://www.witsa.org/v2/resources/resolutions_reports/archive/WITSAStatement_BestPracticesWhitePaper-final.pdf
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Self Assessment: Is Your Government Effectively Using
ICTs to Improve Public Services?
Does your country have ICT and eGovernment solutions as a priority? Is it supported by strong governance
structures, infrastructure and funding?
Is your country committed to ensuring its people have the ICT skills necessary to contribute to national
priorities and ensure all generations participate and advance this critical change?
Do your government’s policies recognize the importance of the ICT industry as a critical economic development driver and key in the development of a population with ICT skills that can take advantage of the digital
age?
Does your national technology association play a role as bridge or go-between for the ICT sector and
government officials?
Does your technology association share best practice and lessons learned with government officials? Does it
provide information and support to reduce barriers, contribute to your government’s vision, and encourage
creative ICT solutions?
Does your technology association assist the government in the development of international social and
economic development strategies?
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3: Protecting infrastructure and information
Synopsis
Protecting global cyberspace is the shared responsibility of both the private and public sectors working in partnership to secure the critical information infrastructure and other assets such as Intellectual Property Rights
(IPRs). In order to mitigate risks in cyberspace, governments and industry should utilize best practices; participate
in the development of, and adopt standards promulgated by international standards bodies; and help develop
market incentives to motivate companies to voluntarily upgrade their cybersecurity measures. Governments and
industry should also work together through operational “watch centers” and promote more effective information
sharing (in accordance with fair information practice principles). Governments and industry should also coordinate to maximize research and development for shared needs without duplication and address identified gaps.
Education systems should foster the development of trained cybersecurity professionals in the international
marketplace. Users must also be educated on how they can protect themselves and their information.

Why it is important to protect infrastructure and information
Trust and confidence lie at the core of people’s use of ICT. The continued growth of ICT products and services
relies on their availability and reliability, as well as the ability of systems, users and networks to protect the
confidentiality and integrity of information created, processed, stored and transmitted. Information technology
is now ubiquitous and fundamental to most modern activities. The ICT business is global. Offshoring, outsourcing, and global product development processes offer new opportunities to developing countries. But without
trust, globalization will be constrained and opportunities cannot be leveraged. Equally ubiquitous and global are
risks and vulnerabilities that, if exploited, can damage trust and confidence in ICTs. One challenge is the increasing incidence of criminal cyber attacks, including: computer viruses; network intruders that steal secrets or other
sensitive information; distributed denial of service (DDOS) attacks that restrict or eliminate internet access; and
Advanced Persistent Threats (APTs) and other malicious code that damage, destroy, or steal files and data. As
intellectual property and information that is personally or commercially sensitive is increasingly available on
networks, the insider threat increases as well. This makes it easier for employees or others to engage in criminal activity that can include theft of intellectual property (IP), economic espionage and even acts of terrorism, if
proper organizational controls are not in place and enforced.
Importantly, while ICTs can have vulnerabilities and are often targeted, they also offer potent tools for protecting
against and responding to attacks, analyzing them, and mitigating their damage. Private industry owns and operates the vast majority of the world’s information infrastructure. Protecting global cyber assets is the shared responsibility of the private sector and the public sector working in collaborative partnership to secure cyberspace.

Policy Actions
To improve cybersecurity and engender continued trust and confidence in ICTs, many governments and industry
organizations have made considerable investments to develop strong public-private partnership mechanisms for
cybersecurity in their own national or regional context. Those investments are improving trust and confidence in
the use of ICTs. However, more can be done to strengthen the partnerships around the world.
In collaboration with its member associations, WITSA makes the following recommendations to better manage
cybersecurity risks. In so doing, WITSA notes there is no one solution for cybersecurity challenges, and there is
no such thing as perfect security. Risk management is, therefore, a crucial component of cybersecurity for all
entities: an assessment of threat, vulnerabilities, and consequences that allows organizations to make their own
calculations of risk and take appropriate mitigation measures.
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• Standards: Governments and industry should uti-

Case in point! In the U.S., under the National
Infrastructure Protection Plan (NIPP), the
Information Technology Sector Coordinating
Council (IT-SCC ) was established on Janu• Best Practices: Industry best practices provide
ary 27, 2006 for the purposes of bringing
valuable guidance for taking protective measures
together companies, associations (including
commensurate with the threat and potential conWITSA member TechAmerica ), and other key
sequences of loss or damage while maintaining the
ability to address new opportunities and challenges in IT sector participants on a regular basis to
a rapidly evolving environment.
coordinate strategic activities and communicate broad sector member views associated
• Incentives: Governments and industry must
with infrastructure protection, response and
develop a menu of market incentives and Cost/Risk
recovery that are broadly relevant to the IT
models that motivate companies to voluntarily upgrade their cybersecurity. One valuable initiative is for Sector. On August 25, 2009, IT SCC released
government to provide market-sizing information as
its first IT Sector Baseline Risk Assessment,
an incentive for development and market entry. The
using an all-hazards approach to identify
incentives must be powerful enough to affect behavand prioritize national-level risks to critical
ior without being so burdensome as to curtail investIT functions . It also highlighted strategies to
ment, innovation, and job creation.
address those risks and thus enhanced the
resiliency and security of the IT Sector. Indus• Incident Management: Governments and
try and government IT experts jointly develindustry should find ways to collaborate together in
an operational “watch center” environment. Such
oped the IT Sector Baseline Risk Assessment,
co-location and collaboration allows for ongoing,
and its completion is a key achievement that
sustained relationships and activity that fuels more
demonstrates the value of the partnership
effective analysis and response. Joint exercises are
between private sector owners and operators
recommended as an anticipatory training and assessment tool for collaborative working in order to assess of critical infrastructure and the government.
lize existing international standards and work through
consensus bodies to develop and strengthen, as
needed, international standards for cybersecurity.

needs and improvements in incident response.

• Information Sharing and Privacy:

Governments and industry should clearly articulate information needs and how to promote more effective
information sharing to address those needs. Information sharing exemptions for cybersecurity purposes
should comply with fair information practice principles and incorporate consultation with parties with appropriate knowledge or facilities to help, including industry and civil liberties organizations. Governments should
consider how they can share more classified and sensitive information, particularly the parts of that information that can help the private sector defend its systems.
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• International Engagement: Governments and the private sector need to engage in international organizations and standards-making processes in order to advance harmonization and cooperation on this issue
of global and “borderless” concern.

1. Apart from government-to-government cooperation mechanisms, industry-to-industry cooperation
needs to be encouraged and enabled. The global nature of cybercrime requires coordination beyond
government bodies. Allowing for industry-to-industry cooperation across boundaries will enable coordinated actions by all desired entities.
2. Alternate Dispute Resolution (ADR) should be promoted to resolve cybersecurity incidents and data
breaches. The distinct nature of cybercrimes means attribution can be difficult. This can create confusion and conflict in providing compensation to victims, particularly of financially motivated cyber attacks. A mechanism based on ADR to resolve conflicts is useful in these circumstances.
3. Governments and industry should participate in the international system of multi-stakeholder standards-making processes and work with industry to identify and disseminate them to their constituencies. Governments should then leverage these standards when they acquire technology and take steps
to ensure they do not acquire counterfeit products.
4. The global nature of cybercrime requires dynamic cooperation between law enforcement agencies
across borders to ensure more effective deterrence by bringing criminals to justice. This will also aid
knowledge-sharing and deterrence practices, improve understanding and help to resolve the complexities that arise through cross border crimes.
5. Global Service Providers should cooperate in the investigation of internationally recognized cybercrimes. Online service providers (eg, email service providers, web portals, and search engines, social
media sites and e-commerce sites) can be critical players in helping to solve a majority of such crimes.
By working with properly trained and equipped law enforcement agencies, these providers can contribute to solving cybercrime cases quickly and effectively

• Innovation, Research and Development: Governments and industry should find ways to jointly

address the need for research and development planning for shared need or to address identified gaps that
neither duplicates existing research efforts nor undermines new efforts to further innovation.

• Education and Awareness: Public-private partnerships should include and enhance public awareness
and education about cybersecurity to educate users on how they can protect themselves and their information and to create education systems that foster the development of trained cybersecurity professionals in
the international marketplace.

Technology is ever changing; business models and processes – and the information systems that support them
-- are widely varied; human interaction with those technologies and processes that provide security is equally
varied. But cybersecurity is everyone’s business, and WITSA advocates a strong public-private, collaborative
partnership to further greater use and greater protection, rather than a traditional trade-off of one for the other.
Solutions developed collaboratively by governments and industry for both policy and operational purposes can
help minimize the likelihood and impact of attacks and ensure that responses are effective and timely. Without
concerted attention to cybersecurity – in the form of investment, awareness and training, research, information
sharing, and other activities – the world’s information infrastructure will continue to come under ever more sophisticated attack, with costly and potentially catastrophic impact. We can work productively together to ensure
we do all we can to reduce the risk and mitigate the potential impacts.
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Self Assessment:
Is Your Government Adequately Protecting Infrastructure
and Information?
Is your government adequately working with the private sector in order to develop the most effective
strategies to protect infrastructure and information?
Is your government utilizing existing international standards and working with industry and through
consensus bodies to develop and strengthen international standards for cybersecurity?
Are industry best practices utilized as an alternative to regulation in your country?
Is your government providing effective market incentives to motivate companies to voluntarily upgrade their
cybersecurity?
Is your government working with industry to build and operate incident “watch centers”?
Is your government actively working with industry in order to promote information sharing for cybersecurity
purposes (transparently and in accordance with fair information practice principles)?
Is your government proactive in engaging international organizations and standards-making processes, and in
identifying and disseminating supply chain security standards?
Is your government working with industry to promote research and development?
Is your government actively engaged in the development of cybersecurity-trained professionals in the
international marketplace?
Is your government working with the private sector on education and awareness programs to inform all
citizens about cybersecurity risks and mechanisms to mitigate these?
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4: Building a Thriving ICT Sector
Synopsis
A thriving ICT sector has an impact on governments, nations, the corporate sector, small businesses, individuals
and society at large. It improves the competitiveness of nations and promotes better governance. Digital inclusion provides new solutions which become more accessible, more affordable and effective. ICT increases efficiency and productivity.
Because modern economic growth and development is now so fundamentally underpinned by ICT, to maintain
competitiveness, nations must focus on ensuring a business environment that enables the effective development
and use of ICT. The pace of change and innovation in the processes of business and government enabled by ICT
underscores burdensome and redundant government regulation, which has not kept apace. This has increased
the responsibility of industry to promote a trustworthy business environment through advocacy, supporting best
practices and industry innovation. Business has a clear, commercial incentive to foster the empowerment of citizens and customers, but can only make the necessary infrastructure investments where governments show they
will recognize and reinforce business leadership in responding to the highly dynamic nature of the global digital
economy.

Why Building a Thriving ICT Sector is Important
ICT matters because of the clear evidence, noted above, of the extent to which ICT now underpins and drives
global economic growth, productivity and development. Direct spending on ICT is estimated at $4.1 trillion,
equivalent to around 6.4 percent of global GDP, and is increasing by more than 6 percent a year. This is ICT as an
input. As an output, ICT is the world’s principal source of productivity and efficiency gains. ICT is also important
as it fosters direct and indirect employment, sustainable production and development, as well as ICT-enabled
education in developed and developing countries. Alongside ICT spending and the productivity this enables, the
recent growth and impact of ICT-enabled social media and networks shows ICT is affecting social and cultural
development.

The Evidence
The global financial crisis demonstrated the intense realities and complex challenges represented by highly integrated global financial systems. Today, we see the movement of information, work and capital across developed
and developing nations as elements of this global integration. ICT-enabled systems are transforming energy grids,
road systems, supply chains and water management. They are ensuring the authenticity of pharmaceuticals and
the security of currency exchanges. And they are changing everything from organizations' business models to
how they enable their employees to collaborate and innovate, regardless of location.
In a globally linked economy, investment and work flows to the places in the world that offer cost advantages,
skills and expertise. It is also flowing to countries, regions and cities that offer intelligent ICT-enabled infrastructure—everything from efficient transportation systems, modern airports and secure trade lanes to reliable
energy grids, transparent and trusted markets, e-government, and enhanced quality of life.
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Requirements
In order to make the ICT sector as strong and effective as possible, a comprehensive ICT infrastructure must exist which enables affordable connectivity, well defined standards, mechanisms for promoting security, and the
ability to appropriately address cybercrime and privacy. ICT infrastructure investments must be a top priority for
developing and emerging economies as well as for developed and industrialized countries. ICT can only drive
an economy and enable its industries and society provided there is an infrastructure with broadband network
capacity in place, supported by extensive mobile services. Without these, developed and developing countries
could lose out on the business opportunities and the socio-economic benefits of ICT.
A thriving ICT sector also requires a government that embraces the power of ICT to transform the public sector
and the delivery of public services. The challenge for governments is how to implement these nascent opportunities to capture the benefits they offer citizens through better outcomes (“effectiveness”), and taxpayers through
lower costs and reduced demand for scarce resources (“efficiency”). Public sector structures and processes can
present barriers, and developing nations must avoid these effects by learning from the experience of developed
nations. This is discussed in more detail later in this paper.
Any long-term solutions for sustainable economic growth lie in building a knowledge-based economy through
the development and adoption of ICT. This will help drive an economy towards transformative growth, and enhance industry efficiency and output, as well as offer society greater access to opportunities for improving their
quality of life, including knowledge and skills acquisition.
A thriving ICT sector also requires a focus on supporting small and medium sized enterprises (SMEs), startups
and growth entrepreneurship. These are critical since the large, more established, companies often do not exhibit significant growth in mature markets. It is therefore important to offer new growth companies tax incentives, financing, and to create generally favorable business conditions.
Equally, taxation regimes must recognize the costs and risks of research, development and innovation, and
schools and education systems must prepare people with skills both to develop and effectively use ICT. Given the
large leverage of ICT, governments should consider funding base-infrastructures such as broadband, and building
progressive tax regimes which not only reduce costs but also encourage growth.
Trade rules must take into account the constantly evolving and inherently international nature of digital commerce and business, and any changes should be implemented only after a thorough discussion with all stakeholders and governments should support business-led rules development where possible.
Nations benefit the most where there is an ecosystem that encourages entrepreneurship, innovation and protection of intellectual property. Economic reforms will succeed where grounded in a commitment to free market
principles, including the rule of law, respect for private property, open trade and investment, competitive markets, and efficient, effectively regulated financial systems. These principles are essential to economic growth and
prosperity and have lifted millions out of poverty, while significantly raising the global living standards. WITSA
advocates free market principles, and open trade and investment regimes as central components of sustainable
global growth, employment and poverty reduction.
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Whenever government regulation is necessary, these must be internationally coordinated if possible. Incompatible national laws create a fragmented global market with significant uncertainty as to the rules that apply.
Uncertainty means risk, and risk defeats investment and innovation.
In addition, extraterritorial application of a country's laws - and claims for far-reaching application of a country's
regulatory schemes - poses a significant problem to business, citizens and consumers and threatens global commerce. Therefore, it is crucial that regulatory schemes affecting global commerce (e.g., financial industry including capital and securities markets, financial services, insurance and banking, transport, advertising, consumer
protection schemes, taxes) are non-discriminatory. Jurisdiction, choice of law agreements, and enforcement
issues must be dealt with in an open, transparent and responsible manner and with full consultation.
WITSA strongly supports the World Trade Organisation (WTO) as the international body dealing with the rules of
trade between nations and its objectives in creating a multi-lateral, open trading system free of barriers through
non-discrimination ("most-favored-nation" treatment and "national" treatment), freer trade, predictable policies,
and encouraging fair competition.

Policy Actions
In order to build a thriving ICT sector, the development of ICT infrastructures and affordable ICT solutions must
be top priorities for developed and emerging economies alike. Moreover, taxation regimes must recognize the
costs and risks of innovation, and schools and education systems must prepare people with skills both to develop
and effectively use ICT. Additionally, governments must promote the free flow of highly skilled personnel to facilitate and sustain the growth of the ICT sector.
Nations could consider coming out with an IT industry development policy that specifically lay down guidelines
for local language support, standards which encourage interoperability, as well as very specific guidelines on
security, privacy, cyber crime and IP management.
Changes to trade rules should be discussed with all the stakeholders, taking into account business led rules development, and must be internationally coordinated if possible. Regulatory schemes affecting global commerce
must be non-discriminatory, and in accordance with WTO agreements. Governments should works towards a
successful conclusion of the WTO Doha Round of trade negotiations, including an ambitious agreement in services, as well as an expansion of product coverage in the WTO Information Technology Agreement (ITA).
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Self Assessment:
Is Your Government Taking the Necessary Steps to Build
a Thriving ICT Sector?
Does your government support investment in a comprehensive ICT infrastructure which enables affordable
connectivity, with widely available broadband network capacity in place, reinforced by extensive mobile
services?
Does your government help build an ICT infrastructure which promotes well defined standards, mechanisms
for promoting security, and the ability to appropriately address cybercrime and privacy?
Does your government embrace ICT as a tool to transform the public sector and the delivery of public services,
capturing the benefits they offer citizens through better outcomes, and taxpayers through lower costs and
reduced demand for scarce resources?
Does your government actively help build a knowledge-based economy through the development and adoption of ICT?
In your country, do schools and education systems adequately prepare people with skills both to develop and
effectively use ICT?
Does your government have a focus on supporting small and medium sized enterprises (SMEs), startups and
growth entrepreneurship through tax incentives, financing, and by creating generally favorable business
conditions?
Does your government take into account the constantly evolving and inherently international nature of digital
commerce by supporting business-led rules development where possible, and engaging in thorough discussions with all stakeholders?
Is your government committed to free market principles, including the rule of law, respect for private property,
open trade and investment, competitive markets, and efficient, effectively regulated financial systems?
Does your government support internationally coordinated and non-discriminatory regulatory schemes
affecting global commerce?
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The World Information Technology and Services Alliance (WITSA) is a consortium of leading

information and communications technology (ICT) industry associations from over 70 economies, representing
more than 20,000 ICT companies, worldwide.
As the recognized global voice of the ICT industry, WITSA is dedicated to advocating policies that advance
industry growth and development; facilitating international trade and investment in ICT products and services;
strengthening WITSA’s national industry associations; and providing members with a broad network of
professional contacts.
WITSA awards both the World Congress on Information Technology WCIT), the premier global industry
sponsored ICT conference and the Global Public Policy Summit.

WITSA members are leaders in a globally interconnected marketplace. Because the challenges facing the
ICT industry are undisputedly global in nature, WITSA members work together to achieve a shared vision on
important issues of common interest. WITSA makes it possible for its members — ranging from Mongolia
and Argentina to Kenya and the United States — to identify common issues and priorities, exchange valuable
information, and present a united position on industry issues.

Public Policy Advocacy: A Unified Global Voice
Founded in 1978 as the World Computing Services Industry Association, WITSA has increasingly assumed a
leading advocacy role in international public policy toward the goal of creating a robust global information
infrastructure, including encouraging cross-industry and government cooperation to enhance information
security; safeguarding the viability and continued growth of the Internet and electronic commerce; increasing
competition through open markets and regulatory reform; reducing tariff and non-tariff trade barriers to ICT
goods and services; bridging the education and skills gap; and protecting intellectual property.
Through its active advocacy programs, WITSA has played a leading role in shaping the global environment for ICT
growth and development. WITSA strengthens the industry at large by promoting a fair trade and other positions
in multilateral organizations, including the World Trade Organization, the Organization for Economic Cooperation
and Development, the World Bank, Asia-Pacific Economic Cooperation, the International Telecommunications
Union, the Internet Governance Forum, the Internet Corporation for Assigned Names and Numbers, and other
international forums where policies affecting industry interests are debated and shaped.

International Networking and Promotion
WITSA’s network of national associations is a unique instrument for information exchange in the global ICT
marketplace. WITSA provides its members opportunities to interact and learn from each other. In addition, through
its publications and events, WITSA promotes its member associations by highlighting their accomplishments on its
Web site, while keeping members apprised of industry developments.

Promoting IT Growth and Development
WITSA undertakes partnerships and initiates industry-wide efforts for the overall benefit of the global ICT
community and its beneficiaries worldwide.
WITSA recognizes that the ICT industry is the key driver of the global economy. WITSA is committed to leveraging
its unique strengths to ensuring that this industry continues to develop to reach its maximum potential.
For more information about WITSA please refer to: www.witsa.org
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WITSA’s Statement of Policy on Privacy,
Security and Data Protection

Document Purpose
This document has been prepared to provide policy guidance from the ICT industry to all stakeholders on the
complex issues regarding cyber security, data privacy, trust and confidence etc. It can be used as a tool for the
development of policy and to create opportunities for discussions with government officials and all appropriate
stakeholders. It represents an extension to WITSA’s publication: Policy Actions to Deliver the Promise of the
Digital Age

Synopsis
Building and maintaining trust and confidence between all users of the Internet is one of the
fundamental building blocks of the Digital Age. Trust and confidence are fragile concepts, often slowly
formed, but rapidly destroyed when shown to be vulnerable, directly attacked or as an unintended
consequence of other actions. All stakeholders have a role to play in building this trust ecosystem.
There is global concern about the adverse effect on trust and confidence arising from widespread
commercial use of personal data, revelations of extensive electronic surveillance programs and efforts
to undermine trust in ICT supply chain by governments, affecting both foreign and domestic citizens,
corporations and individuals. This is additional to other recognized threats to the confidentiality,
integrity and availability of information arising from hacking, fraudulent activities, viruses and other
threats. Suggested responses by some governments, including proposals to localize ICT assets and
server processing citizens’ data within their jurisdictions, while superficially appealing, are nothing less
than economic protectionism that threatens global growth. This localization also seriously diminishes
the resilience of otherwise globally distributed systems.
WITSA advocates a principled approach, which recognizes information privacy as a fundamental
human right, and seeks to balance this in context with equally important policy objectives of national
security and data protection while maintaining the economic and social capability of digital information.
This approach highlights the importance of transparency and accountability within appropriate legal
frameworks, information sharing of risks and vulnerabilities, and collaboration across jurisdictions.

Context
About WITSA
WITSA is a global consortium of leading ICT industry association members from over 80
countries/economies.
As the leading recognized voice of the global ICT industry, WITSA aims to drive transformation and
grow the industry, given that ICT is the key driver of the global economy:
WITSA’s members and stakeholders comprise national associations, multinational corporations,
institutions and organizations, researchers, developers, manufacturers, software developers,
telecommunication companies, suppliers, trainers and integrators of ICT goods and services. As
such, they represent a large and obviously vital constituent group for whom the effective balancing of
concerns and rights affecting the security, privacy and information capability provided by ICT products
and services underpins business development and economic activity.

Privacy, Security and Data Protection in the Digital Age
The commercial use and development of the Internet since 1992 has generated the Digital Age in
which we now live, based on the creation and sharing of information digitally, creating enormous
capability. Five (of many) key elements critical to this development are:



the ubiquity, global reach, resilience, standardization and redundancy of the Internet and its
protocols;
the invention and adoption of the World Wide Web built upon this network;
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an evolving, global system of governance and regulation based on open, multistakeholder
structures and processes1;
the acceptance by virtually all organizations dealing with information derived from personal or
commercially sensitive data, of the need for clear protocols to maintain the confidentiality and
integrity of the information, while ensuring its availability to those authorized (the so-called
“Confidentiality, Integrity, and Availability” triad (CIA triad)2” model of information security; and
the creation and growth of trust and confidence between all users and organizations to enable
transactions and the sharing of information over the medium.

Threats to, or failure of, any of these factors may have a profound impact on the others and, in turn,
the ability to use the Internet as the modern basis for commercial, social and cultural exchange.
However, the last – creating and maintaining user trust and confidence – is very subtle, and closely
aligned to the psychological outlook and response of users at multiple levels in response to the
visibility of the “Confidentiality, Integrity, and Availability” triad in particular circumstances:





At one level, it is immensely personal – based on one’s own perceptions and experience;
at another, it is central to the fundamental reputation of organizations, critically reliant upon
effective accountability structures and security processes that reflect best practices, universal
ethics and principles; and
at a third, it is underpinned by legal requirements;
at a fourth, it is subordinated by judgments of “the greater good”, whether driven for example by
national security or medical emergency.

Hence, there is widespread disquiet regarding the current challenge to trust and confidence that has
arisen as a consequence of public revelations of the nature and extent of government surveillance, not
just of foreign governments, corporations and organizations, but also of domestic citizens and
organizations.
This concern is further heightened by
the rising number of reports of organized
data intrusion, fraudulent use and theft
affecting the information assets of
corporations, organizations and
government agencies together with theft
of user credentials from a number of
popular sites by “hacker” groups, in
some cases instigated by statesponsored entities. Widespread attacks
such as Ransomware exploiting zero
day vulnerabilities are using surveillance
program data gone public,
In the Digital Age, trust and confidence
is persistently challenged by the
competing but fundamental goals that
arise from the concerns of the key
stakeholders regarding access to, and
the use of digital information, perhaps
best illustrated in the accompanying
diagram. The public policy goal is to achieve the necessary policy intersect, seeking solutions that
optimize interests, e.g. solutions that enhance both national security and individual privacy, and
1

The multistakeholder model of policy development; multiple stakeholders may not always be the enforcement
agent for these policies.
2 http://www.techrepublic.com/blog/it-security/the-cia-triad/ (see also
http://csrc.nist.gov/publications/nistpubs/800-12/handbook.pdf)
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recognizing that this is a dynamic, not static, equilibrium depending on circumstances, necessitating a
range of compromises.
In developing this public policy guidance, WITSA (representing the global ICT industry) has sought to
ensure even-handedness between the competing policy interests; indeed, determining the policy
balance in any jurisdiction and event scenario requires constructive and cooperative multistakeholder
engagement. Each stakeholder group – industry, government, consumer, civil society, technical
community – has both rights and interests they rightfully seek to protect and the responsibility to
ensure these are balanced against conflicting, equally valid public policy interests of others.
In recent years, a number of highly publicised events have underscored the need for all nations to
focus on these issues, supported by human rights conventions and laws in many jurisdictions:
Information capability represents the extensive range of applications that can be made of data,
especially data that is networked and shared by the Internet. This represents a benefit and asset, not
just to suppliers of ICTs, but – most importantly – to users. It is this capability that drives productivity
and efficiency, providing the information needed for decision-making as and when needed. This
capability continues to grow exponentially, as ever more information is digitized and made available,
and analytics software enables the ability to draw more and more inferences from the available data;
the importance of metadata as both raw material, and a source of further privacy risk; and correlation
and regression, inter alia, to identify relationships and predict outcomes. The challenge is that this can
be both an opportunity and a threat.
Information privacy has been a concern since personal information relating to one’s identity, medical
and financial situation, or suggesting political status was first collected, stored and processed by third
parties, such as governments and businesses. Different jurisdictions and cultures have developed
different practices: in some countries, the information is collected unless an individual chooses to “opt
out”; in others, the information should not be collected unless the individual has specifically chosen to
“opt in” to the collection process. These differences were less of an issue until the advent of ICTs,
which profoundly enhance the capability or organisations and individuals to collect, store and process
information, heightening concerns about data breaches and misuse of sensitive information. At the
same time, ICTs enable access to critical personal information at crucial times, e.g. health records, or
to enable identification; we do want to authorize access to our personal information by certain classes
of users at specific times. This issue is further confused by the growth of social media and other forms
of personal information sharing, wherein citizens knowingly or unknowingly place personal information
on systems that are accessible by third parties.
Data protection supports personal privacy, and has emerged as a particularly important requirement
on those collecting and storing information in particular jurisdictions:







Transparency, to ensure individuals have the right to be informed when their personal data is
being collected, stored or processed;
Legitimate purpose, meaning that personal data can only be processed for specified explicit and
legitimate purposes, and not processed further in a way incompatible with those purposes;
Proportionality, meaning that personal data may be processed only insofar as it is adequate,
relevant and not excessive in relation to the purposes for which the data are collected. The data
must be accurate and, where necessary, maintained up to date, with inaccurate data removed or
corrected; and destroyed when no longer needed.
Data protection also incorporates the principle of data minimization, and the notion of retention
periods; e.g. the practice of collecting personal data and retaining it indefinitely for future unknown
uses.

Data protection regulations typically stipulate rules based on the principles above, regarding
collection/use disclosure, security of information collected, and reporting of information losses. An
emerging rule concerns data portability.
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National security is a key issue given the emergence of digital information as a critical intelligence
asset. Information surveillance technologies benefit from all the technical advances delivered by
modern ICTs, thus raising concerns about privacy and the effectiveness of data protection rules when
it comes to governments. Additionally, privacy and data protection rules generally contain a carve-out
for matters of national security. Equally, citizens expect their governments to protect them from threats
of harm, whether physical or in relation information assets. They also expect their governments to
support their use of technology (e.g. encryption) to protect themselves, their communications and their
data.

Statement of Policy Principles
Principles:
Principles should, as far as possible, be technology neutral so that rapidly evolving technology
landscape with use of Machine Learning, AI, IoT, Cloud Computing, Blockchain etc. can be embraced.

Data Privacy:
1. Privacy, security, and personal safety are fundamental human values. Every person on Earth
should have a right to privacy and the ability to communicate anonymously, which means to
control access to themselves and information about themselves that maintains their dignity,
self-determination (the ability to know if and when the decisions one makes are being
constrained or directed by external agencies), security, property and privacy, unless law
requires otherwise.
a. All stakeholders should start from the assumption that an individual whose personal data is
being collected for processing has rights over that data.
b. Each individual has the right to request that information affecting their privacy be treated
confidentially when circumstances require disclosure of such information to a third party.
c. Third party controllers receiving such information have a fundamental obligation to maintain
the security and confidentiality of such personal information shared with them, and only to
share such information with the express permission of the organization sharing the
information with third party.
d. Any breach of the confidentiality of private information held must be immediately notified to
the persons affected, and all reasonable steps taken to re-secure the information holdings
henceforth. Affected organisations should take all reasonable steps to remedy the privacy
impact.
e. The only exceptions are those that arise in manifestly serious circumstances, such as an
imminent risk to the health or safety of the person or others, national security or where
there are overwhelming legal or societal interests.
f.

WITSA strongly supports the right of citizens to freedom of opinion and expression, to
exchange data across borders, and the right to privacy as foundational underpinnings of
human dignity. As such, we encourage all governments to respect Article 19 and 12 of the
Universal Declaration of Human Rights.

2. Governments must openly acknowledge and codify the privacy rights of their citizens and
residents, the importance of maintaining trust and confidence in the free flow of information
Page 5 of 8

both within and across national borders, and avoid taking any actions that, without reasonable
and specified cause, may undermine the confidentiality, integrity and availability of such
information. Moreover, governments should respect the privacy of all individuals regardless of
citizenship or residence.
3. Industry must promote transparency about what data is collected and how it will be processed
and handled, as well as promoting compliance with data protection, security and privacy laws,
establish good industry practices, promote privacy by design in all products and services, and
educate consumers about the purpose and benefits of data sharing.

Data Protection & Cybercrime:
4. Data protection does not mean data protectionism. In seeking to protect privacy, data
protection rules must recognize the importance of ensuring critical information flows freely
between jurisdictions to enable economic activity and maintain communications. Data
localization proposals, in particular, are ill-considered and are simply a new form of economic
protectionism, with all the associated, proven damage to global growth of such mechanisms.
Some countries promote data localization in name of national security, while others in name of
citizens’ privacy concerns.
5. Threats to information security are best addressed by selected sharing of risks and remedies.
Collaboration is essential to create the informed communities of practice and effective
emergency response strategies necessary to respond to cyber security threats3.
6. Public-Private Sector Collaboration: To effectively combat cybercrime, governments must
leverage multi-stakeholder partnerships to drive durable solutions and improve cooperation
with industry and other stakeholders through information sharing initiatives, capacity-building
programs, by employing responsible and equitable security vulnerability disclosure and
remediation practices, and by jointly fostering technology innovations and investments that
address global security challenges. The public and private sectors should also work towards
greater adherence to established international cybercrime laws, harmonization of national laws
as well as the universal adoption of key principles (Articles 1-9) of the Council of Europe 2001
Budapest Convention on Cybercrime4. Governments and industry should also work through
international organizations, such as the World Economic Forum, the World Bank and others, to
promote collective action to enhance the impact of private sector initiatives and local law
enforcement to combat cybercrime.
7. Industry must promote privacy by design and security by design in all products and services,
develop strategies to enhance security and limit loss due to data breaches or data corruption,
as well as establish sound industry practices such as taking appropriate measures to ensure
protection of data in storage and transmission, making available regular updating of security
measures, and embracing new software and hardware technologies relating to authentication,
identification and data access controls.
8. Where conflicts of laws arise across jurisdictions, governments must work together, reasonably
and openly, to resolve them.
9. Oppose Weakening the Security of Technology Products and Services: Robust cybersecurity
and data protection are essential to trust in technology products, services, and systems, and
robust encryption is fundamental to building such trustworthy and reliable technology products,
services, and systems. Governments must recognize the importance of strong encryption
3

More information at: ISOC Collaborative Security approach: https://www.internetsociety.org/collaborativesecurity

4 http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
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technologies and refrain from mandating industry to implement “backdoor” decryption
capabilities. It is essential that new technologies5 are developed which continuously enhance
secure systems that protect valuable, intimate information of our customers – including
governments – to maintain their trust and confidence in these systems, and of the transactions,
services and businesses based upon them. To solve legitimate national security and law
enforcement concerns, WITSA encourages closer dialogue and cooperation with governments
and law enforcement agencies. We need a 21st Century approach to a 21st Century problem.
10. Governments must Embrace Openness and Global Markets to Enable Security Innovation and
Interoperability: Governments should support policies and practices that foster trust in
technology products and services, promote global, market-driven product development
approaches norms and protocols for security,
11. Governments must work together to develop a robust, principled, and transparent framework to
administer requests for data across jurisdictions through mutual legal assistance treaties and
should develop information sharing arrangements that are quick, procedural and respect rights.

National Security & Surveillance:
12. In order to maintain the rule of law, we acknowledge governments need to undertake
surveillance in an effort to detect and remove clear and present risks of terrorism and other
criminal activity, but this activity must be expressly limited in scope and scale, and should be
articulated clearly and transparently in legal statute(s) reviewed through democratic processes.
These activities must be expressly limited by their reasonableness, relationship, and
relevance, i.e., that the surveillance contemplated:
a. arises from generally accepted concepts of reasonable suspicion and due cause, based
upon by independent judicial authorization;
b. relates directly to that basis and purpose;
c. is targeted; and
d. is a relevant means of surveillance in the circumstances; and
e. there is no viable alternative
13. The activities of intelligence and law enforcement agencies in conducting surveillance activities
as set out above should be undertaken within a transparent legal framework, where actions are
subject to timely, independent judicial review (or executive review, where applicable) to ensure
full accountability of the agencies for their actions.
14. All government surveillance policies and programs should be reported transparently, publicly
and promptly in terms of their frequency, mode of surveillance, timing and location etc. to
restrict unauthorized surveillance. All requests for surveillance cooperation or access placed
on corporations and organisations should similarly be reported promptly, and at least annually,
and there should be no restriction on corporations and organisations themselves reporting on
requests received in similar terms.
FURTHER READING:

•
5

2016 WEF Recommendations for Public-Private Partnership against Cybercrime (January 2016)
Eg threat posed by quantum computing to the crypto codes that rely on factorization for crypto work factor.
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•
•
•
•
•
•
•
•
•
•
•

Council of Europe Convention on Cybercrime (2001)
techUK: Trust in an Internet of Things Word (April 2017)
ITI Global Guiding Principles for Trust, Technology and Government Access in the Digital Age
(January 27, 2017)
Outcome Document of The International Conference on Cyberlaw, Cybercrime & Cybersecurity
(November 17-18, 2016)
Internet Society Global Internet Report 2016
AT&T Understanding the Cyber Threat: A Policy Guide for Legislators (2016)
DIGITALEUROPE’s views on Cybersecurity Certification and Labelling Schemes (March 23, 2017)
INTERPOL GLOBAL CONFERENCE ON CYBERSPACE 2015 Chair’s Statement
DIGITALEUROPE Law Enforcement Access to Data in the European Cloud
ISOC policy framework for an open and trusted Internet (June 22, 2016)
Collaborative Security: An approach to tackling Internet Security issues (ISOC, April 12, 2015)
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Digital Transformation:
Transformation:
Enabling Policy Principles
Principles
KEY POINTS
•
•
•

•

•

•

The importance of realizing the potential value of digital transformation cannot be
overstated
Benefits of digital transformation are not guaranteed
Digital transformation is underway but not fully understood: Without action and
collaboration, digital transformation will not -by itself- lead to broadly shared prosperity
and growth
WITSA calls on its members to engage with their national governments to ensure that
the digital transformation will be a powerful force for the common good, valuing humans
as an asset in the jobs market, fostering innovation, matching job skills with the needs of
the new economy, bridging the digital gap in underserved populations, and promoting
trust and security as well as driving businesses to create products that consumers rave
about
Governments must remove barriers and encourage a market-driven approach to policy
focused on innovation, market competition, free flow of information across borders,
mobility of skilled workers, research and development and investment in transformative
technologies
WITSA strongly urges governments to promote digital entrepreneurship by redoubling
their efforts to foster national policies supporting new and transformative businesses as
well as international competitiveness.

CONTEXT - WHAT IS DIGITAL TRANSFORMATION?
TRANSFORMATION?
WITSA is pleased to provide its members and stakeholders with policy/principle papers on
critically important policy and relevant issues to support the growth ICT’s industry globally and in
keeping with its vision of Fulfilling the Promise of the Digital Age. WITSA recognizes that the pace
of ICT adoption, value and appreciation varies from nation to nation and that only when everyone
on earth benefits for ICT’s will WITSA’s vision be fulfilled.

“Digital transformation provides the ICT industry an unparalleled opportunity to assist businesses
to enhance competitiveness by using powerful new disruptive technologies in innovative ways.
Transformation of societies and governments for larger public good hold similar opportunities.”
Mr. R. Chandrasekhar, Chairman, WITSA Global Public Policy
President, Indian National Association of Software and Service Companies
(NASSCOM)

Digital transformation is part of a larger technological process[1] (see
below), and is the change associated with the application of digital
technology in all aspects of human society.[2] Digital transformation
may be thought of as the third stage of embracing digital technologies:
digital competence → digital usage → digital transformation, with
usage and transformative ability informing digital literacy. The
transformation stage means that digital usages inherently enable new
types of innovation and creativity in a particular domain, rather than
simply enhance and support the traditional methods.[3] From
Wikipedia, the free encyclopedia.

ABOUT WITSA
WITSA is a global consortium of leading ICT industry association members from over 80
countries/economies.
As the leading recognized voice of the global ICT industry, WITSA aims to drive transformation
and grow the industry, given that ICT is the key driver of the global economy:
WITSA’s members and stakeholders comprise national associations, multinational corporations,
institutions and organizations, researchers, developers, manufacturers, software developers,
telecommunication companies, suppliers, trainers and integrators of ICT goods and services. As
such, they represent a large and obviously vital constituent group for whom the effective balancing
of concerns and rights affecting the security, privacy and information capability provided by ICT
products and services underpins business development and economic activity.

Digital transformation is underway but not fully understood
Rapid advances in digital technology are redefining our world. The plummeting cost of advanced
technologies is revolutionizing businesses, industries, governments and society. And the
‘combinatorial’ effects of these technologies – mobile, cloud, artificial intelligence, sensors and
analytics among others – is accelerating progress exponentially. Digital transformation provides
users with unparalleled opportunities for value creation. Digital technologies are creating new
profit pools by transforming customer expectations and how companies can address them. At the
same time, digitalization could produce benefits for society that equal, or even surpass, the value
created for industry – the mass adoption of autonomous vehicles and usage-based car insurance,
for instance, could save up to 1 million lives by 2025.
At present, digital transformation is not well understood fostering a number of myths that are
obscuring the path to realizing its potential for value creation. Action will be needed to maximize
benefits. There are however, clear examples of where Digital Transformation is taking hold. This

paper will highlight these examples to provide the reader with how the world we know is changing
before our eyes.
It is only the beginning! Much of the future evolution of transformation will rest on the ICT industry
working with its customers to include governments as well as entrepreneurs and innovators.

Digital Transformation can address global challenges
The importance of realizing the combined value of digital transformation cannot be overstated,
given digitization’s central role in tackling many of the challenges we face today. The world’s
energy and natural resource usage is unsustainable. Further increases in life expectancy are at
risk without resolving the growing cost structures of overburdened health systems. Low birth rates
coupled with high youth unemployment and the trend toward national protectionism are
undercurrents belying the need to transform businesses, industries, governments and society.

Benefits of Transformation are not Guaranteed
Yet the benefits of digitalization will not accrue automatically and there is a risk that the promise
of digital transformation could go unfulfilled. Challenges in deriving the benefits need to be
highlighted at a generic level. This will help nations and organizations to anticipate and overcome
such challenges.

Digital Transformation taking hold
Internet of Things
Things (IoT)
IoT)
We live in a world where physical objects in the industrial, mobile, and home domains are increasingly
being transformed from isolated systems to networked Internet-enabled devices that can communicate
with each other and the cloud. This is called the Internet of Things (IoT). As society enables more and
more of these “intelligent” connected inputs, companies are creating new types of revolutionary
applications and services in sectors ranging from manufacturing to utilities, smart building to smart
home, transportation to health care, and retail to agriculture. This extraordinary development has the
potential to transform previously standalone systems into integrated networks that leverage greater
computer capabilities and data analytics to increase efficiencies and productivity, address important
societal challenges, and create jobs in a global new economy which is expected to grow to more than
$2 trillion by 2025.
To ensure that the IoT is capable of delivering on its greatest positive potential, WITSA urges
collaboration among all stakeholders, including the private and public sectors across industries to
advance the following principles:
IOT Principles1
•

1

Investing in Internet infrastructure. Robust broadband networks are essential to
realizing the full potential of the IoT. Ubiquitous, affordable, high-speed broadband
connections are critical to ensuring that consumers, as well as the public and private
sectors, are able to derive the countless benefits that the IoT will offer. Given the diversity

We wish to thank ITI for contributing the IOT principles; ref. “Internet of Things: Opportunity for Public-Private
Collaboration”; http://www.itic.org/dotAsset/b347f741-ff71-405b-b89a-bbe97eaccda1.pdf

of requirements for the breadth of IoT products and services, governments should
prioritize harmonized and efficient spectrum management in general, rather than IoTspecific regulation or allocations. Effective spectrum management will encompass
licensed, unlicensed and licensed shared access regimes to enable the diversity of
requirements for IoT products and services.
•

Enabling interoperability for global adoption and integration. Systems of intelligent
devices must be connected to each other or the network, often across geographic
boundaries, to maximize the potential of the IoT. To enable broad adoption of IoT
technologies and avoid IoT silos, attention must be placed on ease of connectivity and
interoperability of IoT devices, platforms, and infrastructure, as well as streamlined crossborder data flow.

•

Promoting voluntary, open participation, industry-led, consensus-based global
standards and best practices. The private sector should lead the development of open
standards that enable interoperability across the IoT, and partner with the public sector to
encourage the sharing of best practices. Global standards can accelerate adoption, drive
competition, and enable the cost-effective introduction of new technologies. They also can
promote industry innovation and establish a better-defined technology evolution path.

•

Integrating privacy and security from the outset. To motivate IoT adoption,
applications must evoke trust through hardened privacy and security solutions, looking to
widely accepted best practices as well as novel considerations. Most importantly, privacy
and security must be designed into IoT systems at the outset using best known Privacyby-Design and privacy engineering approaches, which contemplate the varying objectives
and risks for different IoT solutions.

•

Acknowledging unknowns. The Internet has transformed the world in ways we could
never have dreamed possible, and the IoT is expected to have an even greater
transformative impact. Like the Internet in the early 1990s, the IoT is in its very nascent
stages. There are limitless possibilities and many unknowns. Therefore, we must evaluate
existing policy tools (policy tools or polices and regulations) and use caution before
adopting new laws or regulations that may inadvertently or unnecessarily impede the IoT.

•

Leveraging public-private partnerships. Strategic national IoT plans and funding, which
encourage public-private partnerships (PPPs), will accelerate IoT adoption and result in
vast economic and societal benefits from the IoT in both the near- and long-term.
Successful PPPs will make IoT deployments an attractive investment for government and
industry, and promote innovation, scalability, and sustainability. By leveraging PPPs, we
can expedite IoT research and development and our global IoT leadership.

Digital Transformation and Urban Population Boom
Towards the end of the last decade, our planet achieved two remarkable feats. First, the world
population surpassed seven billion and for the first time, 50 percent of the all humans were living
in urban areas. This is expected to rise to 60 percent before 2025, worldwide with the Western,
developed world approaching 80 percent urbanization during the same time period.
As the global trend towards global urbanization continues, it becomes increasingly important to
make cities eco-friendly, people friendly, efficient and business friendly. Many cities are already
spending vast amounts of resources on smart governance, smart energy, smart building, smart

mobility, smart infrastructure, smart technology, smart healthcare and smart citizen. As a case in
point, Frost & Sullivan expects Smart Cities to be a $1.5 trillion market by 20202, with multiple
opportunities to tap into infrastructure development, technology integration and energy and
security services. China focuses on smart cities as a key component of its grand urban plan. In
India, Prime Minister Narendra Modi envisions building at least 100 smart cities.
The digital revolution that has manifested itself in modern times has made possible the
construction of entirely new cities with buildings having automatic climate control and
computerized access; roads and water, waste and electricity systems saturated with electronic
sensors enabling the cities to track and respond to the movement of residents. And although this
sounds very attractive, developing a smart city brings a lot of challenges. The availability of data
on massive scales calls into questions important societal aspects regarding security and safety
of citizens, individual rights to privacy, and vulnerabilities of critical infrastructure to hacking as
well as human error and technology malfunctions. These include challenges like usage of
consumer IoT devices as botnets to carry out large scale cyber-attacks; and the availability and
resiliency of counter devices to prevent/ control such attacks. Furthermore, competing visions of
the smart city are proxies for competing visions of society, and in particular about who holds power
in society.
Recommended Principals for Urban Areas (Smart Cities)
The following are an indicative list of WITSA’s policy principles and recommendations for building
the “smartest” cities as we enter the third stage of the digital revolution:
1. Leaders should focus on the purpose of improving their city’s productivity and
competitiveness, and its citizens’ and visitors’ wellbeing when designing and
implementing a Smart City initiative.
2. Government leaders should embrace the concept of making their cities “smart,” not
as a waning fad but as a driver for prosperity in the 21st Century in order to maximize the
use of ICT to benefit their societies.
3. Academic, public and private sectors need to join as partners in the exploration,
planning and implementation of Smart City technology, infrastructure and digital services.
4. Cities need also to invest in innovation and new ICT networks with high-speed
broadband connections to underpin information flows and to boost city economies.
5. Cities need to improve the management of large data infrastructures with the aim of
achieving real-time governance of increasingly automated processes in cities, establishing a
proactive model for public data, and evolving the level of services provided to businesses
and individuals.
6. When designing any and all aspects of Smart Cities the citizen must be at the center of all
planning.

2

Frost & Sullivan: http://ww2.frost.com/event/calendar/smart-cities-15-trillion-market-opportunity/

7. Government and industry must respect that at the core of Smart Cities are sustainable,
nonpolluting technical solutions.
8. Smart cities should be designed with principles of integrity, availability and resilience to
make them truly meaningful.
9. Governments are advised to seek best practices around the globe in order to avoid
waste and errors.

The Future of Work
Work in the future will be driven by new generations of workers, rapid and unpredictable
technological changes, competition for intellectual capital, enormous amounts of look or whether
it will continually evolve. Employees will be measured on their productivity more than ever. People
will not need to have offices to perform work. Virtual teams will be assembled and dismantled
when work is completed. Educational requirements will change. Some work will be on demand,
virtually outsourced and worked on 24 hours a day. Today the Digital Age holds great promise
for creating new job opportunities for some who have been left out of the equation. The real
questions are-Will the future of work hold promise for everyone? If not, who will be left behind?
Just as people did two centuries ago, many fear that machines will make millions of workers
redundant, causing inequality and unrest. Such concerns have been prompted by astonishing
recent progress in artificial intelligence (AI), enabling increasingly sophisticated machine-tomachine (M2M) autonomous operations enabled through deep learning. In 2015 a record $8.5
billion was spent on AI companies, nearly four times as much as in 2010, according to Quid, a
data-analysis company. The idea that manual work can be carried out by machines is already
familiar; now ever-smarter machines can perform tasks done by information workers, too. A
widely-publicized 2013 study found that 47 percent of jobs in the U.S. are at risk from
technology over the next 20 years3. And while it is easy to see fields in which automation might
do away with the need for human labor, it isn’t l less obvious that a multitude of new jobs will be
created as a direct result of digitization. According to some studies4, technological changes
planned in the future will have a positive impact on employment. Thus, we should think of digital
transformation as a factor of job creation, with the demand of new types of work, training and
skills that are not even identified today
There is an ongoing fundamental change in the world of work, as digital technologies increase
demand for advanced skills, and many traditional skills are rendered obsolete. Current jobs will
likely not disappear completely, but most will be transformed; and the numbers could drop
dramatically for some jobs. New jobs that require different, usually more advanced skills could
emerge, compensating at least partly the jobs lost, as has been the case with any new technology.
Policy makers will need to ensure that all present and future workers can seize the growing
economic opportunities arising out of the spread of these new-age technologies. Digital
technologies can improve overall workforce welfare and reduce poverty, but without
3

Oxford Martin School: The Future of Employment: How susceptible are jobs to computerization; Sept. 2013:
http://www.oxfordmartin.ox.ac.uk/publications/view/1314
4
World Economic Forum: "The Future of Jobs", 2016

complementary investments, they can also worsen inequality. A non-negotiable aspect of these
investments are skills development. Current and future workers need to develop lifelong cognitive,
technical, and socioemotional skills. Building these skills requires actions affecting all relevant
environments for learning: families, schools, universities, training systems, and firms. Given the
speed of technological changes, these skills will also require constant updating throughout the life
cycle as workers prepare for careers that span more than skill area. Complementary reforms are
also needed in tax policy, social protection, and labor market institutions to facilitate the transition
of workers from old economy jobs to new economy jobs, and address the distributional
consequences of the digital revolution.
The future workspace is going to be characterized by a lot more specialization, and goes beyond
just skills and talent. Digital transformation will not likely cause mass unemployment, but it will
speed up the existing trend of computer-related automation, disrupting labor markets just as
technological change has done before, and requiring workers to learn new skills more quickly
than in the past. In addition to the recommendations and findings published in our December 2016
paper, “The Global Skills Gap and the Changing Nature of Work and their Impact on the Digital
Age5” the following are WITSA’s recommendations and principles on how to maximize the use of
and value of human capital in the digital age:
Recommended Principles
1. Embrace Innovation: Governments must fully embrace innovation as essential for
business and society as a whole, reducing costs, resulting in greater prosperity, growth
and competitiveness.
2. Treat Humans as an Asset: Industry must realize that while technology innovations will
increasingly enable businesses to replace people with robots, industry can earn money
not only by reducing costs, but also by raising value of people. There’s a huge untapped
resource: There are 5 billion adults on the planet, but only 3 billion workers generating a
market value on the order of $100 trillion per year (GDP). However, only 200 million out
of the global workforce like their jobs. The economy is not just about money, but about
human values – Industry must capitalize on that. It is essential for governments and
businesses to get together to figure out how to use innovations and technology to increase
the value of humans in the workplace
3. Match Skills with Jobs of the Future: Governments, industry and academia must come
together to better match the 5 billion potential workers’ skills and needs to jobs that are in
demand. The increased value creation would be tremendous. This is the untapped market
and meaningful work is a very important social objective which technology innovation can
help fulfill
4. Use Technology to Integrate Underserved Populations into the Workforce:
Undervalued people, such as women, often don’t obtain satisfying work. People with
disabilities are often left out of the job market despite many having valuable special

5

http://witsa.org/witsa-wp-site/wp-content/uploads/2013/10/WITSA-Global-Skills-Shortage_Final.pdf

abilities. Technology can help integrate these segments into the job market with
meaningful work though innovation and better matching of work to skills.
5. Embrace Artificial Intelligence (AI): Leaders must realize that AI can have a positive
impact on the future of work. Embracing AI may drive human workforce towards enhanced
cognitive jobs in the future. Done right, AI should be viewed as an opportunity to apply
assistive technology, not as a threat.
6. Smart Investments with Social Focus: Investments should be prioritized in technology
that brings people closer together, enabling people to find new things or services that we
desire from each other.

Trust, Security, and Privacy
Privacy in a Transforming World
Digital technology has changed our society appreciably. Digital transformation affects nearly
every aspect of business and government operations. Even software development is being
digitally transformed. With Transformation comes new trust, security and privacy challenges: In
IoT and digital transformation, organizations have to deal with more identities and relations than
ever before. The attack surface increases constantly every day. The challenge is intensified as
the attack surface of IoT is unique, and hence its consequences are very different compared with
the traditional ICT/ Digital landscape.
ICT provides the world with tremendous benefits, but with those benefits the shadowy
underground looks to undermine many of them. In addition to threatening benefits they threaten
governments, businesses, individuals, institutions, information and data as well as just about all
other aspects of the Digital Age. As technology innovations continue to change and add value
new threats rise with them. The following actions must be taken to reduce current and future
risks.
Recommended Security Principles for Transformation
1. Innovation Comes with Risks: Government and industry leaders must come together to
address the new threats which follow all technical innovations. Most of the attacks have
financial causes. With the era of Internet of Things upon us, a whole new world of
opportunities for hackers emerge, impacting cars, home, hospitals and other critical
resources. With the rapidly changing technology landscape, sound policy making can only
be achiever when industry and governments address these risks jointly.
2. Businesses and organizations must be committed to ongoing enterprise assessment
– Regular technical evaluation and monitoring of the network, devices and the efficacy of
tools should be conducted to reduce risk to business operations.
3. Businesses must also have a risk-based approach centered around their key assets and
focus not just on prevention, but also on their sustainability after inevitable attacks.
4. Businesses must define their “risk appetite” – assess the risks they are willing to take
and allocate the necessary resources accordingly. However, businesses are failing at the
basics now; most don’t have a thorough risk assessment, and often are not aware of all their
critical assets. Once the adequate risk assessment is complete, businesses need to

incorporate and promote broader risk management practices
5. Harmonization of Regulations Across Borders: Harmonization of regulations across
borders will be key to combatting cyber-security threats in the future. This would also lead to
enhanced information exchange, which could be a key lever for combatting cyber–security
threats
6. Renewed Focus on Public/Private Partnerships: The key to resilience is more partnering
among industry, sharing risk assessments as well as experiences, and sound policy can
only be achieved through more public/private partnerships.
7. Businesses and organizations must focus on corporate governance and work culture
– Addressing the human elements of cybersecurity remains a key challenge. The
cybersecurity culture of an organization is reflected in the establishment of clear
roles/responsibilities as well as promulgation of information security policies and practices
across the enterprise. Cyber training at all levels of the organization, including cybersecurity trainings, is vital to these efforts and the health of the cyber culture.
8. Measure progress and maturity – The establishment of enterprise metrics is critical to a
culture that values continuous improvement against expanding and evolving threats.
Metrics should be applied to human-oriented programs such as testing and training, as well
as to technical operations and technologies. Further, structured processes should be put in
place that track these metrics and act on results thereof

Mobility: Transitioning
Transitioning from techtech-assisted to techtech-driven transportation
For better or for worse, mobility has surged to the top of the political agenda as an increasing
number of people become urban dwellers: for the first time in history more than 50 percent of the
world's population live in urban areas; by 2050, about 70 percent of people are likely to be city
dwellers, compared with less than 30 percent in 1950. Furthermore, there is a strong relationship
between transportation and social mobility. Our life opportunities depend on amount of time spend
for commuting to school or work.
Experience tells us that technology will always find solutions to the challenges it raised.
Connected and autonomous cars are a case in point: the increasing number of vehicles on roads
spread congestion and pollution. Digital Transformation has enabled navigation via GPS and
soon via connected and autonomous cars will ease these problems considerably by improving
interaction between both dynamic (other vehicles) and static (infrastructures) environments. This
transformation of mobility will lead to fewer cars on the roads and more people in each car (e.g.
though urban and long-distance car-pooling). This value proposition has proved appealing not
only to users and travelers but also to ecology-conscious governments or those eager to improve
public health.
Recommended Principles for Future Mobility
•

Industry must aid governments in dispelling myths and encouraging sound policy
making: Policies that encourage innovation, competition, and private investment are
essential for transportation technologies to realize their maximum economic and societal
benefits and be broadly available in a timely and globally competitive manner.

Nevertheless, ICT-powered mobility is both an opportunity for users and a perceived threat
to government’s traditional policies. Thus, policy makers are not likely to embrace
innovation in transformative transportation technologies unless their reservations are
mitigated through well-informed assurances by industry that encourages safe and sound
implementation of new technologies. Sometimes it is more of an administrative burden
than an actual threat: government bureaucracies often are stretched to the limit when
multiple agencies and departments need to work together with time constraints.
•

Removing barriers and encouraging a market-driving approach to policy: Innovation
and market competition rather than regulation should be prioritized. Technology
advancements that can save lives, improve transportation efficiency, and reduce harmful
emissions will emerge faster than government policies and regulations often permit.
Government will need to more aggressively remove such barriers.

•

One size does not fit all: As in other areas, governments and industry must realign
objectives by working together and not treat each other as adversaries at to the detriment
of citizens and consumers. Though most policy makers are inclined to support innovation
and disruption, they must understand that one size will never fit all. Governments should
pursue technology-neutral regulatory frameworks to enable creative ICT innovation; and
Industry-led, voluntary global standards to accelerate adoption, drive competition, and
enable cost-effective introduction of new technologies, while providing a clearer
technology evolution path that stimulates investment.

•

New private-public partnerships for transportation innovation across the automotive,
transportation, and ICT sectors. The ICT sector is a primary driver and stakeholder in the
future of any country’s success. Emerging automotive and transportation technology
innovations offer new partnership opportunities for saving lives and improving urban
planning and traffic congestion, while also improving fuel economy and reducing harmful
emissions. Government should engage the ICT sector as a priority partner and help incent
the ICT sector to deliver the technological transportation breakthroughs of tomorrow.
Governments should also partner with industry as well as academia to help address the
distinct security challenges of connected vehicle technologies, harnessing appropriate
technical and policy strategies to mitigate risks and enable safe, secure, trusted vehicles,
while also protecting personal, commercial, and proprietary data from misuse.

•

Research and deployment of advanced ICT-enabled vehicular technologies should be
accelerated to save lives, improve quality of life, improve personal and commercial goods
mobility, and help address our nation’s current and future infrastructure, environmental,
and economic challenges

•

Government signals impact investment in transformative technologies:
Governments who fail to embrace new technologies and disruption, not only risk stifling
innovation through outdated policies, but also discourage investors as they try to
determine where they want to invest, how much and when. Policy solutions, such as

treating mobility as a service, should be adopted in order to break away from a legacy
measure that sends the wrong signal.
•

A need for trust and cultural change: In addition to political will, leadership is needed to
facilitate behavioral change among citizens. Trust is key to the adoption of any and all new
disruptive technologies and policy-makers must by adept at making the most of ICT to
overcome current challenges just as they have done repeatedly during previous eras of
disruptive transformation.

•

Release of open traffic data to the public. Greater public availability of traffic information
and open transportation-related data will help stimulate innovative new services and
products for enhancing safety, fuel efficiency, and quality of life.

InnovationInnovation-The heart of transformation
Businesses have always changed—in reaction to changes in the marketplace or in capabilities.
But digital transformation presents a new set of challenges that traditional approaches to
transformation cannot address. In this regard, innovation has become a key priority in digital
transformation efforts. Innovation tops digital transformation initiatives in most societies
today. The following are some recommended policy principles that need to be take in order to
ensure that innovation is stimulated rather than discouraged:
Recommended Principles for Innovation
1. Fostering a Risk-Enabled Culture: Countries interested in fostering innovations need to
understand that innovations depend on a number of factors to include instilling a culture which
recognizes that failure is most times a prerequisite to success-not a career-ending endeavor.
In an ideal innovation ecosystem, entrepreneurship is encouraged, failure is accepted,
finances are available, mentorships are employed and educational and business resources
are in place. Even when these elements are in place, 90% of startups fail, but the
macroeconomic benefits of startups, both failed and successful, to the local and global
economy
–
and
especially
to
the
IT
sector
–
are
indisputable.
2. Developing the Local Innovation Ecosystem: The success of innovations often depends
on the strength and development of the local innovation ecosystem. In areas without
innovation ecosystems, building and supporting the ecosystem is a government responsibility.
Public-Private Partnerships (PPPs) as government tools effectively build ecosystems from
scratch in a short period of time. Although complex to design and operate, innovation PPPs
have
proven
successful
in
ecosystems
around
the
world.
3. Innovation Requires Political Backing and Transparency: The success of public-private
innovation initiatives depends on many factors, including but not limited to:
a. Sustainability: Innovation PPPs, however, must be backed with sufficient political will to
be sustained over the long-term, regardless of external pressures.
b. Simple and transparent operation: It is very important for the partnership to be as simple
and transparent as possible. In an effective PPP, the private sector drives economic
growth, but can only do so if the partnership is managed simply and transparently.

4. Innovation is Mobile and Borderless: All players in an ecosystem must understand the
fundamental dynamics of innovation, namely that innovation is inherently mobile and
borderless. The public sector, academia, and industry should understand that the flow of
people and information within the ecosystem is highly beneficial to all players. Technology
transfer should be encouraged and facilitated, and communication across the ecosystem
should
be
emphasized.
5. Awareness is a critical component of fostering innovation. Key aspects of awareness
include:
a. Awareness of the potential of entrepreneurship and the possibility of a career as an
entrepreneur
b. Awareness of the existence of local startups and willingness within industry, academia,
and government to partner with or provide services to them.
c. Awareness of the micro and macroeconomic benefits of a local knowledge economy

6. Governments Must Avoid Unreasonable or Excessive Bureaucracy: Certain legal and
regulatory conditions must exist to facilitate entrepreneurship. These include the ability to
open a new company relatively quickly and to close a failed company without placing
unreasonable burden on entrepreneurs. Unreasonable or excessive bureaucracy discourages
innovation and entrepreneurship.
7. Invest in R&D to enable innovation: Governments should put a strong focus on leveraging
investments in innovative products and services. Investment-based policies and regulations
must include a solid digital component, as ICT and ICT infrastructure is at the heart of growing
countries innovation capacity in the digital age. Governments must ensure that digital
innovation will represent an important percentage of the total projects to be funded.
8. Improve R&D funding rules: Governments should pursue policies which encourage open
access to research data. However, care should be taken not to make open access to research
data mandatory and it is paramount that any provisions around open access be balanced and
incentive-based as mandated policies can often have a detrimental impact on businesses and
their appetite for undertaking innovative projects as a result.

Enabling Digital Entrepreneurship
Digital transformation and the growth of utility-based cloud computing is has shifted focus from
technical barriers to the business environment obstacles that digital entrepreneurs must address
on a regular basis. This shift puts new emphasis on the importance of government’s role in
implementing sound and effective policies that enable the best climate for digital service
incubation, innovation, growth and successful development. WITSA therefore strongly urges
governments to redouble their efforts to foster national policies supporting new and transformative
businesses as well as international competitiveness.
It is of utmost importance to create a dynamic and competitive digital business environment and
address concerns around digital entrepreneurship conditions in order to enable the creation of a
future-oriented market economy focused on online services and applications. The failure to do so
creates friction and costly regulatory uncertainty for digital entrepreneurs. In this regard,
governments can help the digital entrepreneur by:

•
•
•
•
•
•
•

Ensure access to skilled workers through cross-border access as well as collaboration with
the private sector to ensure a domestic skills supply;
Promoting a competitive environment by reducing barriers to entry of products, services and
talent;
Avoid policy interventions that discourages innovators and new competitive business models;
Avoid over-regulating data collection, storage and usage while still fostering trust in
transformative technologies;
Promoting open standards and open data;
Encouraging digital entrepreneurship by simplifying and harmonizing regulation
Promoting access to start capital for start-ups and fostering an environment that allows
entrepreneurs to take the risks necessary to innovate;

CALL TO ACTION
In recent years, we have seen incredible technological advances through the internet, mobile
broadband and devices, artificial intelligence, robotics, advanced materials, improvements in
energy efficiency and personalized medicine. Without action and collaboration, however, digital
transformation will not by itself, lead to broadly shared prosperity and growth. WITSA calls on its
members to engage with their national governments, taking into account the policy principles
identified in this paper, to ensure that the digital transformation will be a powerful force for the
common good, valuing humans as an asset in the jobs market, fostering trust and security as well
as driving businesses to create products that consumers rave about.

Further Reading
•
•
•
•
•
•
•
•
•
•

Moving on : transitioning from tech-assisted to tech-driven transportation (DIGITALEUROPE)
Enabling a digitally-powered Single Market and prioritizing Innovation (DIGITALEUROPE)
2016 State of Digital Transformation (Huffington Post)
Intelligent Transportation Technology Policy Principles (ITI)
Internet of Things Opportunity for Public/Private Collaboration (ITI)
An introduction to the Digital Transformation of Industries initiative (World Economic Forum)
Smart Cities - A $1.5 Trillion Market Opportunity (Frost & Sullivan 2014)
Oxford Martin School: The Future of Employment: How susceptible are jobs to
computerization; Sept. 2013
Digital Dividends: Enabling Digital Entrepreneurs (World Bank Group 2016)
Rethinking Productive Development: Sound Policies and Institutions for Economic
Transformation (Inter-American Development Bank, September 2014)
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INTRODUCTION
First held in 1978, the World Congress on Information Technology (WCIT) is unique in its global
perspective on ICT issues and its ability to draw users, providers, media and academia from
around the world. Global business, government and academic leaders discuss emerging markets,
legal and policy issues, political and economic trends, emerging technologies, ICT user
perspectives and business opportunities in the global marketplace.
Sharing the benefits of the Digital Age with everyone on earth is the underlying goal of fulfilling
the promise of the Digital Age; which also happens to be WITSA’s vision. WITSA is committed
to doing what it can do to facilitate fulfilling this promise.
However, the reality of fulfilling this promise reaches beyond any one individual or
organization; it must be accomplished through multi stakeholder cooperation and
collaboration. WITSA’s annual World Congress on IT (WCIT) is an ideal way to inform,
encourage, and support global collaboration towards achieving this goal. The WCIT brings
together major stakeholders from the ICT industry, governments, multinational institutions,
corporations and organizations, academic institutions, media and civil society.
The WCIT program consists of relevant, essential topics required to fulfill the Digital Age promise.
This document contains recommendations from each WCIT 2016 session which serve not only as
a recap of the sessions but a base line reference for future congresses. It is WITSA’s sincere hope
that those involved in advancing the use and inclusion of ICT’s find this and future
recommendations helpful in their quest to ensure that the Digital Age promise is met.
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KEYNOTE ADDRESS
THE GLOBAL STATE OF ICT READINESS
October 3 2016
Brasilia, Brazil

Dr. Soumitra Dutta
Dean of the Samuel Curtis Johnson Graduate School of Management at Cornell
University/co-editor of the Global Information Technology Report

Findings:
1. The digital revolution is here to stay. It is increasing the urgency to innovate continuously
and create effective digital innovation ecosystems.
•
•
•
•

Leadership is key to set the strategy.
Universities are at the core – but universities need to change too.
A multi-faceted partnership is necessary to create a successful innovation ecosystem
(University + Private Sector + Government + Civil Society).
A global perspective is important

2. Seven economies register a digital innovation impact far higher than the rest. They are
characterized by a business sector that has embraced all dimensions of digital interaction.
• Leadership is key.
• The Internet of Things is triggering massive business model innovation.
• A culture of digital innovation has to be designed into the corporation.
• Organizations risk falling behind their customers and employees
3. The digital divide is growing, but its nature is evolving. It is more about impact of ICT as
opposed to diffusion of ICT.
•
•
•

The ICT revolution will not happen “no matter what”
Investing in education to develop e-literacy
Investing in infrastructure and digital ecosystem

Recommendations:
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1. Sound policies that promote competition, improve affordability and quality, attract
private investment
2. Sound ICT-related regulations that encourage content creation, ensure security, and
privacy
3. Public-private partnerships for innovative solutions
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CIO Perspectives Session
October 3, 2016
Brasilia, Brazil
"What we are experiencing today, I truly don't believe we've ever had anything quite like it.
There aren't that many people who really understand the individual technologies; to manage to
have them integrated is extremely complicated."
--Jerry Luftman, former CIO, professor emeritus of the Stevens Institute of
Technology, managing director of the Global Institute for IT Management

Moderator: Mr. Danil Kerimi, World Economic Forum
Panel Members:
Mr. Sean McCormack CTO, Harley-Davidson
Mr. Jose-Miguel Calderon-Carpio, Johnsons & Johnson, CIO for IT in Latin America
Description: Senior CIO executives make critical decisions everyday affecting their
organizations. Their requirements and expectations are vital to the success of their organizations.
Listening to their perspectives is key to meeting their requirements and expectations.
Objectives:
• To learn from large multinational and national government CIO's of their expectations and
requirements of the ICT industry.
• Understand the present and future needs of CIO's.
• Understand the barriers to increasing business opportunities for the ICT industry in a
variety of global companies and governments.
• To understand how the ICT can be more responsive to CIO/CTO requirements.
• To review the critical elements of successful public/private partnerships.

Recommendations/Findings
1. The Main challenges of CIOs are the difficulties to connect offices in different places
because of different local regulations that in the end have an impact on the cost of doing
business.
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2. The Internet is global and should be treated like it in the regulatory framework. Good
policy is needed nationally and globally to deliver this promise in areas such as broadband
infrastructure, skills, taxation, IP and trade.
3. Governments and the private sector need to engage in international organizations and
standards-making processes in order to advance harmonization and cooperation on this
issue of global and “borderless” concern.
4. Whenever government regulation is necessary, these must be internationally coordinated
if possible. Incompatible national laws create a fragmented global market with significant
uncertainty as to the rules that apply. Uncertainty means risk, and risk defeats investment
and innovation.
5. In addition, extraterritorial application of a country's laws - and claims for far-reaching
application of a country's regulatory schemes - poses a significant problem to business,
citizens and consumers and threatens global commerce. Therefore, it is crucial that
regulatory schemes affecting global commerce are non-discriminatory.
6. Governments should enhance the focus on ICT education in schools, particularly coding
and computer basic processing (i.e. algorithms), as a way to build knowledge and ICT
related capacities from the early education stages and improve ICT readiness.
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THE GLOBAL STATE OF BROADBAND CONNECTIVITY
“Without a doubt, broadband is the nervous system of today’s new civilization, so broadband
access is a top priority for our technological society. It is very important that broadband be a
high-quality universal service at a low cost...”
Carlos Slim
Session Format: Panel
Session Objectives:
1. To gain an understanding of the extent of global broadband connectivity. How many are
people are connected?
2. To review the status of broadband development. How many more people are going to be
connected and when?
3. To understand the challenge of universal access. Will there be a day when everyone could
be connected? If so, when and how?
Introduction: In order to truly fulfill the promise of the Digital Age every person on earth must
have access to affordable Broadband network connections. Fundamental to universal,
affordable, broadband access to our “technical society” or Digital Age is ICT Infrastructure.
Infrastructure refers to the fundamental components and systems allowing broadband networks
and access to take place. ICT Infrastructure can be broken down into three (3) major clusters and
two additional requirements. The main clusters are: 1) Telecommunications Infrastructure, 2)
Technical Standards and 3) Content and Application Standards. The additional requirements are
political will and funding to sustain the infrastructure.

Recommendations/Findings
1. Governments and industry must work together to make Broadband Connectivity be
affordable and accessible to all citizens.
2. Governments must establish a stable regulatory and legal framework to foster
investments in Broadband infrastructure and deployment.
3. Governments must establish Digital Agendas that ensure the inclusion for all of its
citizens being connected.
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4. Governments need to create a level playing-field for industry completion to flourish.
5. Industry and government need to establish programs for digital literacy to ensure
sustainability.
6. Governments must provide adequate spectrum for Broadband inclusion.

References:
South Korea: South Korea is the world leader in Internet connectivity, having the world's fastest
average internet connection speed.[1][2] About 45 million people or 92.4% of the population are
Internet users,[3] this shows how the nation has a substantial relationship with their digital space.
It has consistently ranked first worldwide in the UN ICT Development Index since it launched.
The government established policies and programs that facilitated the rapid expansion and use of
broadband.
Estonia: e-estonia.com Ministry of Economic Affairs and Communications -DIGITAL AGENDA 2020 FOR
ESTONIA

Finland: Finland has worked hard to develop an equitable and inclusive information society. We
were the first country in the world to ensure — by legislation — that all our citizens have the
opportunity to use digital services — irrespective of their place of residence, whether in the city
or the countryside, or the level of their income. Already now, a good and reasonably priced
Internet connection is everyone’s right in Finland.”
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SMART CITIES
Smart ICT for Smart Cities: Impacting Citizens' Lives
October 3, 2016

A smart city is an urban development vision to integrate multiple information and
communication technology solutions in a secure fashion to manage a city’s assets – the city’s
assets include, but are not limited to, local departments information systems, schools, libraries,
transportation systems, hospitals, power plants, water …

Wikipedia
Moderator: Humberto Ribeiro, Chairman, Memora, Brasil
Panel Members:
-Amy Aussieker, Executive Director, Envision Charlotte
-Dr. Ming-Ji Wu, Director General of IDB, MOEA
- Julio Cesar de Azevedo Reis, President Terracap

Objectives:
1. To understand evolution and trends in the implementation of Smart City technologies.
2. To gain an inside perspective Individuals actually implementing technologies enabling
Smart Cites to become reality.
3. To discuss Smart Cites public/private partnerships.
4. To understand the opportunities, challenges and lessons learned from the implementation
of Smart Cites technologies.
Description: Talk about having cities utilizing and benefiting from the incorporation and wide
spread use of ICT has been around for decade. How real are the predictions of having
integrated, technological enabled enhanced cities?

Recommendations/Findings
10

1. Leaders should focus on the purpose of improving their city’s productivity and
competitiveness, and its citizens’ and visitors wellbeing when designing and
implementing a Smart City initiative.
2. Government leaders should embrace the concept of making their cities “smart,”
not as a waning fad but as a driver for prosperity in the 21st Century in order to
maximize the use of ICT to benefit their societies.
3. Academic, public and private sectors need to join as partners in the exploration,
planning and implementation of Smart City technology, infrastructure and digital
services.
4. Cities need also to invest in processes innovation and new ICT networks with
high-speed broadband connections to underpin information flows and to boost city
economies.
5. Cities need to improve the management of large data infrastructures with the aim
of achieving real-time governance of increasingly automated processes in cities,
establishing a proactive model for public data, and evolving the level of services
provided to businesses and individuals.
6. When designing any and all aspects of Smart Cities the citizen must be at the
center of all planning.
7. Government and industry must respect that at the core of Smart Cities are
sustainable, nonpolluting technical solutions.
8. Governments are advised to seek best practices around the globe in order to avoid
waste and errors.
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The State of State of Cybersecurity 2016
October 4, 2016
Brasilia, Brazil
“When this environment meets critical infrastructure, meets the attackers, we suddenly have
events where we have systemic risk…your risk is now my risk if we are connected.”
-Hon. Kirstjen Nielsen
Moderator: Christopher J. Furlow, Ridge Global President and former Director US Homeland
Security Advisory Council
Panel Members:
1. Mr. Joseph M. Kelly, Jr.
VP, Federal Sector Operations, Assured Enterprises, Inc.
Former CIO for Privacy and Civil Liberties
Former Chief of Cyber Intelligence, US Dept. of Defense, USA
2. The Honorable Kirstjen Nielsen
Chair of the World Economic Forum’s Global Agenda Council on Risk and Resilience
Former Special Assistant to the President of the US
President of Sunesis Consulting
3. Summer C. Fowler
Technical Director of CERT Cybersecurity Risk and Resilience Directorate in the CERT
Program at Carnegie Mellon University's (CMU) Software Engineering Institute (SEI),
USA
4. Dr. Jan-Ming Ho, Research Fellow, Institute of Information Science, Academia Sinica,
advisor to the Executive Yuan Cabinet. Taiwan
Session Description: ICT provides the world with tremendous benefits, but with those benefits
the shadowy underground looks to undermine many of them. In addition to threatening benefits
they threaten governments, businesses, individuals, institutions, information and data as well as
just about all other aspects of the Digital Age. As technology innovations continue to change
and add value new threats rise with them. This panel discussed what the present day threats are
and what actions need to be taken to reduce those and future risks.

Findings:
1. Panelists pointed out that new threats follow all technical innovations. Most of the attacks
have financial causes. With the era of Internet of Things upon us, a whole new world of
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2.
3.
4.
5.
6.

opportunities for hackers emerge, impacting cars, home, hospitals and other critical
resources.
Businesses must have a risk-based approach centered around their key assets and focus not
just on prevention, but also on their sustainability after inevitable attacks.
They must define their “risk appetite” – assess the risks they are willing to take and allocate
the necessary resources accordingly.
However, businesses are failing at the basics now; most don’t have a thorough risk
assessment, and often are not aware of all their critical assets.
Harmonization of regulations across borders and more public/private partnerships will be
key to combatting cyber-security threats in the future.
The key to resilience is partnering: Sharing risk assessments as well as experiences.

Calls to Action:
1. Organizations must be committed to ongoing enterprise assessment – Regular technical
evaluation and monitoring of the network, devices and the efficacy of tools should be conducted
to reduce risk to business operations.
2. Focus on governance for culture and implementation – Addressing the human elements of
cybersecurity remains a key challenge. The cybersecurity culture of an organization is reflected
in the establishment of clear roles/responsibilities as well as promulgation of information
security policies and practices across the enterprise. Cyber training at all levels of the
organization is vital to these efforts and the health of the cyber culture.
3. Resilience is integral to the cyber posture – Assume that your organization will sustain a
breach. Balance proactive protective measures with the ability to maintain continuity of business
(government) and to recover when an attack/breach occurs.
4. Measure progress and maturity – The establishment of enterprise metrics is critical to a
culture that values continuous improvement against expanding and evolving threats. Metrics
should be applied to human-oriented programs such as testing and training as well as to technical
operations and technologies.
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INTERNATIONAL TRADE AND DIGITAL DEVELOPMENTS
October 4, 2016
Brasilia, Brazil
“Given the effects of the digital transformation on global value chains, corporate activities and
consumer behavior, the international community must act quickly. Trade patterns are shifting
and the relative strength of both companies and countries is being altered.”
Mukhisa Kituyi
UNCTAD Secretary-General
Session Format: Panel
Moderator: TORBJÖRN FREDRIKSSON, Chief, ICT Analysis Section, UNCTAD
Panelists
•

Kati Suominen, Founder and CEO of TradeUp Capital Fund,
Founder and CEO of an international trade policy research firm Nextrade Group, LLC.,
USA

•

Professor Anupam Chander, Professor Law, University of California, Davis, School of
Law , USA

•

Alex Mora, Hon Minister, Secretary of Foreign Trade, Costa Rica

•

Ms. Hanne Melin, Director Global Public Policy, eBay Inc., Europe

Session Objectives:
4. To explore how the evolving digital economy is influencing international trade.
5. To consider the implications for countries at different levels of development and companies
across sectors and sizes.
6. To discuss what governments need to do seize trade opportunities and address challenges
associated with increased digitalization.
Introduction: The expanded use of information and communications technologies (ICTs) and
the greatly enhanced processing power, data storage and transmission speeds continue to
transform business activities and, by extension, international trade. Digital technologies are
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affecting global value chains, creating both opportunities and challenges for those affected.
While new economic activities are emerging (such as e-commerce platforms and market places,
offshored services, cloud services, 3D printing and other Internet-based services) existing
enterprises are forced to adapt and innovate to stay in business. This session will focus on the
interface between the digital economy and international trade, and how to ensure inclusive trade
and economic development in the digital era.

Recommendations/Findings
1. In view of the rapid expansion of e-commerce and other digitally enabled trade and the
significant divides between countries in terms of leveraging the opportunities created by
digitalization for cross-border trade, a more coherent and comprehensive effort is needed
to help laggard countries to catch up.
2. This needs to address multiple policy areas and all relevant stakeholders.
3. The multistakeholder initiative, eTrade for All, should be leveraged in this context.
Special attention should be given to providing affordable ICT infrastructure and services,
relevant payment solutions, facilitation of trade in low-value items and regulatory issues
to enable digital trade and data flows across borders while ensuring trust online.
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KEYNOTE ADDRESS
The Global Government Marketplace in the Digital Age
October 4, 2016
Brasilia, Brazil

George C. Newstrom
President and General Manager of Dell Services Federal Government, Inc., USA
Objectives:
George Newstrom, CEO of Dell Services Federal Government and WITSA Chairman Emeritus,
talked about the opportunities and challenges of doing business with the U.S. Federal
Government.
Recommendations/Findings
1. Doing business with the U.S. Government can be highly rewarding as about half a trillion
dollars are at stake, with over $200bn allocated just for IT.
2. ICT related contracts in coming years are expected to grow around the world at a robust
rate (2.45% CAGR through 2019), particularly for software.
3. U.S. Government contracts are available to domestic as well as foreign companies,
however, these always stipulate that contract work be conducted in the United States.
4. Other barriers include: Competition; Contract Vehicles; Set Asides / SB Goals; Past
Performance; Financial Considerations; Low Price Technically Acceptable; Federal
Acquisition Regulations
5. Cost Accounting Standards; Foreign Ownership, Control or Influence; Budget Constraints
6. While opportunities are great, regulations that businesses must comply with can be
elaborate and cumbersome, and risks can be high as well.
7. Mr. Newstrom suggested a number of alternative ways to establish these relationships,
including partnering and doing joint ventures.

16

Building and Sustaining a Thriving ICT Sector in Developed and
Emerging Markets
Moderator: Ivo Ivanovski, Former IT Minister, Macedonia
Panel Members:
1. Miguel Porrua e-government Lead Specialist, Institutional Capacity of State Division
2. SERPRO CEO, Glória Guimaráes
3. Kati Suominen is Founder and CEO of TradeUp Capital Fund
4. André Favero, Business Director, Apex-Brasil
Introduction: The role of digital and technology innovation has become increasingly
fundamental for all sectors of the economy. Economic growth is inextricably linked to a
country’s ability to compete in the global Digital Economy. In order to take full advantage of the
Digital Economy governments, and societies need to work closely with the ICT industry to
support, and encourage ICT development within their geographic locations in order to sustain a
thriving ICT sector.
While a number of economies are benefiting greatly from the Digital Economy; others are
struggling.
Objectives:
1. To understand the key factors necessary for a country to establish and sustain a
thriving ICT sector.
2. To discuss the importance of having a compatible relationship between industry and
government.
3. To examine public policies that enables and stymies ICT development and economic
growth.
4. To discuss the challenges and rewards of having a thriving ICT sector.
5. To provide advice to other countries related to best practices and pitfalls in
establishing a thriving ICT sector.

“Technological progress is a considerable driving force behind economic growth”
The World Bank

Recommendations/Findings:
1. In order to maximize the benefits of ICT’s it is a requirment that governments and in particlar, the
ICT industry establish a close, trusting relationship.
2. Governments must set enabling policies and procurment regulations that foster ICT development.
17

3. The ICT industry must prove it is it empahtic to the needs of governments to serve their citizens.
4. It is recommended that countires committed to benefiting from the Digital Age model countires
that are succeeding in ppublic and private realtionships.
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National Digital Strategies/Agendas
&
ICT Policy Priorities
October 4, 2016
Brasilia, Brasil

Keys to Success
‘By failing to prepare, you are preparing to fail.”
Benjamin Franklin

Introduction
There are estimates that over 70% of ICT projects in the developing world fail. It was reported
for example, that the World Bank had a 70% failure rate with ICT4D projects to increase
universal access. Regardless of the exact percentage of failure it is reasonable to assume that a
percentage of failures where related to either not planning or not planning properly. When
examining project failures one must consider the overall Digital Agendas or Digital plans the
projects fall under. Of course having no plan or one which undergoes constant changes (due to
political or funding changes) will most certainly impact the success of most projects.
We do know that if a country does not have a well thought-out, long term and adequately funded
Digital Agenda/Plan it will most certainly not be taking maximum advantage of ICT’s.
Moderator: Andrew Wyckoff, Directorate for Science, Technology and Innovation
Organization for Economic Co-operation and Development - OECD

Panel:
1. Carlos G. Pallotti, Subsecretario Servicios Tecnológicos y Productivos, Ministerio de

Producción, Argentina
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2. Dr. Seok-Koo Ji, Policy advisor and former senior vice president of NIPA (National IT

Promotion Agency), Korea
3. Mr. Aroldo Cedraz de Oliveira, Presidente TCU, Brasil
4. Mr Javier Lizárraga, National Coordinator of the Knowledge Society, Mexico

Recommendations/Findings
1. Governments should take the necessary steps to ensure that ICT development/Digital
Agendas are considered a national priority.
2. Governments must identify, encourage and support digital leaders from government as
well as the ICT industry to spearhead National Digital Agendas.
3. Digital Agendas need to be inclusive of all citizens.
4. Legal frameworks must enable Digital Agendas to be enacted.
5. Digital Agendas need to be insulated from political changes, which endanger their
implementation and success.
6. Digital Agenda must be periodically reviewed in order to adjust and incorporate where
feasible, new innovations in technology.
7. Governments must partner with the private sector to foster investment and innovation.
8. Government procurement regulations must be reviewed and updated from traditional
practices in order to adapt to technological innovations.
9. Government leaders are encouraged to physically visit those countries that are similar in
size and challenges who are succeeding in implementing comprehensive Digital
Agendas.
10. Governments are encouraged to work with the ICT private sector in obtaining model
Digital Agendas in order to avoid pitfalls with their respective agendas.
11. Government are encouraged to seek the best Digital Agenda practices of other
governments?
12. Working with the financial community and the ICT private sector governments are
strongly encouraged to review a variety of funding options to pay for the implementation
of Digital Agendas.
13. What are the major initiatives to be undertaken and in establishing a National Digital
Agenda?
20

14. Governments should recognize that simply having a Digital Agenda without heavily
promoting the agenda and preparing the user communities to embrace and utilize the
tools and services stemming from the implementation of the agenda a strong possibility
of failure exists.
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KEYNOTE ADDRESS
Women in Technology Recommendations
October 4, 2016
Brasilia, Brazil

Aline Sordili,
Multiplataform Operations Director at Rede Record, Brazil

Recommendations/Findings
1. Only 7 percent of tech start-ups globally are led by women.
2. Every year, Technovation invites teams of girls from all over the world to learn and apply
the skills needed to solve real-world problems through technology.
3. Technovation offers girls around the world the opportunity to learn the necessary skills to
become tech entrepreneurs and leaders.
4. Girls ages 10 to 18 learn to identify a problem in their community and create a mobile app
solution to address that problem, and then learn how to communicate these ideas and
translate them into a fully launched business.
5. In 2015, 5,000 15-year-old girls from 60 countries participated in the Code Girl challenge,
designing apps
6. The 2017 season will be launched in partnership with Google’s Made with Code and UN
Women.
7. Girls are encouraged to participate in this “code for change” initiative, and develop an app
to change the world for the better, inspired by the United Nation's Global Goals
(http://www.technovationchallenge.org/)
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KEYNOTE ADDRESS
Unfinished Business: Internet in the 21st Century
October 4, 2016

“I'd like to know what the Internet is going to look like in 2050. Thinking about it makes
me wish I were eight years old.”
Dr. Vinton G. Cerf

Dr. Vinton G. Cerf
Vice President and Chief Internet Evangelist, Google
Objectives:
The Internet invites evolution as connected users approach the 4th billion and as the Internet
of Things comes of age. The continued evolution of the Internet offers innovations,
opportunities as well as threats. Recent revelations concerning surveillance of Internet
traffic suggest that we should take a number of steps to protect user privacy and
confidentiality.

Recommendations/Findings
1. In order to ensure a seamless and secure Internet, and to prevent fragmentation, the
multistakeholder approach to Internet governance must be maintained
2. stakeholders must strive to adopt policies leading to open access, standards and
new applications as a means to fostering growth
3. Reinforcing transnational public trust and safety are critical as is enabling
entrepreneurship and innovation
4. Transnational Agreements in key areas should be explored, including in Ecommerce and Digital Signatures/Contracts as well as Cooperative Legal Regimes
5. Risk aversion, however, is one of the main obstacles to innovation. Business must
build a culture of tolerance for reasonable risks and even possibilities for failures
while undertaking sound business principles
23

6. Internet developments should be people-centred and focus on affordabilty,
accessibility, useful local content; climate friendly to private sector investment,
foster competition and user choice; global connection initiatives; and sustainable
local technical and business operations
7. Technology developments must promote reliable and updateable software; strong,
end-end authentication; confidentiality and privacy protection; long-term digital
preservation; stable identifier systems (beyond domain names); broadband wired
and wireless access
8. Another problem that needs serious attention is the lack of IPv6-capable
equipment. It's vital for the Internet's continued expansion that essentially all
Internet service providers can run IPv4 and IPv6 in dual-stack mode
\
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The Role of Public/Private Relationships/Partnerships in ICT
Development
Brasilia, Brasil
October 5, 2016

Introduction:
“Public-private partnerships (PPPs) are a mechanism for government to procure and implement public
infrastructure and/ or services using the resources and expertise of the private sector. Where governments are facing
ageing or lack of infrastructure and require more efficient services, a partnership with the private sector can help
foster new solutions and bring finance.
PPPs combine the skills and resources of both the public and private sectors through sharing of risks and
responsibilities. This enables governments to benefit from the expertise of the private sector, and allows them to
focus instead on policy, planning and regulation by delegating day-to-day operations.
In order to achieve a successful PPP, a careful analysis of the long-term development objectives and risk
allocation is essential. The legal and institutional framework in the country also needs to support this new model of
service delivery and provide effective governance and monitoring mechanisms for PPPs. A well-drafted PPP
agreement for the project should clearly allocate risks and responsibilities.”
(World Bank)

Objective: To examine the symbiotic relationship between government and the private sector in
ICT Development.
Moderator-Samia Melhem, The World Bank
Panel:
1. Jayesh Rayesh, Secretary to Gov. of Telangana, India
2. Atter Ezzat Hannoura, Director, PPP Central Unit Ministry of Finance-Egypt
3. Other panel members?
Recommendations/Findings
1. Create an environment for more inclusive PPPs with SMEs able to participate -not only
large multinationals.
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2. Enable Governments to invest in sound procurement reforms in order to attract and
sustain successful PPPs.
3. For Private sector partners - rethink short term gains and RoI maximization. Partners will
reap long terms RoI by expanding their addressable markets, attracting new customers,
and creating new services.
4. Governments need a working group / sounding board with to help advise on PPP
structuring and operating models
5. In order to facilitate the development of ICT’s governments need to view industry in the
role of a partner.
6. Governments and the private sector need to share risks as in other partnerships?
7. Public and private sectors should share more information related to cyber threats,
vulnerability and consequences.
8. Governments are encouraged to engage the private sector to benefit from innovations,
access to funding, enhanced management skills and efficiencies.
9. The private sector must illustrate that in additional to financial incentives the sector must
provide requisite value to governments and citizens.
10. The private sector along with governments must build mutual trust in order to maximize
the benefit to both entities.
11. Governments need to streamline procurement policies in order to ensure relevant
solutions and applications are being offered to citizens.
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Unlocking the Secrets to Innovation
October 20, 2016

“Innovation distinguishes between a leader and a follower”
Steve Jobs
“Success doesn't necessarily come from breakthrough innovation but from flawless execution. A
great strategy alone won't win a game or a battle; the win comes from basic blocking and
tackling”.
Naveen Jain
Moderator: Oren Gerstein

, Israel

Panel:
•
•
•
•
•

Sebastiaõ Sahaõ Junior, CEO of CPqD, Center of Research and Development
Foundation, Brazil
Lisandro Bril - AxVentures, AltaVentures , VC investor in Latin America, Brazil
Eric Acher, Co-Founder and Managing Partner at Monashees Capital, Brazil
Francisco Camargo, President of ABES Software Association
Joe Weinman, Author "Digital Disciplines" and "Cloudonomics", USA

Session Description: Innovation is a key driver of the global economy. Accordingly, there is
enormous interest in replicating the success of Silicon Valley and other Mecca’s of innovation.
Why is it so difficult to create and sustain an innovation ecosystem? Are there “secrets” we are
not aware of? This session delved into unlocking the ingredients of creating and sustaining
innovation.
Session Objectives:
•
•
•
•
•
•
•

To understand how innovations hubs around the globe are achieving results
To gain a perspective from successful innovators as to how they achieved success
To understand the key elements of innovation ecosystems
To understand how successful funding and investments models from around the globe are
employed
To examine trends impacting innovation in the future.
To examine the role of Public Private Partnerships as an engine of economic growth.
Examine the ability of small countries to create successful, sustainable ecosystems and to
attain a critical mass of innovation.
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•

To understand the gap between industry and academia and to examine new ideas and best
practices for bridging the gap.

Recommendations/Findings:
1. Countries interested in fostering innovations need to understand that innovations depend on a
number of factors to include instilling a culture which recognizes that failure is most times a
prerequisite to success-not a career-ending endeavor.
2. The success of innovations often depends on the strength and development of the local
innovation ecosystem. In areas without innovation ecosystems, building and supporting the
ecosystem is a government responsibility. Public-Private Partnerships (PPPs) as government tools
effectively build ecosystems from scratch in a short period of time. Although complex to design and
operate, innovation PPPs have proven successful in ecosystems around the world.
3. The success of public-private innovation initiatives depends on many factors, including but not
limited to:
a. Sustainability: Innovation PPPs, however, must be backed with sufficient political will to be
sustained over the long-term, regardless of external pressures.
b. Simple and transparent operation: It is very important for the partnership to be as simple and
transparent as possible. In an effective PPP, the private sector drives economic growth, but can
only do so if the partnership is managed simply and transparently.
4. All players in an ecosystem must understand the fundamental dynamics of innovation, namely
that innovation is inherently mobile and borderless. The public sector, academia, and industry
should understand that the flow of people and information within the ecosystem is highly beneficial
to all players. Technology transfer should be encouraged and facilitated, and communication across
the ecosystem should be emphasized.
5. Awareness is a critical component of fostering innovation. Key aspects of awareness include:
a. Awareness of the potential of entrepreneurship and the possibility of a career as an
entrepreneur
b. Awareness of the existence of local startups and willingness within industry, academia, and
government to partner with or provide services to them.
c. Awareness of the micro and macroeconomic benefits of a local knowledge economy
6. Certain legal and regulatory conditions must exist to facilitate entrepreneurship. These include
the ability to open a new company relatively quickly and to close a failed company without placing
unreasonable burden on entrepreneurs. Unreasonable or excessive bureaucracy discourages
innovation and entrepreneurship.
7. In an ideal innovation ecosystem, entrepreneurship is encouraged, failure is accepted, finances
are available, mentorships are employed and educational and business resources are in place. Even
when these elements are in place, 90% of startups fail, but the macroeconomic benefits of startups,
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both failed and successful, to the local and global economy – and especially to the IT sector – are
indisputable.

Short and Long-Term KPIs for Global Innovation Ecosystems (per territory):
1. Number of innovation PPPs launched
a. Length and funding commitment of initiative
b. Amount of government funding granted to startups through PPP
c. Amount of private-sector funding invested in startups through PPP
d. Amount and percentage of grants repaid
2. Number of new ICT companies established
3. Measurable venture capital investment
a. Absolute amount of VC investment
b. Average amount of VC investment per company
c. Percentage local investment
d. Percentage foreign investment
4. Number of jobs created in new ICT companies
5. Stage of development of new ICT companies
a. Funding stage
b. R&D stage
c. Income and sales growth
6. Geographic distribution of ICT companies
7. Value of ICT sector exits (IPO, M&A, etc.)
8. Value of ICT sector taxes to the state
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Open Data, Transparent Government
Brasilia, Brasil
October 5, 2016

Introduction:
One view of Open Data is that of a doctrine which holds that citizens have the
right to access the documents and proceedings of the government to allow for
effective public oversight. Wikipedia
Another view is that of Open Data being important because the more accessible,
discoverable, and usable data is, the more impact and value it can have. These
impacts include, but are not limited to: cost savings, efficiency, fuel for business,
improved civic services, informed policy, performance planning, research and
scientific discoveries, transparency and accountability, and increased public
participation in the democratic dialogue. (Data.gov.)
Big data is a term that describes the large volume of data – both structured and unstructured –
that inundates a business on a day-to-day basis. But it’s not the amount of data that’s
important. Its what organizations do with the data that matters. Big data can be analyzed for
insights that lead to better decisions and strategic business moves.

Objectives:
6. To understand the extent of Open Data availability and uses.
7. To discuss examples of how the effective use of Open Data is being
applied.
8. To understand the challenges of opening up access to data and the
potential roadblocks and challenges.
9. To examine the potential liabilities associated with allowing access to
Open Data.
10. To examine best practices in Open Data models.
Recommendations/Findings
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1. Governments reluctant to engage and embrace Big and Open Data need to
overcome thier relucatance and move quickly in order to maximize the
benefits of this data.
2. It is recommended that governments review existing models of sucessful
uses of Big/Open Data.
3. Whenever public data is used the rule of law governing the privacy and
protection so such data must be respected.
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The Future of Work
Will the Skills Gap be Closed or will it be Widened?
October 5, 2016
Brasilia, Brazil

“Out of clutter, find simplicity.”
― Albert Einstein

Introduction: Work in the future will be driven by new generations of workers, rapid and
unpredictable technological changes, competition for intellectual capital, enormous amounts of
look or whether it will continually evolve. However, here is what some think is known about
the future of work. Employees will be measured on their productivity more than ever. People
will not need to have offices to perform work. Virtual teams will be assembled and dismantled
when work is completed. Educational requirements will change. Some work will be on
demand, virtually outsourced and worked on 24 hours a day.
Today the Digital Age holds great promise for creating new job opportunities for some who have
been left out of the equation. The real questions are-Will the future of work hold promise for
everyone? If not, who will be left behind? Guess who?
Moderator: Dr. Vint Cerf
Panel Session”
Ivo Correa, Policy and Communications Director for Latin America, Uber, Brazil
David Nordfors, CEO and Co-founder, i4j Innovation for Jobs
Frances West, Chair of the Strategy and Development Committee of G3ict, USA

Objectives of Session:
1. To review how innovations are changing the way work is getting done.
2. To understand how the values of the new generations regarding work differs.
3. To understand the nature of work in a global Digital Society.
4. To examine new and emerging models of how work is getting done and by whom?
5. To discuss how corporate/organizational structure are being impacted in the Digital Age.
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Recommendations/Findings
1. Innovation reduces costs and is essential for business and society as a whole
2. Technology innovations will increasingly enable businesses to replacing people with robots.
However, industry can earn money not only by reducing costs, but also by raising value of people.
3. There’s a huge untapped resource: There are 5 billion adults on the planet, but only 3 billion
workers generating a market value on the order of $100 trillion per year (GDP)
4. Only 200 million out of the global workforce like their jobs.
5. If we could match all 5 billion potential workers’ skills and needs to jobs, the increased value
creation would be tremendous. This is the untapped market where innovation can play a
profound role.
6. Meaningful work is a very important social objective which technology innovation can help fulfill
7. Undervalued people, such as women, often don’t obtain satisfying work. People with disabilities
are often left out of the job market despite many having valuable special abilities. Technology can
help integrate these segments into the job market with meaningful work though innovation and
better matching of work to skills.
8. The future workspace is going to be characterized by a lot more specialization.
9. Future work is not just about skills and talent.
10. Artificial Intelligence (AI) can have a positive impact on the future of work. Done right, A.I. should
be viewed as an opportunity to apply assistive technology, not a threat.
11. Investments should be prioritized in technology that brings people closer together, enabling
people to find new things or services that we desire from each other.
12. The economy is not just about money, but about human values – Industry must capitalize on that.
13. It is essential for governments and businesses to get together to figure out how to use innovations
and technology to increase the value of humans in the workplace
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The Global State of Health Care and the Impact of ICT
October 5, 2016
Brasilia, Brazil

Panel Session
Moderator: Misha Kay Manager, Global Observatory for eHealth, World Health Organization,
Geneva
Panel1. William P. Magee, Jr. DDS, MD Founder/CEO Operation Smile
2. Dr. Regina Ungerer, International Cooperation Fiocruz Center for Global Health, Brazil
3. Dr. Paulo Lopes, Innovation Manager in Telemedicine University Network , Brazil
Introduction
As defined within the World Health Organization Constitution health is more than the absence of
disease and infirmity. When reviewing the elements of health we must also consider the mental
and social well-being of people. Fortunately, ICT is impacting all of the key elements to health.
However, any review of health conditions around the world needs to factor in human and natural
conditions such as manmade conflicts, lack of water as well as weather related occurrences.
Objectives of Session:
1. To review the current state of global health conditions such as infant mortality, diseases,
humanitarian crisis, improvements, trends, goals and challenges (WTO).
2. To achieve an understanding of how ICT is impacting global health conditions.
3. To review health care models which may be replicated or modified.
4. To understand the trends and challenges facing global health issues and how ICT can
continue to make improvements.

Recommendations
1. Governments are urged to develop eHealth strategies to ensure the well-planned
implementation of an eHealth approach across all sectors of the health system
2. eHealth standards need to be adopted to make certain system interoperability is achieved
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3. Legal frameworks for eHealth are required to assure patient information confidentiality
and security
4. Government-sponsored eHealth programs should be evaluated and published
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Former CIO for Privacy
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Former Chief of Cyber
Intelligence, US Dept. of
Defense, USA

.
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Chair of the World Economic Forum’s Global Agenda Council on Risk
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Former Special Assistant to the President of the US
President of Sunesis Consulting
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Technical Director of
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Directorate in the CERT
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Research Fellow, Institute
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Cabinet. Taiwan
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Moderator:
Torbjörn Fredriksson
Chief at ICT Analysis
Section
UNCTAD, Switzerland
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Global Public Policy, eBay
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George C. Newstrom President and General
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Federal Government, Inc.,
USA
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National ICT Appraisals - Opportunities & Challenges
12:00 - 13:30PM

LUNCH
Ivo Ivanovski, Director for
International Affairs for
Telekom Austria Group,
Former Minister of
Information Society and
Administration,
Government of Republic of
Macedonia

13:30 - 14:30PM

Building and
Sustaining a Thriving
ICT Sector in
Developed and
Emerging
Markets/Paths to
Growth-How nations
are succeeding

Miguel Porrua e-government
Lead Specialist, Institutional
Capacity of State Division,
Inter-American Development
Bank, Washington, DC

SERPRO CEO, Glória
Guimaráes, Brasil
Kati Suominen is Founder
and CEO of TradeUp
Capital Fund. She is also
the Founder and CEO of an
international trade policy
research firm Nextrade
Group, LLC., USA
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André Limp, Sector
Projects Coordinator,
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Moderator: Andrew
Wyckoff
Directorate for Science,
Technology and Innovation
Organisation for Economic
Co-operation and
Development, OECD,
France
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National Digital
Strategies/Agenda &
ICT Policy
Priorities/Adopt or
Create?

Carlos G. Pallotti,
Subsecretario Servicios
Tecnológicos y Productivos,
Ministerio de Producción,
Argentina
Dr. Seok-Koo Ji, Policy
advisor and former senior
Vice President of National
IT Promotion Agency,
NIPA, Korea
Mr. Aroldo Cedraz de
Oliveira, Presidente TCU,
Brasil
Mr Javier Lizárraga,
National Coordinator of the
Knowledge Society, Mexico

15:30-16:00PM
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Aline Sordili,
Multiplataform Operations
Director at Rede Record,
Brasil
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Prof Hartmut Richard
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Eric Acher, Co-Founder
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"Cloudonomics ", USA

11:00 - 11:15

11:15- 12:15

Rodrigo de la Parra,
Regional Vice
President for ICANN,
Uraguay

BREAK

Open Data
Transparent
Government,
Accountable,
Transparent
Government: The
Real and Potential
Value of Open Data

Ivo Ivanovski, Director for
International Affairs for
Telekom Austria Group,
Former Minister of
Information Society and
Administration,
Government of Republic of
Macedonia
Ms. Samia Melhem, Global
Lead, Digital Development,
The World Bank Group,
USA
Francisco Camargo
Francisco Camargo,
President of ABES
Software Association
Marcelo Daniel Pagottie,
Secretary of Information
Technology of the Ministry
of Planning, Development
and Management (MP) of
Brasil

Senator Cristovam
Buarque, Brasil

The Impact of
ICT in
Education &
Learning

Jennifer Brooks
Director, Microsoft
Philanthropies, Latin
America
Marie Lou Papazian
Director-TOMO
Foundation, Yerevan,
Armenia
Dr. Boris Komrako,
InfoPark, WITSA
Committee on
Education, Training
and Human
Resources, Belarus
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12:15 - 13:15

Mr. Andriei Gutierrz

Dr. Maria Helena,
Educational
Coordinator
Spaceships of
Knowledge, Brasil

Moderator: Dr Vint Cerf,
Co Father of the Internet,
Google , USA

Moderator: Misha
Kay
Manager
Global Observatory
for eHealth
World Health
Organization, Geneva

LUNCH

Segment VI: The
Digital Age Impact / and
Future

13:30 - 14:30

The Global
State of Health
Care & Impact
of ICT

The Future of Work

Ivo Correa, Policy and
Communications Director
for Latin America, Uber,
Brasil

William P. Magee, Jr.
DDS, MD, CEO and
Co-Founder of
Operation Smile, USA
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Frances West, Chair of the
Strategy and Development
Committee of G3ict, USA

David Nordfors, CEO and
Co-founder, i4j Innovation
for Jobs, USA
14:30 - 15:00

Cloud Computing Implications & Impact

Dr. Regina Ungerer,
International
Cooperation Fiocruz
Center for Global
Health, Brasil
Dr. Paulo Lopes,
Innovation Manager
in Telemedicine
University Network ,
Brasil

Joe Weinman, Author
"Digital Disciplines" and
"Cloudonomics ", USA

Segment VII:
Closing
Ceremony/Brasilia
Recommendations
and Initiatives
15:30 - 16:00

Closing Ceremony
/Brasilia
Recommendations &
Inititives
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ANNEX 2.2

Future WCIT Locations

2021 - Dhaka, Bangladesh
2020 - Kuala Lumpur, Malaysia
2019 - Yerevan, Armenia
2018 - Hyderabad, India
2017 - Taipei, Chinese Taipei

This document is the property of the World Information Technology & Services Alliance (WITSA)
It is a proprietary document intended for WITSA members ONLY. Copyright 2016 WITSA

ANNEX 2.3

WCIT: A Proud History

Overview
First held in 1978, the World Congress on Information Technology (WCIT) is unique in its global perspective on
ICT issues and its ability to draw users, providers, media and academia from around the world. Global business,
government and academic leaders discuss emerging markets, legal and policy issues, political and economic
trends, emerging technologies, ICT user perspectives and business opportunities in the global marketplace.
Among the featured speakers are internationally recognized leaders from government and industry. As an
example, the 1998 World Congress had over 1900 delegates from 93 countries, with over 100 sponsoring
organizations. WCIT 2000, held in Taipei, and WCIT 2002, held in Adelaide, Australia, were equally successful,
with Former US President, Bill Clinton, Prime Minster Thatcher, President Mikhail Gorbachev, Bill Gates and
other notables featured in the programs. WCIT 2004 took place in Athens, Greece, and WCIT 2006 in Austin,
Texas. WCIT 2006 hosted some 2,000 delegates from over 80 countries and featured keynote speakers such as
General Colin Powell, Steve Ballmer, Paul Otellini, Michael Dell, Anne Mulcahy, John Gage, Don Tapscott and
Malaysian Prime Minister Datuk Seri Abdullah Ahmad Badawi.
The 2008 World Congress on IT took place in Kuala Lumpur, Malaysia. WCIT 2008 hosted over 3,000
delegates. The 2010 World Congress on IT took place in Amsterdam also included delegates from over 90
countries and won the European Best Event Awards (EuBEA) Award as the best European Congress and
Convention in 2010.
The 2012 World Congress on Information Technology (WCIT 2012) took place in Montréal, Canada from
October 22 to 24. The event brought together 2,500 participants, including delegates and exhibitors, from 62
countries at the Palais des congrès de Montréal for a three-day conference under the theme of “ONE Vision or
a Global Digital Society”. The program was extremely well received by the information and communication
technology (ICT) community: over 75 keynotes and panelists took the stage including Larry King who chaired a
roundtable of senior ICT executives. Don Tapscott was also onsite as WCIT 2012 host to integrate the many
conversations and make sense of the different perspectives about the digital society. The economic impact of
the WCIT 2012 Congress was estimated at 5.5 million dollars for the city of Montréal and the province of
Québec.
WCIT 2014 was held from September 29 to October 1, 2014 at the Expo Guadalajara Convention Center;
Guadalajara, Jalisco, Mexico. With the theme “Creating Collaboratively the Digital Age”, this spectacular was
attended by 2,671 delegates from 49 countries. It offered a high-level program featuring 107 speakers
participating in 14 panels, 10 keynotes, 14 workshops and 11 special events. The exhibition area had 11
international pavilions, 52 exhibitors from the IT industry and more than 1,000 business meetings took
place during the congress.
WCIT 2016 was held on October 3-5, 2016 at the CICB Brasilia International Convention Center; Brasilia, Brazil,
with the theme: "Fulfilling the Promise of the Digital Age: Challenges and Opportunities". WCIT 2016 was
attended by 2,017 registered delegates from 50 countries, featuring 63 internationally renowned speakers.
The event was covered by over 70 international and domestic media outlets, reached half a million people
through Facebook (including 28,600 followers of the WCIT 2016 Facebook page and over a thousand unique
views of live WCIT 2016 video streaming). It also produced 12 thousand Twitter impressions via the #WCIT
2016 profile during the live coverage and was a top Twitter trending topic in Brazil. Moreover, WCIT 2016
featured 200 B2B meetings – resulting in business deals worth millions of dollars in the medium to long term.
The 2017 World Congress on IT will take place in Taipei, Taiwan on September 10-14, 2017 at the TWTC
Exhibition Halls and TICC under the theme: “Fulfilling the Promise of the Digital age”.
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The following is a list of those WITSA member associations which have either hosted or are scheduled to host
a World Congress, through 2021:
2021
Dhaka, Bangladesh
2020
Kuala Lumpur, Malaysia
2019
October 1-5, 2019
Meridian Expo Center; Yerevan, Armenia
2018
March 2018 in Hyderabad, India
2017
September 10-14, 2017
TWTC Exhibition Halls and TICC; Taipei, Taiwan
Theme: “Fulfilling the Promise of the Digital age”
2016
October 3-5, 2016
CICB Brasilia International Convention Center; Brasilia, Brazil
Theme: "Fulfilling the Promise of the Digital Age: Challenges and Opportunities"
http://wcit2016.org/
2014
September 29 – October 1, 2014
Expo Guadalajara Convention Center; Guadalajara, Jalisco, Mexico
Theme: “Creating Collaboratively the Digital Age”
2012
October 22-24, 2012
Palais des congrès, Montreal
Over 2,000 delegates from 62 countries
Theme: “ONE Vision or a Global Digital Society”
2010
May 25-27, 2010
Amsterdam RAI
Over 250 speakers and more than 3,500 participants from 96 countries

Theme: “The Digital Road to Recovery”
2008
May 18-22, 2008
Kuala Lumpur Convention Center (KLCC)
3,200 delegates from over 90 countries
Theme: “Global Impact of Information and Communications Technology: Enable Businesses, Empower
Societies, Enrich Economies”
2006
Austin Texas
May 1-5, 2006
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Austin Convention Center
Over 2,000 delegates from over 80 countries
Theme: “Global Impact - Unleashing Human Potential”
2004
Athens
May 17-23, 2004
Megaron Moussikis Conference Center
1,200 delegates (67 countries)
Theme: “The Future is Now”
2002:
February 25 through March 1, 2007
Adelaide Convention Center
1,807 delegates (55 countries)
Theme: “Unleashing the Power”
2000
June 11-14, 2000
Taipei, Taiwan
1,790 delegates from 86 countries
Theme: “IT for a Better World”
1998
June 21-24, 1998
1,903 delegates from 93 countries
George Mason University
Fairfax, Virginia – USA
Theme: “When the Convergence of Information Technology Meets Demand”
1996 Bilbao, Spain
1994 Yokohama, Japan
1990 Washington, D.C., USA
1988 Paris, France
1986 Toronto, Canada
1984 Tokyo, Japan
1982 Copenhagen, Denmark
1980 San Francisco, USA
1978 Barcelona, Spain

WCIT Host Sites At-a-Glance
2021 – Dhaka, Bangladesh
2002 – Adelaide, Australia
2020 – Kuala Lumpur, Malaysia 2000 – Taipei, Taiwan
2019 – Yerevan, Armenia
1998 – Fairfax, Virginia, USA
2018 – Hyderabad, India
1996 – Bilbao, Spain
2017 – Taipei, Taiwan
1994 – Yokohama, Japan
2016 – Brasilia, Brazil
1990 – Washington D.C, USA
2014 – Guadalajara, Mexico
1988 – Paris, France
2012 – Montreal, Canada
1986 – Toronto, Canada
2010 – Amsterdam, Netherlands 1984 – Tokyo, Japan
2008 – Kuala Lumpur, Malaysia 1982 – Copenhagen, Denmark
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2006 – Austin, USA
2004 – Athens, Greece

1980 – San Francisco, USA
1978 – Barcelona, Spain

The Speakers 1998-2016 (select list)
Business:
Mr. Christopher J. Furlow,
Ridge Global President and
former Director US Homeland
Security Advisory Council, USA
Mr. Joseph M. Kelly, Jr.
PointWeaver, LLC
Former CIO for Privacy and Civil
Liberties
Former Chief of Cyber
Intelligence, US Dept. of
Defense, USA
Alfred R. Berkeley, III
(moderator), President, The
Nasdaq Stock Market, Inc.
Amiram Shore (moderator),
President/ Chairman, Israeli
Association of Software Houses
ANNE MULCAHY, Chairman of
the Board and CEO, Xerox
Corporation (United States)
BEN VERWAAYEN, Chief
Executive, BT Group (United
Kingdom)
Bob Bishop, Chief Executive
Officer - Silicon Graphics
C. Richard Thoman,
President/Chief Operating
Officer, Xerox Corporation
Carol Zierhoffer, Chief
Information Officer, Xerox
Cinda A. Hallman, Global Vice
President, Integrated Processes
and Systems, DuPont Company
Dr. William A. Haseltine,
Chairman/Chief Executive
Officer, Human Genome
Sciences, Inc.
Curtis M. Coward, Esquire
(moderator), Partner,
Commonwealth of
Independent States, McGuire,
Woods, Battle & Boothe LLP
David J. Cassano, General
Manager, Year 2000 Global
Initiatives, IBM
Don Tapscott, Chairman of
Itemus, Chairman of Digital
4Sight, and Maptui.
Don Tapscott, Chief Executive
Officer, New Paradigm
(Canada)

Donald Rippert, Chief
Technology Officer, Accenture
(United States)
Doug T. Elix, Senior Vice
President and Group Executive
- IBM Global Service
Doyle, Frank, Global E-Business
Leader,
PricewaterhouseCoopers
Dr Craig Barrett, Chairman,
Intel Corp
Dr John Gage, Chief
Researcher, Sun Microsystems
Dr Mark Mobius, Executive
Chairman, Templeton Asset
Management
Dr Robert Bishop, Advisor, Blue
Brain Project
Dr Vinton Cerf, Chief Internet
Evangelist, Google Inc.
Dr Ya-Qin Zhang, Corporate
Vice President, Microsoft Corp
Dr. Azusa Tomiura, Executive
Advisor, Nippon Steel
Corporation, Japan
Dr. David Nagel, Chief
Technology Officer/President,
AT&T Labs
Dr. Dietrich Bötsch, President,
Siemens AG Private
Communication Systems Group
Dr. Joseph Reger, CTO, FujitsuSiemens Computers
Dr. Krishna Nathan, Vice
President & Director, Zurich
Research Lab, IBM
Dr. Lee, Yong-Teh Ph.D.,
Honorary Chairman of
Federation of Korean
Information Industries;
Chairman of TriGem Computer
Inc., Korea
Dr. Liu, James J., President &
CEO of Sino Tech Group
Dr. Mark Blatt, MD, Worldwide
Medical Director, Intel
Corporation
Dr. Nelson Ortiz, Consultant,
Inversiones Bankers Trust,
Venezuela

Dr. Peter Williams, CTO, IBM's
Big Green Innovations
incubatory
Dr. Vinton Cerf, Senior VP,
Technology Strategy, MCI
Dr. Yong-Teh Lee, Chairman,
Federation of Korean
Information Industries
Ellen I. McCoy, Chief
Information Officer, Mobil
Corporation
Ellen M. Knapp, Vice
Chairman/Chief Knowledge
Officer, Coopers & Lybrand
L.L.P.
Eric-Mark Huitema, European
Mobility Client Executive &
Member of the Global ITS
Board IBM
Faqir Kohli, Deputy Chairman,
Tata Consultancy Services, India
Fiorina, Carleton (Carly) S.,
President and CEO, HewlettPackard Company
Dr. Fung, Victor K. , Chairman
of Hong Kong Trade
Development Council;
Chairman of Prudential Asia
Investments Ltd
Gates, William H. , Chairman
and Chief Software Architect of
Microsoft Corporation
Greg Baroni, President, Unisys
Global Public Sector (United
States)
Hellstrom, Kurt, President of
Ericsson
James Goodnight, Chief
Executive Officer, SAS (United
States)
James L. Barksdale,
President/Chief Executive
Officer, Netscape
Communications Corporation
Jari Tammisto, CEO, Mobile
Monday
John Gage, Chief Researcher
and Vice President of Science
Office, Sun Microsystems
(United States)
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John S Chen, Chairman,
President and CEO - Sybase
Joseph W. McGrath, Chief
Executive Officer, Unisys
(United States)
Kambayashi, Tomeo, Chairman
of the Board, NTT Data
Corporation, Japan
Kevin Stanton, President,
MasterCard Advisors
Kim Stevenson, Vice President,
Information Technology Group,
Chief Information Officer, Intel
Corporation
Larry Quinlan, Chief
Information Officer - Deloitte
Lawrence J. Ellison, Chief
Executive Officer, Oracle
Corporation
Linturi, Risto, The Initiator of
Helsinki Arena 2000
Manuel Vexler, Chief
Technology Officer, CopperCom
(United States)
Maria Livanos Cattaui,
Secretary General,
International Chamber of
Commerce
Masaru Takabayashi, Director,
Honda Motor Co., Ltd.
Max Long, President Microsoft
North America
Miau, Matthew, Convener of
NII Civil Advisory Committee,
Taiwan; Chairman of MiTACSYNNEX Group
Michael Capellas, Chairman
and Chief Executive Officer Compaq
Michael Capellas, Former
Chairman and CEO, MCI (United
States)
Michael S. Dell, Chairman/
Chief Executive Officer, Dell
Computer Corporation
MICHEL MAYER, Chairman and
CEO, Freescale Semiconductors
(United States)
Mike Wolfe, Senior Vice
President, CIO, AMD
Mr. A.S. Lakshminarayana,
Vice President & Head Europe
TCS
Mr. Andy Green, CEO, BT
Global Services
Mr. Bill Vass, VP of IT Strategy
& Architecture, SUN
Microsystems

Mr. Dan Elron, Global
Managing Partner,
Communications, ACCENTURE
Mr. Jamie Houghton, Global
Lead Intelligent Transport
Solutions : IBM
Mr. Kumar Parakala, Chairman
IT Advisory KPMG
Mr. Lynn Blodgett , President
and CEO : ACS, Inc., A Xerox
Company
Mr. Martin Lees, SecretaryGeneral Club of Rome
Mr. Michel Fromont, President
& CEO, NEC Computers
International B.V.
Mr. Mike Fries, CEO Liberty
Global
Mr. Paul Otellini, CEO : Intel
Mr. Peter Hayes, VP Public
Sector EMEA, MICROSOFT
Mr. Pierre Hessler, Member of
the Board of Directors :
Capgemini
Mr. Risto Siilasmaa, President
and CEO, F-Secure
Mr. Robert Bishop, Chairman
and CEO, SGI
Mr. Ron de Mos, Managing
Director Business Markets :
KPN/Getronics
Mr. Stephen Elop, President :
Microsoft Business Division
Mr. Thomas Ganswindt, Group
President of Siemens
Information & Communication
Networks, SIEMENS
Mrs. Dr. Pilar del Castillo Vera,
MEP Chair European Internet
Foundation
Ms. Virginia Rometty, Senior
VP Global Sales & Distribution
IBM
Naoyuki Akikusa, President and
CEO, Fujitsu Limited
Narayana Murthy, Infosys
Newstrom, George, Senior
Corporate Vice-President, EDS;
President, Information
Solutions, EDS Asia Pacific;
Chairman of WITSA
NICK DONOFRIO, Executive
Vice President, Innovation and
Technology, IBM Corp (United
States)
Patrick, John, VP, Internet
Technology, IBM Corp. and
Chairman, Global Internet
Technology

PAUL OTELLINI, President and
Chief Executive Officer, Intel
Corporation (United States)
Philip M. Condit, Chairman/
Chief Executive Officer, The
Boeing Company
Risto Linturi, Development
Director / IT Chairman of the
Board - R Linturi Plc.
Roach, Neville, President of
Asian Oceanian Computing
Industry Organization (ASOCIO),
Australia
Robert Danino, Partner,
Wilmer, Cutler, and Pickering
Sekizawa, Tadashi, Chairman,
Fujitsu Limited
Stan Shih, Chairman/CEO/Cofounder, The Acer Group,
Taiwan
STEVE BALLMER, Chief
Executive Officer, Microsoft
Corporation (United States)
Steve Felice, President, Dell
Asia Pacific/Japan
Steve Forbes, President/Chief
Executive Officer, Forbes, Inc.
Steve Rohleder, Chief
Operating Officer, Accenture
(United States)
Storts, William E., Managing
Partner, Global Financial Service
Industry, Andersen Consulting
Takuma Yamamoto, Chairman
Emeritus, Fujitsu Limited, Japan
Thomas Trainer, Chief
Information Officer, Eli Lilly and
Company
Tony Scott, Senior Vice
President and CIO, The Walt
Disney Company (United
States)
Tucci, Joseph M., President and
Chief Operating Officer of EMC
Corporation
William H. Gates, Chairman,
Microsoft
Wim Elfrink,Executive Vice
President, Emerging Solutions
& Chief Globalisation Officer,
Cisco
Young, Robert F., Chairman
and Co-founder of Red Hat Inc.
Yrjö Neuvo, Executive Vice
President - Nokia Mobile
Phones
Ziggy Switkowski, Chief
Executive Officer - Telstra
Corporation
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Government:
Alexander Mora, Minister of
Foreign Trade - Government of
Costa Rica
Datuk Seri Ongkili, Federal
Minister of Science, Technology
and Innovation (MOSTI)
Malaysia
Mr. Torbjörn Fredriksson
Chief at ICT Analysis Section
UNCTAD, Switzerland
Dr. Bruno Ferrari, Secretary of
Economy, Mexico
Dr. Maximus Johnity Ongkili,
Minister of Science, Technology
and Innovation, Malaysia
Dr. Thomas Stelzer, Assistant
Secretary General for Policy,
Coordination and Inter-Agency
Affairs, United Nations
His Excellency the Right
Honorable David Johnston,
Governor General of Canada
Manu Bhardwaj, Senior Advisor
to US Ambassador and
Coordinator, International
Communications and
Information Policy - U.S.
Department of State
Minister Abelgazi Kussainov,
Minister of Transport and
Communications : Kazakhstan
Mr. Detlef Eckert, Director
Lisbon Strategy and Policies for
the Information Society
Directorate General
Information Society and Media,
European Commission
Mr. Lodewijk Asscher , Acting
Mayor Amsterdam
Mr. Tayfun Acarer, Chairman :
Information and
Communication Technologies
Authority, Turkey
Mr. Tony Clement, Minister of
Industry : Canada
Mrs. drs. Neelie Kroes,
Commissioner Digital Agenda
European Commission
Mukhisa Kituyi, SecretaryGeneral - United Nations
Conference on Trade and
Development (UNCTAD)
The Honourable Christian
Paradis, Minister of Industry,
Canada

The Honourable Dina Pule,
Minister of Communications,
South Africa
The Honourable Dr. Wu Mingji, Deputy Minister, Council for
Economic Planning and
Development on Technology,
Taiwan
The Honourable Omobola
Johnson, Minister of
Communications and
Information, Technology,
Nigeria
The Honourable Paulo
Bernardo Silva, Minister of
Communications, Brazil
Tom Jenkins, Executive
Chairman and Chief Strategy
Officer, OpenText
Mr. Sachin Pilot, Minister of
State : Ministry of
Communications and
Technology, India
Mrs. Ann Steward, Chief
Information Officer and
General Manager Australian
Government Information
Management Office (AGIMO)
Department of Finance and
Deregulation, Australia
Dr. Francisco Ros Perán Ph.D.,
Secretary of State :
Telecommunications, EU
Presidency
Mrs. Maria van der Hoeven,
Minister of Economic Affairs,
Netherlands
Ir. Jeroen Fukken, Head of
Directory "Anders Betalen voor
Mobiliteit" : Ministry of
Transport, Public Works and
Water Management
Dr. Max Lay AM, Director:
Connect East & Advisor: Roads
Australia
Bill Clinton, Former US
President
Ivo Ivanovsk, Minister of
Information Society - Republic
of Macedonia
Michael Armitage, Minister for
Government Enterprises Government of South Australia

Richard Alston, Minister for
Communications, IT and the
Arts - Government of Australia
Chambers, John T., President &
CEO, Cisco Systems
Dr. Cowpland, Michael C.J.,
President & CEO of Corel
Corporation
Gilmore, James S. III, Chairman,
U.S. Advisory Commission on
Electronic Commerce
Governor, Commonwealth of
Virginia, USA
Hewitt, Patricia, Minister for
Small Business and ECommerce, UK
LIM Swee Say, Minister of State
for Communications and
Information Technology and
Trade and Industry, Singapore
Dr. Ma, Ying-Jeou Ph.D., Mayor
of Taipei City (Presently
Taiwan’s President)
Dr. Othman Yeop Abdullah,
Executive Chairman,
Multimedia Development
Corp., Malaysia
Rockefeller IV, John D. , United
States Senator from West
Virginia (D) ¡Ð USA
Dr. Yang, Shih-chien, Former
Minister of State and Convener
of NII Steering Committee,
Executive Yuan
The Honorable George Allen,
Esquire (moderator), Former
Governor, Commonwealth of
Virginia; Partner, McGuire,
Woods, Battle & Boothe LLP
Michel Carpentier, Former
Director General, European
Commission for
Telecommunications,
Information Market and
Exploration of Research
Michael Eitan, Minister of
Science and Technology, Israel
Mikhail Gorbachev, Former
President of the former U.S.S.R.
Tan Sri Dato' Dr. Othman Yeop
Abdullah, Executive Chairman,
Multimedia Development
Corporation, Malaysia
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San Xiang Jun, President,
Tianjin Port Free Trade Zone,
People’s Republic of China

Nabil Sha’at, Minister of
Planning, Palestine
Margaret Thatcher, Former
Prime Minister, Great Britain

Dr. Chii-Ming Yiin, Vice
Minister, Ministry of Economic
Affairs, Taiwan

Laboratory for Computer
Science
Dr. Howard Frank, Dean,
Maryland Business School
Dr. Mundell, Robert A., 1999
Nobel Laureate in economics
and Professor of Economics of
Columbia University
Dr. Neal Lane, Director,
National Science Foundation
Dr. Raymond U. Akwule,
Editor, African
Communications, Nigeria
Dr. Thurow, Lester Ph.D.,
Lemelson Professor of
Management and Economics;
Sloan School of Management,
MIT
Fadi Chehadé, President and
CEO - Internet Corporation for
Assigned Names and Numbers
(ICANN)
Jeffrey Sachs, Director, Harvard
Institute for International
Development
Konstantinos Karachalios,
Managing Director - IEEE
Standards Association
Kuo Yun , Vice Chairman/
President, Institute for
Information Industry, Taiwan
Larry King
Lawrence Lessig, Professor of
Law - Stanford Law School

Magee, William P. Jr., DDS,
M.D., Founder, Operation Smile
Inc.
Moises Naim, Editor/ Publisher,
Foreign Policy
Mr. Charles Groenhuijsen,
Former USA Correspondent
NOS News
Mr. Peter Sondergaard, Global
head : Research Gartner
Peter Samuelson, President,
STARBRIGHT Pediatric Network
Nuria Simo, General Manager
and CIO - Inter-American
Development Bank
Omobola Johnson, Minister of
Communication Technology Government of Nigeria
Professor Thomas W. Malone,
Co-director, Massachusetts
Institute of Technology Sloan
School of Management's
"Inventing the Organizations of
the 21st Century" Initiative
Dr. Robert E. Kahn, Chairman,
CEO and President Corporation for National
Research Initiatives (CNRI)
Víctor Lagunes Soto Ruiz, CTO Office of the President,
Government of Mexico

Academia/Media/Other:
Ms. Samia Melhem, Global
Lead, Digital Development, The
World Bank Group, USA
Alan Marcus, Senior Director,
Head of Information
Technology and
Telecommunications Industries
- The World Economic Forum
(WEF)

Andrew Wyckoff, Director OECD Directorate for Science,
Technology and Innovation
Bob Hayward, Senior Vice
President of Operations
Asia/Pacific for Gartner Group
Carlo Ratti, Director, MIT's
SENSEable City Laboratory
Clay Shirky, Writer, Consultant,
and Teacher on New
Technology and Social Media
Don Tapscott, Author, The
Digital Economy: Promise and
Peril in the Age of Networked
Intelligence
Dr. Alan G. Merten, President,
George Mason University
Dr. Bernadine Healy, Dean,
College of Medicine and Public
Health/Professor of Medicine,
The Ohio State University
Dr. Dertouzos, Michael L.
Ph.D., Director of MIT

The Sponsors 1998-2016 (select list)
Business:
Accenture
ACE
ACER Group
ADI Corp.
AIDAAS (Advance Information
Delivery and Access Solutions)
Air Canada
Air France
ALCATEL
Alcatel North America
Alliander
AMD
AMS

Andersen Consulting
ASE Group
ASPECT
ASUSTek Computer Inc.
Avaya
axalto
Basis Bay
Bell
BMC Software (Taiwan) Ltd.
BMW
Boeing
British Telecom
BusinessACT

Byte
CACI
Canarie
Canieti
Canon
Capgemini
Castletop Capital
CentralIT
CGI
China Airlines
China Data Processing Center
China Steel Group
Chroma Ate Inc.
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Chunghwa Telecom Co., Ltd.
CIOnet
Cisco
Cisco Systems Taiwan Ltd.
CiTRIX
CMC Magnetics Corp.
Compaq
Compaq Computer Taiwan
Limited.
Crestar Financial Corporation
CSA
CSC
CyberLink Corp.
Dassault Systèmes
DBTEL Inc.
Dell
Deloitte
Delta Electronics, Inc.
Deltares
DMR Consulting
DynCorp
Eastern Multimedia Group
EDS
EMC Computer System Ltd.
EMSI
Ericsson Taiwan Ltd.
Eten Information Systems Co.,
Ltd
Etron Technology, Inc.
EVA Air
EWA
Far EasTone
Telecommunications Co. Ltd.
FDC Technologies, Inc.
Federal Express Corp.
Firstin Wireless
Freenet
freescale
Fuji Xerox
Fujitsu
Fujitsu FIP Corporation
GALAXY Software Services, Ltd.
Globlink Technology Inc.
Google
GVC Corp.
Harris Corporation
HarvestRoad
Hewlett-Packard Taiwan Ltd.
Hitron Technology Inc.
Hon Hai Precision Industry Co.
Ltd.
IBM
IBM Taiwan Corporation
ICG
IDEAL
Ignition Design
Industrial Technology Research
Institute (ITRI)
InfoPower Corporation

Infoserve TechnologIy Corp.
infosys
Institute for Information
Industry (III)
inSynchro
Integrated research
Intel
Intergraph
International SEMATECH
INVENTEC Corp.
IRIS
KIOSKMEDIA
KLM
KPMG
KPN
KYE Systems Corp.
Lee & Lee Communications
LEO Systems, Inc.LEO Systems,
Inc.
LEXUS
Limkokwing
LITE-ON Group
Logica
Logius
MACRONIX International Co.
Ltd.
Manpower
McGuire Woods, Battle &
International
MexicoIT
Microsoft
Microsoft Taiwan Corp.
Microtek International Inc.
Ministry of Foreign Affairs
(Taiwan)
Mirle Automation Corp.
MiTAC-SYNNEX Group
MOL
MONASH
Montblanc Distributors Limited
Taiwan Branch
Motorola
Motorola Electronics Taiwan,
Ltd.
NASDAQ
NCL Solutions Sdn Bhd
nclude
Northern Virginia Technology
Council (NVTC)
Northrop Grumman
OHM
OpenText
Oracle
Oracle Corporation
Ordina
Panasonic Systems Sales
Taiwan Co., Ltd.
PenDrive
Phoenixtec Power Co., Ltd.

PICVUE Electronics, Ltd.
Playford Centre
PricewaterhouseCoopers
PricewaterhouseCoopers,
Taiwan
protech
Qualcomm
Quanta Computer Inc.
Rainbow Technologies Rainbow
Red Hat
REDtone
RF-LINK Systems Inc.
RIM
Samsung
SAP
sas
SaskPower
Sasktel International
SBC Communications
SIDN
Siemens
Siemens Telecommunication
Systems Ltd.
Siliconware Precision Industry
Co. Ltd.
SkyLAN Wireless
Communications, Inc.
Softchoice
SOFTSTAR Entertainment, Inc.
Softworks
SOLOMON Group
Sprint International
SSHRC
Summit Computer Technology
Co., Ltd.
Sun Microsystems
Sunplus Technology Co., Ltd.
Sybase
Syscom Engineering Co.
SYSTEX Corporation
Tailyn Communication Co,. Ltd.
TAIPEI BANK
Taipei MRT Company
Taiwan Semiconductor
Manufacturing Co., Ltd.
Tata Communications
Tata Consultancy Services
Tatung Co.
Telstra
Telus
The Nasdaq-Amex Market
Group
Tibco
TIBCO Software, Inc.
Tokyo Electron
Trend Micro Inc.
Triton Ventures
Ulead Systems, IncUlead
Systems, Inc.
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UMAX Data Systems, Inc.
UMC
UNiSYS
unisystems
Unit4
United Airlines

UNOS
UPC
VIA Technologies, Inc.
Viasoft
Virginia Power
Washington Gas

Weber Shandwick
Wells Fargo Bank
Winbond Electronics Corp.
WorkCover Corporation
Xerox

Gouvernement du Québec
(Ministère des Affaires
municipales et des Régions and
Ministère des Finances et de
l’Économie)
Government of Canada
Greater Austin Chamber
InHolland
Invest Australia
Invest in Canada
Investissement Québec
investPenang
Loudon County, Virginia (USA)
Malaysia Connekt
MDeC (Malaysia)
MexicoIT
Ministry of Economic Affairs
(Taiwan)
Ministry of Economic Affairs
(Netherlands)
Ministry of Economic
Development and Innovation of
Ontario (MEDI)
Ministry of Foreign Affairs
(Netherlands)
Ministry of Health, Welfare &
Sportt (Netherlands)

Ministry of Interior and
Kingdom Relations
(Netherlands)
Ministry of Interior Public
Administration and
Decentralization (Greece)
National Science Council,
Executive Yuan
NOIE (National Office for the
Information Economy,
Australia)
NTiS (USA)
Opportunity Austin
Outsourcing Malaysia
Queensland Government State
Development (Australia)
Schiphol
Scottish Trade international
South Australia
State of Texas
TA (U.S. Technology
Administration)
Taipei City Government Information Center
Tourisme Montréal
U.K. Trade & Investment
Washington Technology

Government:
acgt (Asiatic Centre for
Genomic Research)
Adelaide City Council
Arlington County, Virginia (USA)
Austin Technology Council
AUSTRADE
City of Amsterdam
City of Austin
City of Austin
Commonwealth of Virginia
Council for Cultural Affairs,
Executive Yuan
Defensie (Netherlands)
Department of
Communications, Information
Technology and the Arts
(Australia)
Department of Industry and
Technology (Australia)
DSTO (Department of Defense,
Australia)
Enterprise Saskatchewan,
European Commission
European Social Fund
Export Development Canada
Fairfax County Economic
Development Authority
(FCEDA)

Media Partners:
ACN Newswire
Astral
astro
Austin Business Journal
Backbone
Banking Review
Berita Harian (Malaysia)
BusinessWeek
CIO
CNBC
CNN
Computerworld
Financial Review (Australia)
Fortune
IMERISSIA S.A. (Greece)
InterComms
IT in Canada
La Presse
Nanyang Siang Pau

National Court Reporters
Association (USA)
New Straits Times (Malaysia)
OIC Today
PC.com
Star
The Economist
The Globe and Mail
TheEdge (Malaysia)
TIME
TV3 (Malaysia)
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Additional Information
WCIT 2014 (“Creating Collaboratively the Digital Age”)
Held September 29 to October 1, 2014 at the Expo Guadalajara Convention Center; Guadalajara,
Jalisco, Mexico. This spectacular was attended by 2,671 delegates from 49 countries. It offered a highlevel program featuring 107 speakers participating in 14 panels, 10 keynotes, 14 workshops and 11
special events. The exhibition area had 11 international pavilions, 52 exhibitors from the IT industry
and more than 1,000 business meetings took place during the congress.
WCIT 2014 featured several key international institutions, including:

•
•
•
•
•
•
•
•
•
•
•

United Nations Conference on Trade and Development (UNCTAD)
Inter-American Development Bank (IDB)
World Bank
Internet Corporation for Assigned Names and Numbers (ICANN)
United Nations Economic Commission for Latin America and the Caribbean (ECLAC)
World Economic Forum (WEF)
United Nations Educational, Scientific and Cultural Organization (UNESCO)
World Health Organization (WHO)
Organization for Economic Cooperation and Development (OECD)
Institute of Electrical and Electronics Engineers (IEEE)
Territories of Tomorrow Foundation (Living Labs)

A short list of some of the key speakers of WCIT 2014 include:

•
•
•
•
•
•
•
•
•

Alan Marcus, Senior Director, Head of Information Technology and Telecommunications Industries
The World Economic Forum (WEF)
Alexander Mora, Minister of Foreign Trade
Government of Costa Rica
Andrew Wyckoff, Director
OECD Directorate for Science, Technology and Innovation
Bill Martin, Chief Information Officer
Royal Caribbean Cruises Ltd.
Fadi Chehadé, President and CEO
Internet Corporation for Assigned Names and Numbers (ICANN)
Gary Beach, Publisher Emeritus
CIO Magazine
Ivo Ivanovski, Minister of Information Society
Republic of Macedonia
Konstantinos Karachalios, Managing Director
IEEE Standards Association
Larry Quinlan, Chief Information Officer
Deloitte

This document is the property of the World Information Technology & Services Alliance (WITSA)
It is a proprietary document intended for WITSA members ONLY. Copyright 2016 WITSA

•

•
•
•
•
•
•
•
•
•

Manu Bhardwaj, Senior Advisor to US Ambassador and Coordinator, International Communications
and Information Policy
U.S. Department of State
Mukhisa Kituyi, Secretary-General
United Nations Conference on Trade and Development (UNCTAD)
Nuria Simo, General Manager and CIO
Inter-American Development Bank
Omobola Johnson, Minister of Communication Technology
Government of Nigeria
Robert E. Kahn, Chairman, CEO and President
Corporation for National Research Initiatives (CNRI)
Robert Pepper, Vice President, Global Technology Policy
Cisco Systems
Víctor Lagunes Soto Ruiz, CTO
Office of the President, Government of Mexico
Vida Ilderem, Vice President, Director of the Integrated Platform Research
Intel Labs - Intel Corporation
Walda W. Roseman, Chief Strategic Communications Officer
Internet Society (ISOC)
William A. Yasnoff, CEO and President
Health Record Banking Alliance

At the conclusion of WCIT 2014, WITSA issued the Declaration of Global Collaboration WITSA’s 19th
World Congress on Information Technology, Guadalajara, Mexico. The Declaration calls upon each
individual and stakeholder group to commit to building an inclusive Digital Age, by playing a
collaborative role in the evolving Digital Age. The ICT Industry will continue to be actively engaged in
addressing impediments of infrastructure, affordability, accessibility, protection and security.
Governments are asked to develop digital agendas, enabling regulations and legal frameworks,
equitable taxation models and market rules. Governments should also embrace ICTs and to consider
them at the core decision-making. Governments and industry must cooperate to establish equitable
partnerships in building and sustaining a viable ICT industry in order to better serve societies.
International organizations are encouraged to continue investing and funding ICT development,
especially in emerging economies, and to open up a closer relationship with the ICT industry. The model
of transparent, open multistakeholder structures and processes, which is working successfully to enable
effective governance of the Internet, is an example of successful collaboration based around consensus
to achieve constructive public policy outcomes. The Congress asks governments, educational institutions
and industry to close the global skills gap by providing employment opportunities to young people
around the globe, and to enhance employment opportunities for women in all roles, while meeting
industry and market demands. All delegates are encouraged to work diligently to address the challenges
that the vast growth of information itself presents through big data; the application of data analytics
and artificial intelligence. WCIT2014 underscored the need for these opportunities to be exploited
responsibly and transparently, and not as tools to subjugate individual and societal rights.
The Guadalajara Declaration is posted at http://witsa.org/witsa-wp-site/wpcontent/uploads/2013/10/Guadalajara_Declaration_2014_FINAL.pdf
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On the final day of the WCIT 2014, WITSA announced that six private and public sector organizations
from four different countries were selected to receive the 2014 WITSA Global ICT Excellence Awards.
These Awards were presented at the World Congress Gala Dinner on September 30, 2014 (see the press
release: http://witsa.org/witsa-wp-site/wp-content/uploads/2014/10/2014AwardsPR_final.pdf).

WCIT 2012
Economic Impact and Legacy of the World Congress on Information Technology 2012 in Montréal,
Canada.
The World Congress on Information Technology (WCIT 2012) took place in Montréal, Canada from
October 22 to 24, 2012. The event brought together 2,500 participants, including delegates and
exhibitors, from 62 countries at the Palais des congrès de Montréal for a three-day conference under
the theme of “ONE Vision or a Global Digital Society”. The program, developed by Anthony D. Williams,
was extremely well received by the information and communication technology (ICT) community: over
75 keynotes and panelists took the stage including Larry King who chaired a roundtable of senior ICT
executives. Don Tapscott was also onsite as WCIT 2012 host to integrate the many conversations and
make sense of the different perspectives about the digital society.
“The economic impact of the WCIT 2012 Congress was evaluated at 5.5 million dollars for the city of
Montréal and the province of Québec. The success of WCIT 2012 contributed to the spread of Montréal
as potential host for other major events in the ICT sector: the Palais des congrès de Montréal and Fira
Barcelona as a result made an agreement to jointly develop a new and yearly international event that
would complement existing ICT forums that take place there and around the world.
While WCIT 2012 offered a unique occasion to discuss, with a global audience, the opportunities that ICT
applications offer, the Congress also created business opportunities for entrepreneurs. The legacy of
WCIT 2012 includes:
•

•

•

•

a Digital River Showcase, which profiled 60 Canadian companies through Augmented Reality
technology. A virtual replication of the Digital River would be available on ITAC’s website and
therefore continue to promote Canadian technologies in a unique format;
the c200 Investment Forum, held in partnership with Export Development Canada, introduced
Canada’s next generation of ICT exporters to international investors. C-level representatives from 25
foreign and domestic investment companies were invited to present their investment strategy and
portfolio to a select group of Canada’s smartest and most innovative early-stage technology
companies. The c200 Forum allowed Canadian companies to meet with hard-to-reach senior
investment executives who, altogether, represented 2 billion dollars in venture capital. Moreover,
the distinctive format of the c200 let start-ups gain insight into international partnership
possibilities;
a B2B and networking platform that allows delegates to develop multinational contacts. Held in
partnership with TechnoMontréal, over 300 structured meetings took place during the B2B event.
Hundreds of additional meetings were conducted throughout the Congress between sponsors and
participants. The B2B platform remains available for delegates who wish to pursue informal
networking and international partnership opportunities.
The Declaration of Montréal in which the World Information Technology and Services Alliance
(WITSA) commits to work with all governments, stakeholder organizations and business leaders to
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support initiatives that enable access to the Internet as an open and neutral communications
platform so that every citizen can benefit from it.
WCIT 2012 was made possible with the support of many sponsors. The organizing committee of WCIT
2012 would like to thank the following organizations: Air Canada, AMD, Assespro, Avaya, Bell, Canarie,
Canieti, Canon, Cessi, CGI, CISA, Cisco, Dassault Systèmes, Dell, Enterprise Saskatchewan, Export
Development Canada, Firstin Wireless, Google, Government of Canada, Gouvernement du Québec
(Ministère des Affaires municipales et des Régions and Ministère des Finances et de l’Économie), IBM,
ICTAM, Intel, Invest in Canada, Investissement Québec, ITAC, Microsoft, Ministry of Economic
Development and Innovation of Ontario (MEDI), OpenText, Outsourcing Malaysia, RIM, SAP, SaskPower,
Sasktel International, Softchoice, SSHRC, Tata Communications, Telus, Tibco, Tourisme Montréal, Xerox.
Media partners include Astral, Backbone, the Globe and Mail, IT in Canada and La Presse.
At the conclusion of WCIT 2012, WITSA issued the Declaration of the 18th World Congress on
Information Technology on enabling access for all (“The Montreal Declaration”). In the Declaration,
WITSA committed to working with all governments, stakeholder organizations and business leaders to
develop ways and means for ICT and digital technologies, their application and benefits to be available
to all. The Declaration drew on the central theme of discussions and presentations held during the
World Congress, as well as the associated World Tech Jam, held in June, which attracted over 11,000
participants. It also reflected the experience of thousands of ICT companies that are part of the network
of national ICT industry associations constituting WITSA.

The Declaration was WITSA’s fourth, drawn from its program of annual summits and congresses and
built on the 2009 Bermuda Declaration1, the 2010 Amsterdam Declaration2, the 2011 Guadalajara
Declaration3 as well as WITSA’s 2011 Policy Actions to Deliver the Promise of the Digital Age4, which
consolidated this experience and identified recommended policy actions for national governments and
multi-national institutions; actions that will help harness the capability of the global ICT industry to
deliver the benefits of a truly digital age. The Montreal Declaration is posted at
http://www.witsa.org/MontrealDeclaration_FINAL.pdf.

WCIT 2010
Between 25-27 May 2010, WITSA's 17th World Congress on IT (WCIT 2010) brought together more than
4,000 executives, government leaders and academics from over 90 countries. Pre-congress events were
held on Sunday, May 23rd and Monday, May 24th. WCIT 2010 included key business meetings, business
and science visits and numerous social events Back in 2006, as part of the bid, ICT~Office developed the
theme “Challenges of Change”. ICT as enabler of innovation was considered to make a decisive
contribution to the challenges everybody faces. WCIT 2010 therefore was focused on the use and
applications of information technology instead of the technology itself.

1

The Bermuda Declaration (link; see WITSA website)
The Amsterdam Declaration (link; see WITSA website)
3 The Guadalajara Declaration (link; see WITSA website)
4
Publication: "Policy Actions to Deliver the Promise of the Digital Age" (link; see WITSA website)
2
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WCIT 2010 was hosted by the Dutch trade association ICT~Office, co-hosted by the Dutch Ministry of
Economic Affairs and the City of Amsterdam, and supported by the European Commission. WCIT 2010
was an official event of the Spanish Presidency of the European Union. Amsterdam RAI was the venue
for WCIT 2010. This 87.000 square meters complex is one of Europe’s premier venues for major
international events. The World Congress on Information Technology provided opportunities for the
delegates to share, learn and look ahead. Through this sharing of vision, and inspired by the many
stories of successes large and small, the participants learned to face up to the challenges of change.
For WCIT 2010, the central theme Challenges of Change had been carefully developed. This ‘challenge’
reflected the sense of urgency that was felt by politicians, policy makers, companies and citizens, all
seeking for ways to provide ICT with a prominent role to fight the economic crisis and the economic
recovery package in Europe and in the rest of the world. In three days, the Challenges of Change were
discussed by over 250 speakers from all over the globe. On the agenda of WCIT 2010 were issues of both
European and global importance, such as energy, water, life and mobility. Also the European Digital
Agenda was presented to a global audience by Commissioner Kroes for the first time.
The grand opening of WITSA’s 17th World Congress on Information Technology was the first meeting of
minds with among others Commissioner Kroes, CEO Paul Otellini of Intel, SVP Virginia Rometty of IBM
and Secretary General Martin Lees of the Club of Rome. The Grand opening was the thrilling kick-off of
the summit. Each day of the program was a combination of plenary sessions with outstanding key note
speakers like CEO Mike Fries of Liberty Global, Board member Pierre Hessler of Capgemini, President
Stephen Elop of Microsoft and HRH the Prince of Orange. Delegates could meet at breakout sessions,
round table and forum discussions as well as enjoying the pavilions and the hospitality facilities.
During the closing session the Declaration of Amsterdam was presented by the Dutch Minister Van der
Hoeven (Economic Affairs). This declaration, subtitled 'The Digital Road to Recovery', spelled out
commitments to direct the use of ICT to stimulate economic growth and addressed key societal
challenges such as climate change, healthcare and quality of life. To turn the Declaration into action the
WCIT the website http://doa.wcit2010.org was developed. This website also contained an Action Forum
to engage a wide range of stakeholders, ranking over 100 initiatives from all over the globe. The
Declaration of Amsterdam and its Call for Action were a first step towards implementing the Granada
Ministerial Declaration and the EU Digital Agenda and was recommended for support by the G20
countries at their summit in June 2010 in Toronto, Canada.
Themed pavilions offered WCIT 2010 visitors opportunities for corporate networking and possibilities to
get inspired by showcases in all WCIT 2010 tracks. All delegates were invited to the Welcome reception
at the Amsterdam Picnic. At the WCIT dinner offered by the Dutch government the winners of the
WITSA awards were honored. The official WCIT crystal was handed over on 27 May 2010 during the
closing ceremony to the hosting city of the 2012 World congress on IT: Montreal, Canada.

WCIT 2008
The following are some of the key outcomes from WCIT 2008:
1.

WCIT 2008 achieved the following:
- 80 institutional partners (sponsors);
o Garnered more than US$10 million of sponsorship in cash and in kind.
- 92 participating countries;
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-

105 speakers;
3,313 delegates;
More than 50,000 participants (delegates, participants and expo visitors); and
100,000 square feet of exhibition space.

2.

Identified Business Opportunities:
Over 800 business meetings were held over the duration of WCIT2008 and its Related Events.
a) Over RM 1.24 Billion of business opportunities for Malaysian ICT solutions were identified
through these meetings
b) RM2.0 Billion worth of potential investments were identified through these meetings

3.

Sales and Investments Secured:
- Over the duration of WCIT2008 and its Related Events, there were 22 contract agreement
exchange and we secured total sales and investments worth RM8.3Billion
- Creating more than 20,000 jobs.

4.

Delegate Figures
a) WCIT2008 registered 3,313 delegates from 92 countries (~30% are delegates from other
countries)
b) There were 539 media delegates out of the 3,313 WCIT 2008 delegates
WCIT 2006
The 15th World Congress on IT drew over 2,000 delegates from over 80 countries – the largest and most
diverse World Congress Delegation since the inception of the event in 1978 – joined us in Austin to debate
and chart the future course of the global ICT industry. Even before WCIT 2006 placed Austin firmly on the
global IT map, the State had long served as a uniquely compelling, business friendly gateway to the diverse
markets of the Americas – including the Canada, Mexico and Latin America. Texas Governor Rick Perrty
championed the 2006 WCIT as “the most important business forum ever held in Texas”.
Two major themes clearly emerged during the course of the 15th World Congress on IT: Transition and
opportunity. General Colin Powell mentioned them; as did John Gage, Nick Donofrio, Don Tapscott, and
Nicholas Negroponte. As innovation fuels the accelerating state of transition in the technology sector, the
result is an environment of unprecedented opportunity.
WCIT 2006 Global Impact Program Policy Recommendations: At the 15th World Congress on
Information Technology, nine policy proposals were adopted by the Delegates and The World
Information Technology and Services Alliance (WITSA) to global leaders in technology, government and
academia. The following Policy Recommendations were adopted in the areas of Privacy and Security,
Digital Access, and Healthcare in the 21st Century:
Digital access:
1. As delegates we should reformulate our digital initiatives to focus on how to use technology to
empower people and to meet real social or business needs, rather than focusing on broadening
access for its own sake.
2. Our digital initiatives should only move forward after they have taken 5 key elements into account infrastructure, local content, government policy, knowledge and skills, and enterprise.
3. Digital initiatives should be developed co-operatively. The public, private and non-profit sectors
should come together to negotiate joint strategies that meet their own goals as well as produce
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tangible results that benefit the greater good. We see a five year window of opportunity for
redefining these priorities to achieve results.
Privacy and security:
1. The international businesses and government communities must collaborate to define and promote
global standards for the development of internationally trusted and interoperable baseline
electronic credentials used to authenticate, with appropriate levels of assurance, a person’s identity.
Organizations should be able to incorporate credentials based on these standards into both new and
existing instruments of identity authentication—such as e-passports, national ID cards, driver’s
licenses, and credit cards.
2. Standards for electronic credentials must be built on the business uses for authentication and not
just the underlying core technologies. They should promote common approaches for how
organizations across different industries create credentials and use them within their various
business and government operations. Therefore, standards must address data elements, verification
procedures, and management requirements necessary to create credentials protected by design and
ongoing maintenance from tampering and misuse. Standard practices must accommodate varying
organizational identity management requirements ranging from one- to three-factor authentication.
3. To address privacy concerns and create a climate of consumer confidence and trust, organizations
issuing electronic credentials must demonstrate and publicize the safeguards used to protect an
individual’s personal information. Furthermore, organizations need to adhere to a code of conduct,
based on best practices, which requires them to clearly define and present to the public the uses of
and benefits from electronic credentialing prior to requesting any personal data necessary to create
these instruments.
Health Care in the 21st Century:
1. As delegates we should seek to accelerate the deployment of technologies in the delivery of
healthcare outside of the traditional hospital mainframe.
2. Interoperable, standardized technologies within traditional points of care are critical to improving
the quality and reducing the cost of healthcare.
3. We propose that steps be taken to steps to contribute to the reporting of real-time, real-place
health information – a new cartography of global health.

WCIT 2004
Athens, Greece, was the gathering place for more than 2,000 delegates - representing 67 countries attending the biennial World Congress on Information Technology on May 19-21, 2004. The program
featured top level speakers from the IT and telecommunications industry, as well as from the
government and academic sectors. In addition, WITSA presented its biennial Global IT Excellence
Awards, honoring seven organizations from around the world whose use of information technology has
exhibited exceptional achievement within three broad categories: Public Sector Excellence, Private
Sector Excellence, and Digital Opportunity. In addition, a Chairman's Award was presented.

Keynotes by Prof. Nicholas Negroponte of MIT Media Lab, Dr. Vinton Cerf of MCI, Robert Bishop of SGI,
Michel Fromont of NEC Computers International B.V. and Mr. Risto Siilasmaa, of F-Secure, and many
others were collectively once-in-a-lifetime treasures.
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More than 2.000 participants from 67 different countries attended the WCIT 2004, 1.200 of whom where
Congress Delegates, and 160 Greek and International reporters covered the Congress proceedings. There
was also significant participation of several Public Sector and Government Officials. However, the most
impressive presence was the "e-participation" of Internet users the world over, who followed the
Congress, works and developments electronically. Since the beginning of the year and up until the eve of
the WCIT 2004 (Monday 17th May) more than 22.400.000 hits were recorded at the Congress Site; 392.000
of which were recorded during the Congress week alone (17-23 May 2004). The number of Sponsor
Companies reached 46 and there were 11 WCIT 2004 Supporters.
Ministers and Government Officials also met in Athens, Greece on May 19-21, 2004 within the
framework of the 14th World Congress of information Technology (WCIT2004) and exchanged views on
the technological developments for eGovernment. Considering the principle topics of the e-Government
session, the Ministers and Government Officials concluded a “Political Leaders Declaration on
Technological Developments in the service of the citizen”.
WCIT 2002
The XIII World Congress on Information Technology held in Adelaide, Australia was an extremely
successful event, even in the midst of the global economic slowdown at the time. Over 1800 delegates
from 55 countries attended, including 150 members of the press. The US delegation was over 120.
WCIT 2002 and IT Business Forum focused global attention on South Australia’s IT capabilities. The
benefits of hosting the five-day combined event was summarized as follows:
•
•
•
•
•

The event attracted 1800 delegates – 300 more than forecast – including about 570 people from
overseas.
The economic benefits to the State are reported to be between $12 million to $15 million.
Twenty trade delegations visited Adelaide during the event, including business leaders from the
key markets of Japan, China, Malaysia, Taiwan, France, the UK, USA and New Zealand.
Trade deals negotiated following the IT Business Forum have the potential to result in $8.95
million in export sales.
The South Australian Government is involved in ongoing investment discussions with 17
International companies.

Highlights included addresses by Australian Prime Minister John Howard and former US President Bill
Clinton, and outstanding presentations by CXO's by Bob Bishop of SGI, John Chen of Sybase, Craig
Mundie of Microsoft, Ram Ramadori of TCS, Doug Elix of IBM, and N.R. Murthy of Infosys.
During the Congress Gala Dinner, WITSA awarded its seven top global user awards, with the Chairman's
Award going to NYC.GOV, as selected by then Chairman George Newstrom from among the hundreds of
nominees.
Two years in the planning, and by far the highest profile event to be staged in the city, the World IT
Congress was dominated the headlines - and city life – throughout the last week of February 2002. The
WCIT's success was built on the caliber of the speakers, especially a phalanx of top-notch Americans,
agreeably armed with very fresh thoughts, such as Stephen Younger, director of the US Defense Threat
Reduction Agency, the venerable John Gage, chief scientist at Sun Microsystems, Craig Mundie, CTO at
Microsoft, EDS's George Newstrom, newly made secretary of technology for the State of Virginia, plus a
sprinkling of Adelaide-born 'Americans' which included Bob Bishop of Silicon Graphics and Doug Elix,
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boss of IBM Global Services. Notables from Asia-Pacific were Lee Kwok Cheong, the firm and businesslike chief executive of Singapore's National Computer Systems, David Tan, charming and insightful head
of the pioneering Net-led Bank of Singapore, and Peter Lo, the well connected CEO of Hong Kong's
Science and Technology Park network.
The nearly 2,000 attendees at the WCIT in Adelaide were given a veritable feast of new ideas, fresh
information and exciting new evidence of a plethora of trends. Perhaps the most pivotal event was the
launch of the first 3G network in the southern hemisphere, which took place before a large audience at
the Adelaide Convention Centre. Launched by M.Net, a consortium of IT and telecoms companies
including Australia's national telecoms provider Telstra, the 3G system is unusual in that it combined the
services of traditional carriers with 802.11b wireless technology - in a bid to solve the problem of the
broadband 'last mile'.
Far removed from the ambitions of 3G telecoms giants was an event held immediately before the
congress which displayed an outpouring of new technology -from a shoal of tiny companies. Two days
before the congress opened on Wednesday, February 27th, the organizers showcased 35 of Australia's
best small IT companies - winners of a national SME competition that attracted 217 entrants. Indeed,
most of the presentations were packed out.
When the conference began, two themes predominated: IT security and the hot issue of whether the IT
sector was truly delivering the productivity gains promised. On the first issue, the caliber of speakers
assembled was exceptional - and very well informed. Pindar Wong, chairman of Hong Kong-based
security company Verifi said a recent report by security consultants Riptech revealed for the first time
some of the metrics behind e-security breaches. The study is claimed to be 'the first large-scale study to
analyze Internet attacks based on actual empirical attack data that has been consistently collected and
analyzed over an extended period of time'. Next up was Phil Reitlinger, of the US Defense department's
cybercrime unit, who said e-crime very often had an international element to it. He emphasized that
"the best e-security in the world, though needed, is not sufficient."
A much awaited speaker was Howard Schmidt, vice chairman of the US President's Critical Infrastructure
Protection Board, which was established in Oct 16 last year as the senior inter-agency group responsible
for overseeing security performed by the 26 different national agencies.
The second main theme of the congress - was the extent to which IT was succeeding or failing to deliver
on its promises, especially bottom-line productivity, and this provoked much greater levels of
disagreement.
On the last day of the conference John Gage, chief scientist at Sun MicroSystems, gave a fascinating talk
of the future commercial potential of a system which unified 3G with high-level storage and GIS
mapping techniques linked to real-time satellite observation.
WCIT 2000
2000 World Congress Draws 1,790 Participants from 86 Countries: The 2000 World Congress on IT was
a resounding success in terms of content, speakers, attendance and media coverage. Termed by many
as “the best World Congress ever”, the event was officially opened by Newly-elected R.O.C. President
CHEN, Shui-bian, who emphasized Taiwan's wish to become a "Green Silicon Island," and wished that
"future generations will enjoy not only highly developed technology, but also a clean, healthy
environment." The event was attended by an incredible 1,790 high level private and public sector
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delegates from 86 countries. 195 were from the U.S. 157 from Japan, 71 from Malaysia, 57 from
Australia, 44 from Singapore and many more from countries around the world. There were 110
international members of the media, spanning 13 countries, including many of the best-known networks
– such as BBC, Bloomberg, CNBC, CNN, the Asian Wall Street Journal and others. 350 local media
representatives further added to a world-class coverage of the event.
A total of 30 world-renowned speakers gathered in Taipei, including John Chambers, President and CEO
of Cisco Systems, who informed the audience that, "[the Internet] is going to change every aspect of our
lives." Carly Fiorina, President and CEO of Hewlett Packard reminded the audience, "We can fail to
achieve the promise of this revolution if we fail to remember that this revolution is about people." And,
Bill Gates, Chairman and Chief Software Architect of Microsoft said that what needs to be done, "is to
change the Internet to be more of a platform, not simply a presentation network." In all, speakers at the
WCIT2000 set forth the blueprint for the future of IT - making a better world.
At a special transition ceremony, the World Congress also saw the inauguration of George Newstrom as
the new Chairman of the World Information Technology and Services Alliance (WITSA), replacing Robert
Laurence after eight years of dedicated service for the IT industry (see separate article).
WCIT 1998
The World Congress on Information Technology (WCIT), held at George Mason University from June 21
to 24, 1998, was the premier event of the year for senior-level information technology executives
worldwide to meet and establish business relationships, explore worldwide markets, and listen to
customer perspectives. George Mason University proudly welcomed the 1998 World Congress on
Information Technology to its campus in Fairfax, Virginia. More than 1,900 information technology and
business leaders from 93 countries gathered at George Mason for a series of lectures, gala events, and
exhibits.
The calibre of the speakers was exceptional – Michael Gorbachev, Margaret Thatcher, Michael Dell, and
Larry Ellison, among other discussed the evolution of technology and the future of the industry. The news
media paid attention with more than 200 journalists covering the event and resulting in an estimated 105
million impressions around the world.
In the words of then Microsoft President & CEO Bill Gates, “Congratulations on the most successful World
Congress on Information Technology that has ever been held. Bringing together the global business
community to focus on the future of information technology and how we can better serve customers as
you are doing this week in Fairfax County, is an important task. We at Microsoft are proud to be part of
the information technology revolution and commend you and the attendees from all over the world for
your efforts”.
The WCIT 1998 exhibits covered the themes, “Strengthening the Workforce”, “Building Tomorrow's
Workforce”, “Electronic Commerce”, “Partnerships in New Knowledge”, “GMU Worldwide”, “Internet 2
Deployment”, “Data Mining”, and “Using Technology to Create and Preserve Great Dance”.
The 1998 World Congress on IT raised the profile of Fairfax County nationally and internationally and
provided an entrée to business communities throughout the world. The County’s reputation as a
technology center was also increased. Toshiba Corp., one of the world’s leading technology firms,
expanded its consulting business by opening a consulting office in Fairfax County in May 1999. This was a
direct result of contacts made at WCIT 1998. Toshiba America Information Systems, Inc. was the third
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technology firm to make investment plans in Fairfax County as a result of WCIT 1998. Tata Infotech, the
second largest software firm in India, and Sytel, a leading systems integrator, both announced plans to
open offices in Fairfax County as well. The Minolta Corporation selected Fairfax County in June 1998 as
the site for a new research and development office.
Moreover, Fairfax County’s hospitality industry reaped millions of dollars in benefit from the County
hosting the 1998 World Congress on Information Technology. An estimated $15 million was infused into
the economy from WCIT 1998 from the more than 1,300 technology executives who stayed at County
hotels, shopped in the retail establishments, and dined in the County restaurants.

End of Document
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The Global Skills Gap and the Changing Nature
of Work and their Impact on the Digital Age
Synopsis
In 2017, the state of the Global Skills Gap and the Changing Nature of Work in the Digital Age
are underpinned by the following facts:
1.

The degree and severity of skill gaps and the nature of work vary widely based on national
economic, cultural and environment conditions.
2. There is a global shortage of skilled workers. No country has more skilled, digitally trained
workers than they have jobs for.
3. The global skills gap is growing and is extremely expensive both for businesses and
society as a whole.
4. As the Fourth Industrial Revolution gathers momentum, the very nature of work is radically
changing; thus, affecting skill requirements.
5. The global aging populations are shrinking tax revenues; putting pressure on younger
generations to fill the gap.
6. Super-specialized skill sets are being sought after globally. Humans, machines and robots
will increasingly compete for this type of work.
7. In most countries youth unemployment is very high.
8. The Digital Age is requiring new sets of skills and adoption of new models of public
education that emphasize coding, programming and computer science must be adopted
9. The rate of innovations is creating the need for new skills to be delivered faster than the
rate of educational responses.
10. Many people are clinging to the Industrial Age concept of jobs; while seismic plates shift
the grounds requiring Digital Age skills.

11. Female are underrepresented in Science, Technology, Engineering and Math, thus
stymying their employment within the Information, Communications and Technology
industry and ICT related job opportunities.
12. Younger generations have different expectations from employment and the workplace than
older generations. These expectations will widen as contingent work becomes the global
norm.
13. Contrary to popular belief, the Digital gap is widening, putting pressure on countries to
catch up. Public education must adopt new approaches to lifelong learning.
14. Some countries are progressing faster and realizing more benefits from Digital
technologies than others.
15. Employers are increasingly struggling to find the skills they need among the global talent
pool; thus, driving up wages and benefits.
16. Employers are finding it more and more difficult to hire and retain qualified talent.
17. Technology disruptions create more jobs than they take away, leaving opportunities for
people to be re-skilled.
18. Competition for those with the in-demand skill sets is booming; while those without the
necessary training are finding it harder than ever to find jobs.
19. New approaches are emerging to address new skill requirements and the nature of work.
20. A large number of jobs being performed today will no longer exist in the near and distant
future.
21. Often ignored when discussing the Global Skills Gap and the Future of Work are
cognitive/non-cognitive skills (soft skills) necessary for success. These skills consist of
subjects such as teamwork, empathy, interpersonal relationships, commitment and work
ethics. In the Digital Age these skills are not stressed but much in demand.

About WITSA
WITSA is a global consortium of leading ICT industry association members from over 80
countries/economies.
As the leading recognized voice of the global ICT industry, WITSA aims to drive transformation
and grow the industry, given that ICT is the key driver of the global economy:
WITSA’s members and stakeholders comprise national associations, multinational corporations,
institutions and organizations, researchers, developers, manufacturers, software developers,
telecommunication companies, suppliers, trainers and integrators of ICT goods and services.
As such, they represent a large and obviously vital constituent group for whom the effective
balancing of concerns and rights affecting the security, privacy and information capability
provided by ICT products and services underpins business development and economic activity.

Context
From an ICT industry perspective, these facts require different measures and considerations to
effectively address.

For the purpose of this paper, we will examine the impact of the Global Skills Gap and the
Future of Work from two perspectives: 1. Digitally Developed countries and 2. Digitally
Developing countries.
Digitally Developed Countries
Digitally developed countries are those either fully engaged employing digital technologies or in
the process of becoming fully engaged; maximizing the benefits of ICT for their citizens and
society.
Digitally Developing Countries
Digitally developing countries are those either not engaged or minimally engaged in ICT
development; benefiting very little or not at all from ICT’s.
NOTE: There is criticism of the use of the term developing country. The term implies inferiority
of a developing country or undeveloped country compared to a developed country, which many
countries dislike. This paper intends only to use the words developing countries as it applies to
ICT development.
NOTE: More than three-fourths of the world's population live in so-called developing countries:
nations that may not have a stable economy, energy supply, or advanced technology, and
whose population may lack access to jobs, food, water, education, health care, and housing.
Obviously, those countries who have not engaged in ICT development must take different
actions than those engaged, if they eventually wish to also receive maximum benefits for ICT.

Digitally Developed Countries
Digitally developed countries face the challenge of hiring and retaining skilled employees to
remain competitive. In many cases, they are also pressured by high youth unemployment and
aging populations. They are also experiencing dramatic changes in the way work is being
performed and where it is being performed. It is critical therefore, that these countries address
these issues in a comprehensive and holistic way.
WITSA’s RECOMMENDATIONS AND PRINCIPLES FOR DEVELOPED COUNTRIES
WITSA suggests the following recommendations and principles:
1. Leaders at all levels of government, industry, academia, institutions and the civil
sector must recognize that GLOBALIZATION DRIVEN BY the Digital Age is here to
stay and that if they wish to remain competitive now and in the future, they must
come to terms with embracing the new age.
2. As innovations require new skills to be developed, a close, synergistic
relationship between governments, industry and academia needs to exist. It is
not the traditional, cordial relationship that is being recommended. By close
relationships it is meant working very closely together on honing in on particular skillrequirements necessary to meet the demands of the Digital Age.

3. Submerging students at a very young age in all aspects of digital technologies,
including all Science, Technology, Engineering and Math (STEM) studies.
4. While innovation remains tightly coupled with STEM subjects. Art + Design are
poised to transform our economy in the 21st century just as science and technology
has. We need to add Art + Design to the equation — to transform STEM into
STEAM.
5. A collaborative and comprehensive approach must be taken to expand access to
education and skills training for all future workforce participants — not just a select
few.
6. Steps must be taken by all stakeholders to ensure that young people learn the soft
skills, such as teamwork, empathy, interpersonal relationships, commitment and
work ethics, that they will actually need for all future scenarios.
7. Governments should refrain from erecting barriers to the free flow of human
talent across boundaries. Countries that place barriers opposing the global
exchange of talent are risking the success of their own businesses, economies, and
societies. And those that have remained wedded to protectionist measures that curb
the mobility of global talent or artificially raise the costs of skilled workers are putting
their businesses and other institutions at a distinct disadvantage at home and in the
global economy.
8. Industry should invest in youth by setting up science and math scholarship
programs designed to foster an early interest in technology.
9. Industry has been working closely with schools, universities, employment
agencies and NGOs to set up innovative programs to supply people with key skills
necessary for the digital transformation. Industry has been promoting ICT and STEM
careers through their online platforms training people with the skills needed to get
into digital jobs. However, industry should look at innovative approaches to further
develop workforce programs aiming to improve the pipeline of STEM workers. New
and innovative models are needed to adapt to the fast-changing environment, where
old actors come together creating added value beyond the traditional cooperation
models. The following cooperation models offer a potential to reduce the skills gap.
10. Industry, academia and government should work towards bridging the gap
between digital job opportunities, skills of people seeking digital employment,
and digital training opportunities (through public and private training
organizations) by building national repositories, perhaps in the form of dedicated
websites.
11. Government and industry must do a better job at inspiring girls to pursue ICT
studies and careers and encourage better gender balance by promoting a
stronger role of women. Industry can play an important role by collaborating with
Schools, Universities and Associations in order to promote Digital opportunities and
to take all measures needed to facilitate women work placement and integration (i.e.
champion female role models; open days in tech businesses; etc.). Industry should
promote inclusion initiatives in companies to attract the attention from girls into the
tech space (i.e. champion female role models; open days in tech businesses; coding
and app development workshops)

Digitally Developing Countries
We must recognize that digital development in developing countries need to focus on providing
basic services affecting housing, health, education, communications, clean water and the like.
ICT applications need to address these basic needs before providing higher level benefits.
Needless to say, the exercise or concern of hiring and retaining skilled ICT workers in a country
where information & communications technologies are not being employed makes little sense.
These countries may also suffer as the nature work changes. They will most certainly be left
out as work is dispersed around the globe.
As their needs differ from so-called developed countries, ICT’s in developing countries are
having a dramatic impact in addressing basics requirements; enabling a wide range of benefits.
There are examples each day benefits ICTs are delivering in nearly all aspects of societies.
WITSA’S RECOMMENDATIONS AND PRINCIPLES FOR DEVELOPING COUNTRIES
1. No different than the developed countries, leaders at all levels of government,
industry, academia, institutions and the civil sector must recognize that the Digital
Age is here to stay and that if they wish to be competitive in the future, they must come
to terms with embracing the new age.
2. Developing countries MUST have a Digital Plan or Digital Agenda. At every
opportunity as the country develops elements of the plan should be implemented. It
should be noted that proven digital agendas are available to developing countries from
other governments. Infrastructure will be among the top priorities.
3. Leaders from industry and government need to work together to establish and sustain
an ICT industry within their nations.
4. Governments should seek successful models and examples of private
investments in infrastructure and broadband connectivity.
5. Science, Technology, Engineering and Math (STEM) curriculum needs to be
stressed and imbedded as much as feasible in schools, in order to prepare future
generations for the Digital Age.
6. While innovation remains tightly coupled with STEM subjects. Art + Design are poised to
transform our economy in the 21st century just as science and technology has. We need
to add Art + Design to the equation — to transform STEM into STEAM.
7. A collaborative and comprehensive approach must be taken to expand access to
education and skills training for all future workforce participants — not just a select
few.
8. Steps must be taken by all stakeholders to ensure that young people learn the soft
skills, such as teamwork, empathy, interpersonal relationships, commitment and work
ethics, that they will actually need for all future scenarios.
9. Developing countries can avoid making costly mistakes in engaging in digital
technologies by conferring with those who went thought the process of becoming
digitally engaged.

The Global Skills Gap and the Changing Nature
of Work and their Impact on the Digital Age
Synopsis
In 2017, the state of the Global Skills Gap and the Changing Nature of Work in the Digital Age
are underpinned by the following facts:
1.

The degree and severity of skill gaps and the nature of work vary widely based on national
economic, cultural and environment conditions.
2. There is a global shortage of skilled workers. No country has more skilled, digitally trained
workers than they have jobs for.
3. The global skills gap is growing and is extremely expensive both for businesses and
society as a whole.
4. As the Fourth Industrial Revolution gathers momentum, the very nature of work is radically
changing; thus, affecting skill requirements.
5. The global aging populations are shrinking tax revenues; putting pressure on younger
generations to fill the gap.
6. Super-specialized skill sets are being sought after globally. Humans, machines and robots
will increasingly compete for this type of work.
7. In most countries youth unemployment is very high.
8. The Digital Age is requiring new sets of skills and adoption of new models of public
education that emphasize coding, programming and computer science must be adopted
9. The rate of innovations is creating the need for new skills to be delivered faster than the
rate of educational responses.
10. Many people are clinging to the Industrial Age concept of jobs; while seismic plates shift
the grounds requiring Digital Age skills.

•

•
•
•
•
•
•
•
•
•

There Are No Shortages Of “Digital Skills”, Only Of Employers Who Train Their Staff
With The Skills They Need. But, Why Don’t They? – Computer Weekly, December 14,
2015
“Only High Quality Apprenticeships Can Plug The Skills Gap” – The Daily Telegraph,
November 25, 2015
Reimagining HR for 2025: Preparing HR For A Changing Workplace – Aon white paper
Manchester United and Aon: Commitment to Apprenticeships – Aon.com
The Future of Jobs 2020 (World Economic Forum)
2016 "Networked Readiness Index" from the World Economic Forum
The trillion-dollar difference (Korn Ferry Institute)
Companies are in short supply of cyber security talent (geektime.com)
Disrupting Unemployment – The World’s Most Underutilized Resource: People (i4j)
The Holy Grail of future work (The Jordan Times)

WITSA’s Statement of Policy on Restrictions of
the Free Flow of Information Across
Nationality/Regional Borders
Synopsis
Cross-border data flows can relate to a multitude of different transactions. For example, personal data
that millions of people share on social networking sites like Facebook, Twitter, YouTube, LinkedIn,
Qzone, VK, hi5, Weibo and others is used by companies to develop better marketing practices. Cloud
computing allows customers and businesses to access digital data from powerful off-site servers.
Digital shopping on sites like Amazon is more popular than ever. Physical objects—TVs, home
appliances, and cars for example—are being connected to each other more frequently in what’s
termed the “Internet-of-Things.” Far from being exclusive to high-tech firms, data flows are used by
almost all businesses and customers. Countries are concerned about these free data flows, however,
for a variety of reasons: revelations about the ability of governments to collect digital traffic;
protectionist goals to favor local companies; and concerns about the security of personal data, to
name just a few. In response, barriers are being imposed on the free flow of data across borders by
various nations, both developed and developing.
These barriers to free data flows form considerable obstacles to global trade. Customers would find
themselves unable to access valuable digital services. Small and medium-sized enterprises (SMEs),
which could greatly benefit from digital trade, would be disproportionately affected by these barriers.
They do not have the resources to bear these unnecessary costs, and are far more restricted in their
global reach.
WITSA believes ‘data’ is an essential resource for healthy economic growth and that excessive
restrictions on data will be a barrier to secure management and protection of data. WITSA advocates
a principled policy approach which recognizes that data regulations must be simple, transparent and
harmonized with other legislative requirements. WITSA also opposes forced localization of data
requirements as these interrupt the free flow of data that underpins the complex online networks

connecting the globe in ways that threaten the cultural and economic growth potential of the Internet and
Internet-based technologies.

Context
About WITSA
WITSA is a global consortium of leading ICT industry association members from over 80
countries/economies.
As the leading recognized voice of the global ICT industry, WITSA aims to drive transformation and
grow the industry, given that ICT is the key driver of the global economy:
WITSA’s members and stakeholders comprise national associations, multinational corporations,
institutions and organizations, researchers, developers, manufacturers, software developers,
telecommunication companies, suppliers, trainers and integrators of ICT goods and services. As
such, they represent a large and obviously vital constituent group for whom the effective balancing of
concerns and rights affecting the security, privacy and information capability provided by ICT products
and services underpins business development and economic activity.

Why Do We Need Free Flow of Information?
In today’s global economy, consumers, regulators, and businesses all benefit from a constant stream
of data flowing seamlessly back and forth across national borders. Businesses use data to create
valuable products and services, enhance productivity, reduce costs, improve efficiency, deter fraud,
protect consumers, and foster economic growth and jobs. To secure these benefits, it is essential to
have clear, consistent rules in place that allow for the unimpeded flow of data except as limited to
legitimate public policy objectives.
Despite these benefits, some countries have created rules that restrict the free flow of data across
borders. While these rules ostensibly seek to protect national security or promote domestic innovation,
such barriers to digital trade can stifle economic growth and job creation. Some of these negative
impacts are inadvertent, while others are blatantly protectionist.
We live in an age which every aspect of modern society is being transformed by the application of
data. The extent to which individuals, businesses of all sizes and governments benefit from data
revolution depends on the creation and adoption of technologies that enable innovative use of data,
the legal and policy environments that facilitate the free flow of data, and willing participation of all
stakeholders in the global economy. A free, open and secure Internet is a global resource which
should be managed in the public interest. We must ensure that the various stakeholders plan an active
role in the ongoing discussions about its governance, management and security, and that those who
do not yet have a voice in this debate are empowered to participate in these discussions – which will
also shape their future.
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It is important to note that the free flow of data
issue is not independent from other public policy
issues, but is an integral part of policy making in
the digital age, including Internet public policies,
personal data protection, digital trade and security.
Unfortunately, many casual observers have
conflated the issues of national security and the
ability of business to move data cross borders. As
a result, businesses and individuals often have to
comply with a confusing set of requirements
related to law enforcement where multiple
governments may attempt to assert jurisdiction.
Clear, concise rules should be developed for the
transfer and processing of data for both private
usage and in compliance with government
requests. Establishing overly burdensome and
prescriptive rules for business will do nothing to
settle the current debate over government access
to data.
Another area of policy that heavily affects the cross-border data flows is data privacy. Countries’
domestic data privacy laws can vary quite substantially and often affect foreign companies seeking to
provide any type of electronic service to consumers in
that country. For example, the EU and the United States
are often cited as having very different domestic
approaches to privacy, with the United States following a
self-regulatory approach (with sector-specific regulations
for certain sensitive types of data), and the EU favoring a
“baseline common level of privacy, protects the data
privacy rights of Europeans regardless of where data are
transferred and processed. Meanwhile, third countries
have their own approaches, and data privacy laws in
some of these countries are in flux, creating a challenge
for cross-border cloud providers and an opportunity for
greater international harmonization. Security policy
measures also impact cross-border data flows and
generally aims to ensure that unauthorized parties do not
obtain access to sensitive data. In that sense, security is
related to privacy. In some cases, governments
themselves may present a threat to data security; e.g.
instances where government authorities, such as police
or intelligence agencies request access to personal data.
Political restrictions also impact the free flow of
information across borders. In many ways, the Internet
has become a tool for challenging political power. For
example, popular uprisings in countries including Tunisia,
Burma, Iran, Egypt and Ukraine were facilitated by social media. This has frequently resulted in
politically motivated Internet restrictions including blocking access to media reporting on sensitive
political issues or using the Internet as a site to express political views considered harmful by the
government.
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Morality based restrictions on flow of information is not uncommon. These include content on the
Internet that countries find morally objectionable and attempt to block, such as pornography, sale of
Nazi memorabilia gay rights, religious views and gambling.
Restrictions can also emerge due to intellectual property protection as well as commercial restrictions,
such as routing traffic to domestically-owned companies or blocking particular non domestic sites
In the last few years, a growing number of countries have imposed what are called “localization
barriers to trade” – forced localization measures designed to protect, favor, or stimulate domestic
industries, service providers, and/or intellectual property (IP) at the expense of goods, services, or IP
from other countries. Localization barriers are measures that can serve as disguised trade barriers
when they unreasonably differentiate between domestic and foreign products, services, IP, or
suppliers, and may or may not be consistent with WTO rules. Examples of localization barriers
include:
•
•

•
•
•
•

Local content requirements, i.e., requirements to purchase domestically-manufactured goods
or domestically-supplied services
Subsidies or other preferences that are only received if producers use local goods, locallyowned service providers, or domestically-owned or developed IP, or IP that is first registered in
that country;
Requirements to provide services using local facilities or infrastructure;
Measures to force the transfer of technology or IP
Requirements to comply with country- or region-specific or design-based standards that create
unnecessary obstacles to trade
Unjustified requirements to conduct or carry out duplicative conformity assessment procedures
in-country.

When foreign goods, services, or IP are either disadvantaged in a market compared to domestic
goods, services, or IP, or when they’re kept out of the market altogether, that can distort trade,
discourage foreign direct investment, and push other trading partners to impose similarly detrimental
measures. And, consequently, often over the long term, these measures can actually stand in the way
of the economic growth and competitiveness objectives that they were intended to achieve. For these
reasons, WITSA strongly advocates against localization barriers and instead encourage governments
to pursue policy approaches that help their economic growth and competitiveness without
discriminating against imported goods or services.
The impact of recently proposed or enacted forced localization legislation has been shown to be quite
substantial. According to the European Centre for International Political Economy (ECIPE), in a 2014
publication entitled “The Costs of Data Localization: Friendly Fire on Economic Recovery”, studied1 the
effects of recently proposed or enacted forced localization legislation in seven jurisdictions, namely
Brazil, China, the European Union (EU), India, Indonesia, South Korea and Vietnam.
•

•

1

The impact of recently proposed or enacted legislation on GDP is substantial in all seven
countries: Brazil (-0.2%), China (-1.1%), EU (-0.4%), India (-0.1%), Indonesia (-0.5%), Korea (0.4%) and Vietnam (-1.7%). These changes significantly affect post-crisis economic recovery
and can undo the productivity increases from major trade agreements, while economic growth
is often instrumental to social stability.
If these countries would also introduce economy-wide data localisation requirements that apply
across all sectors of the economy, GDP losses would be even higher: Brazil (-0.8%), the EU (1.1%), India (-0.8%), Indonesia (-0.7%), Korea (-1.1%).

http://www.ecipe.org/app/uploads/2014/12/OCC32014__1.pdf
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•

•

The impact on overall domestic investments is also considerable: Brazil (-4.2%), China (1.8%), the EU (-3.9%), India (-1.4%), Indonesia (-2.3%), Korea (-0.5%) and Vietnam (3.1). Exports of China and Indonesia also decrease by -1.7% as a consequence of direct loss
of competitiveness.
Welfare losses (expressed as actual economic losses by the citizens) amount to up to $63 bn
for China and $193 bn for the EU. For India, the loss per worker is equivalent to 11% of the
average month salary, and almost 13 percent in China and around 20% in Korea and Brazil.

The findings show that the negative impact of disrupting cross-border data flows should not be
ignored. The globalised economy has made unilateral trade restrictions a counterproductive strategy
that puts the country at a relative loss to others, with no possibilities to mitigate the negative impact in
the long run. Forced localisation is often the product of poor or one-sided economic analysis, with the
surreptitious objective of keeping foreign competitors out. Any gains stemming from data localisation
are too small to outweigh losses in terms of welfare and output in the general economy.
As demonstrated in a May 2016 report by the Global Commission on Internet Governance2, data
localization barriers consistently result in large industry productivity losses due to their high
dependency on data inputs covered by data regulations. The production of data intensive
manufacturing and services sectors shrink in all countries due to restrictions on the free flow of data.
The study found that tight regulations on the free flow of data tend to cause an economy’s production
structure to become less innovative and competitive.
Other cases that are relevant include:

2

•

(EU) data localization in name of privacy requires data to be hosted on EU geography unless
some pre-determined special arrangement are provisioned for initiating cross border data
flows. The new EU-US Privacy Shield is one such arrangement, enabling some US companies
to comply with privacy laws3 protecting European Union citizens.

•

(US) While the proposed Trans-Pacific Partnership (TPP) would guarantee the cross-border
data flows and prohibit computing facility localization requirements for all sectors, the ecommerce chapter excludes the financial services sector and government procurement4.
Industry has voiced concern in particular on the financial services exclusion, arguing that the ecommerce chapter must include all types of data, include financial data. The U.S. Treasury has
sought to maintain policy space for U.S. regulators to be able to implement such restrictions in
the future, citing instances during the 2008-2009 financial crisis when U.S. regulators could not
get needed data. Over the last few months, the U.S. Treasury and USTR have worked to
develop a new approach for addressing concerns about the treatment of financial services
under data localization obligations in trade and investment agreements5.

•

(Russia) data localization requirement law has been enacted and enforced with effect from
September 1, 2015.

“Tracing the Economic Impact of Regulations on the Free Flow of Data and Data Localization”:
https://www.cigionline.org/publications/tracing-economic-impact-of-regulations-free-flow-of-data-and-datalocalization
3 General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679)
4 Congressional Research Service Reports: https://www.fas.org/sgp/crs/row/IN10498.pdf
5 http://thehill.com/policy/finance/trade/281294-obama-administration-strikes-deal-on-data-storage-concerns-intpp
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•

•

(Brazil) "Marco Civil da Internet," a law to protect Internet users' rights, was formally signed by
the Brazilian president in April 2014. The Clause requiring data localization was deleted, but
Article 11 says this law should be respected wherever an Internet service is related to Brazilian
citizens.
e 2:
(Thailand) A cabinet resolution unearthed by a Bangkok-based reported shows Thailand's
intention to create a China-style Great Firewall - or a "single internet gateway". The gateway
would be used "to control inappropriate websites and to control the flow of information into the
country from overseas via the internet"

•

(Vietnam) There is a notification that government procurement suppliers should deliver
domestically produced IT products and services on the list.

•

(China) The draft regulations, announced by the China Insurance Regulatory Commission
(CIRC) last month, state that insurance companies, along with their holding companies and
asset managers, should prioritize the purchase of "secure and controllable" products, including
domestic encryption technologies and local hardware and software. "Secure and controllable"
actually means products made in China.

•

(Mexico) In the 1990s, Mexico government introduced local contents requirement of computer
hardware which resulted in 150-300% increase in computer hardware price in Mexico

•

(India) As an historic analysis of the impact of trade restrictions, in 1970s-1980s, the Indian
Government imposed high custom duties on ICT products. According to the economists
Kaushik and Singh, loss in other industries including productivity foregone by not using ICT
products was USD 1.3 per USD 1 custom duties.

WITSA strongly supports its industry members and allies, including the October 2014 “Tokyo
Resolution on Combatting Data Localization Requirements” by DIGITALEUROPE, the Information
Technology Industry Council, Japan Electronics and Information Technology Industries Association
(JEITA) and with the support the Japan Information Technology Services Industry Association (JISA):
The movement of data across borders is an imperative for today’s global economy;
Data localization requirements disrupt the free flow of data;
Data localization requirements are incompatible with the Internet’s distributed
infrastructure that enables optimal system architecture;
The security of data does not hinge on the national boundaries of where such data
resides; and
Data localization requirements create barriers to market access, particularly
impacting small and medium sized enterprises (SMEs) which are eager to attract
customers not only domestically, but also in foreign markets.
Any exceptions to these provisions, such as to protect personal data privacy, should
be limited to legitimate public policy objectives and be in full compliance with the
provisions of the GATS.
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WITSA also supports the APEC Cross Border Privacy Rules (CBPR) system6, which was developed
by participating APEC economies in 2012 after seeking the views of industry and civil society, to build
consumer, business and regulator trust in cross border flows of personal information. The APEC
CBPR system establishes a voluntary certification system for complying with APEC’s Privacy
Framework. Countries that opt to participate must designate an accountability agent and a privacy
enforcement authority. To date, participation rates in the CBPR system have been low at every level
and WITSA encourages countries to participate in this important initiative.

Impact of Proposed WTO Trade in Services Agreement (TiSA)
Negotiations on a proposed Trade in Services Agreement (TiSA) were launched in April 2013, with the
United States and Australia initially at the lead. TiSA participants account for about 70% of world The
final structure and sectors to be covered in TiSA remain under negotiation, but some key issues have
emerged. TiSA may expand market access beyond the current GATS commitments, building
disciplines on transparency, setting common rules for cross-border data flows and digital trade, and
ensuring fair competition with state-owned enterprises. TiSA participants have conducted 15
negotiating rounds through 2015, and aim to complete negotiations in 2016. The outlook and timeline
for the ongoing TiSA negotiations remains uncertain, as participants are tackling difficult and complex
issues such as regulatory processes and digital trade frameworks. Trade in services and include the
European Union, in addition to the United States and Australia.
The ongoing TiSA negotiations allow an opportunity for these barriers to be neutralized and for the
world’s major trading nations to agree on an international framework which promotes free data flow.
Potential solutions which should be added to these trade negotiations include:
•

Explicit agreement among participating nations that data can flow freely across border, unless
excepted for clearly defined and pre-accepted needs (such as national security). Explicit
commitments will reduce uncertainty for businesses and ensure that governments form an
adequate justification for any data flow restrictions they impose.

•

Agreed upon harmonization of regulations involving the sharing of personal data. Such a rule
would make compliance easier for businesses and provide security and essential information for
consumers.

Statement of Policy Principles
Principles:
1. Data as a Global Natural Resource Principle: The movement of data across borders is an
imperative for today’s global economy. Like air, water and other natural resources, “Data” is an
essential resource forming the basis for healthy economy growth in today’s global economy.
Industry needs to raise awareness of the importance of ensuring unrestricted access to data
across border and collaborate with governments to keep these data flows “green”.
2. Data Protection Principle: The regulatory focus should be on ‘what’ to protect instead of ‘how’
to protect. Detailing on the ‘how’ part undermines flexibility and takes away freedom from
businesses to do things that are appropriate to their environment and context. Excessive
6

http://www.cbprs.org/
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restrictions on data transmissions may undermine the secure management and protection of
data.
3. Simple, Single, Transparent and Harmonized Data Legislation Principle: Data regulations
must be simple enough to be understood by anybody concerned, must have a Single
administrative window to the public, must have Transparent criteria and no gradient, and must
be harmonized with other legislative requirements in order to reduce barriers to market access,
particularly impacting small and medium sized enterprises (SMEs) which are eager to attract
customers not only domestically, but also in foreign markets.
4. No Forced Localization Measures Principle: Government mandated Data localization
requirements create barriers to market access and must be minimized in order to promote
inclusive growth regionally and globally. Data localization requirements are often the result of
misguided attempts to protect local economies or for security or privacy reasons. Forced
localization does not effectively strengthen privacy or security and are more often than not
about data protectionism rather than data protection. Attempts to mandate localization of data
can further escalate to internet balkanization.
5. Legitimate Public Policy Objectives Principle: While nations should be encouraged to adopt
or maintain a domestic legal framework that ensures the protection of the personal data, they
must not create unnecessary legal and administrative hurdles for data transfers in the name of
privacy protection. Any restrictions on the free flow of data across borders, such as to protect
personal data privacy, should be limited to legitimate public policy objectives and be in full
compliance with the provisions of the General Agreement on Trade in Services (GATS).
Industry advocates for the free flow of data across borders with minimum regulatory
intervention and push back against countries that force data localization within their borders in
name of privacy or security.
6. Trade Agreements Principle: As the current WTO laws on localization barriers to trade offer
limited effectiveness in curbing forced localization of data centers or other barriers to data
flows, government should consider a WTO plurilateral “Data Services Agreement” to protect
cross-border data flows and prevent signatory countries from creating barriers to them. This
agreement could augment other agreements currently being negotiated at the WTO, such as
the TISA.
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WITSA’s Statement of Policy on
International Trade in ICT Goods and
Services
Document Purpose
This document has been prepared to provide policy guidance to WITSA members and other
interested stakeholders on complex issues regarding international trade in ICT products and
services. It can be used as background for the development of policy by WITSA members and to
create opportunities for discussions with government officials and policy influencers. It
represents an extension to WITSA’s 2011 publication: Policy Actions to Deliver the Promise of
the Digital Age
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Synopsis
There is a compelling economic case to support ongoing efforts that enable continuing
global trade liberalization. Progress to-date has resulted in significant increases in the
global distribution of income with substantial benefits accruing to all nations – developed
countries, emerging economies and especially to some of the poorest nations, for whom
trade is demonstrably more beneficial, economically and socially, than aid.
Information and communication technology goods and services (ICTs) are vital building
blocks – the infrastructure, real and virtual – for development, and themselves enable
trade in a wide range of new digitized information services, contributing to global income
growth. WITSA thus has a strong interest in liberalization of trade and making new
modernized rules to facilitate business development.
Reducing and removing trade barriers that limit the availability, or increase the cost of
these ICTs to end-users is a necessary requirement in fulfilling the promise of the Digital
Age.
WITSA urges all its members and their governments to redouble their efforts to establish
and implement multilateral trade liberalization under the auspices of the World Trade
Organization (WTO). Long-established WTO principles and processes enable trade
liberalization to be achieved on an open, competitive, non-discriminatory, predictable
and transparent basis.
WITSA calls for immediate actions to be taken by all WTO member nations to accede to,
and expand the scope and coverage of the Information Technology Agreement (ITA),
and to participate in the recently commenced Trade in Services Agreement (TISA)
negotiations. TISA should provide a comprehensive, business-friendly framework that
eliminates unnecessary barriers. To create new market opportunities, all nations must
avoid enacting discriminatory policy measures, performance requests, or local
regulations that have unclear objectives and limit supply. Technical standards or security
requirements that restrict trade and investment should be eliminated.

Context
About WITSA
WITSA is a global consortium of leading ICT industry association members from about
80 countries/economies.
As the leading recognized voice of the global ICT industry, WITSA aims to drive
transformation and grow the industry, given that ICT is the key driver of the global
economy:
WITSA’s members and stakeholders comprise national associations, multinational
corporations, institutions and organizations, researchers, developers, manufacturers,
software developers, telecommunication companies, suppliers, trainers and integrators
of ICT goods and services. As such, they represent a large and obviously critical
constituent group for whom international trade in ICT products and services underpins
business development and economic activity.
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Information Technology, International Trade and the Global Economy
Information and communication technology products and services (ICTs) are
fundamental for economic development and growth. On the one hand, ICTs are
intermediate goods and services that create efficiencies and capabilities underpinning
the comparative advantage of businesses, industries and nations, with which nations
generate income through exports, and address their needs through imports. On the
other hand, ICTs are also important in their own right, as tools of trade, consumer
electronics, audio-visual services, productivity generators, and freedom of expression.
ICTs enable digitized information to flow across borders, as part of personal
communications, for social and cultural exchange, supporting innovation in all sectors,
and as an essential commercial and economic activity. For these very sound economic
reasons, nations should avoid introducing any regulations that inhibit the development,
sale, and application of ICTs, and give strong consideration to unilateral actions to
remove inhibiting regulations where they exist, due to national legislation.
Thus, barriers and restrictions affecting trade in ICTs and the information trade they
enable have twofold negative effects on nations, governments, industries, businesses,
individuals, as well as the global economy: trade barriers and restraints limit not just
access to ICTs, but also disable or limit the information services trade subsequently
enabled by these ICTs. Thus, ICT trade barriers should be avoided if planned or,
removed urgently if in place. These actions, where they arise, must be addressed on a
global basis as central action in fulfilling the promise of the Digital Age.
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Why a country should make commitments to fully
liberalize trade in IT services
• Application of information technology (IT) can help businesses and
governments to:

•
•
•

•

•

•

o Enhance productivity
o Improve efficiency
o Provide better service
o Increase competitiveness
o Reduce costs
o Transform organizations.
Facilitating access to information technology is an important way for
countries to promote economic development and growth.
Providing market access to IT and IT services can help attract
Foreign Direct Investment (FDI).
Many countries recognized this when they signed the Information
Technology Agreement (ITA) to eliminate customs duties on IT
products, which increase the cost of this important technology to
businesses, government and consumers.
IT services enable organizations to obtain the benefits of
information technology quickly and without making major
investments to purchase, install, and operate its own computer
equipment and without having to hire and retain a full IT staff.
There is a growing trend for organizations to purchase IT services
instead of owning and maintaining their own IT infrastructure, to
ensure access to the latest technology and applications and to
concentrate on the operation of their core business.
Granting full market access and national treatment to IT services
provides businesses in all industry sectors access to the best IT
services from around the world so that they can become competitive
on a global basis.

Why a country should request other countries to fully
liberalize trade in IT services, as part of multilateral
trade liberalization
• Liberalization of IT services globally will ensure access to export
markets for countries that are making an investment in developing a
local IT services capability.
o The availability of export markets will reinforce the
development of this important sector, which can enhance
productivity and economic growth of the local economy and
create desirable, high-skill, high-wage jobs.
o Access to local IT support services may make it easier for
companies to incorporate IT into their businesses, thus
facilitating the realization of the many benefits of IT.
• Benefits can be gained even if a country does not make the strategic
decision to develop its own software and IT services industry.
Liberalization of IT services globally will foster the development of a
highly competitive IT services industry. This will lower prices and
encourage innovation, benefiting businesses and governments that
use these services and ultimately translating into benefits for
consumers.

Countries may consider creating market access barriers for IT
services in an attempt to protect and foster the development of a
domestic IT services industry. However, this would be
counterproductive, increasing the cost of IT services to users while
creating a domestic IT services industry that may not be competitive
on a global basis.

Why keeping a Multilateral Approach is Important
WITSA is concerned about the very real risk that the significant achievements in
multilateral trade liberalization since 1948 might begin to erode, as nations become
introspective and protective in the face of global financial and economic challenges.
This is a serious and complex issue for the global business community, affecting not just
the future of multilateral negotiations, but – equally important – the future of global trade
rule making and dispute settlement.
The World Trade Organization (WTO), along with the World Bank and the International
Monetary Fund (IMF), are the major multilateral institutions dedicated to international
economic cooperation. The WTO was established by its member countries to supervise
the rules developed that govern international trade, to liberalize trade on an open,
competitive, non-discriminatory, predictable and transparent basis via multilateral trade
agreements (MTAs), and to provide an impartial and binding mechanism for adjudicating
and enforcing contractual obligations defined by the WTO and accepted by its members.
It gives all members, regardless of size or level of development, a platform and a voice.
WTO agreements provide the legal ground-rules for global commerce and for trade
policy.
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Two fundamental principles run throughout all the WTO agreements: the “most-favorednation” (MFN) principle, which means countries cannot discriminate between their
trading partners; and the “national treatment” (NT) principle, which means imported and
locally produced goods and services must be treated equally. These provide an equal
and neutral foundation for negotiations and ultimately, trade rules, which ensure trade
can occur between nations without any bias or preference.
The WTO and the multilateral trading system must secure the trade benefits presented
by the Internet. Parties to regional trade agreements (such as the Trans Pacific
Partnership or the Transatlantic Trade and Investment Partnership) are increasingly
seeking to address digital protectionism, through preventing and eliminating forced
localization measures, including data localization requirements, restrictions on crossborder data flows, and discriminatory treatment of digital products. In so doing, such
negotiations must resist attempts to “export” the regulations of one nation to the group or
region, as is attempted in relation to IP issues. To attract the participation of the ICT
sector and remain relevant to the global business community the new WTO agenda
should address and tackle these 21st century challenges to digital trade and ecommerce.
However, considering the several years of WTO stalemate, WITSA also welcomes the
progress in negotiations on plurilateral and bilateral agreements such as the Trade in
Services Agreement (TiSA) and the Environmental Goods Agreement and hails the
recent agreement on the Expansion of the Information Technology Agreement (ITA), and
advocates for the participation of additional WTO members in these important
agreements. For example, fewer developing and transition economies signed up to the
expanded ITA, with no member from the Commonwealth of Independent States, only
one from Africa (Mauritius) and three from Latin America (Colombia, Costa Rica and
Guatemala).
Bilateral and plurilateral agreements are indeed important contributors to healthy and
sustainable multilateral trade agreements. The plurilateral negotiations for the TiSA
demonstrate how building leading-edge disciplines on digital trade, e-commerce and
regulatory cooperation through a group of like-minded WTO members can lead to a
broader discussion of new norms at the WTO.
These core principles, together with the multilateral negotiating platform and legal
mechanisms, are being threatened as pairs and groups of nations turn away from the
WTO, and seek to negotiate restrictive, preferential trade agreements (PTAs), either
bilateral, or regional. Unless these PTAs are open and transparent, clearly enabling the
entry of other nations and regions over time, the WTO is weakened because these PTAs
undermine existing MTAs. In particular, where these PTAs embody exclusive rule
making and dispute settlement, they undermine the basis for future multilateral trade rule
making under the WTO, and – of serious concern – the well-established WTO dispute
settlement mechanism. The inevitable result is fragmentation that leads to inequality,
and thus more, not less, trade barriers.
As of June 2013, some ten major regional or bilateral PTAs are being negotiated. Many
others are already in place, most negotiated while the Doha Round of WTO negotiations
stalled over the last decade. These involve major blocs, such as the EU with India and
Canada, or significant bilateral relationships. Two recent regional agreements are the
Trans-Pacific Partnership (TPP) and the Regional Comprehensive Economic
Partnership (RCEP). The TPP, signed on 5 October 2015, involves twelve Pacific Rim
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countries1. The RCEP comprises of the ten ASEAN member states2 and the six nations
with which ASEAN has existing FTAs3. RCEP members conducted their 10th round of
discussions during 12-16 October 2015.
The problem is the negotiating positions are rarely equal, and there are clear
asymmetries of power once agreements are in place, and disputes need to be settled.
Unless limited in scope of coverage, or limited in time to enable open entry after a
period, these PTAs by definition undermine the core concepts of MFN and NT. Even
worse, many of these PTAs contain provisions extending well beyond core trade issues,
such as labor standards, environmental rules, policies on expropriation and the
imposition of financial controls, allowing extra-territorial application of one nation’s laws
over another, conflicting with the core principle of national sovereignty.
This affects the ICT industries because of the pervasiveness of ICT goods and services
in all trade sectors. It affects all nations, developed and emerging, because of the way
digital information and ICTs underpin trade and development.

Economic Benefits of Trade Liberalization
There have been many economic studies over the past decade, all offering
unambiguous evidence of the substantial, tangible benefits of multilateral trade
liberalization, especially for developing nations:
•

•

•

In 2010, a joint report prepared for the G-20 Summit in Seoul by the WTO, OECD,
ILO and the World Bank predicted further trade liberalization leading to long-term
employment growth worldwide, with lower-skilled employment rising from 0.9 - 3.9%
and that of skilled workers rising by 0.1 – 4.0%.
The Peterson Institute for International Economics estimated in 2010 a final Doha
Round agreement could contribute as much as $US280 billion annually to global
GDP.
Using a range of assumptions, in 2011 the IMF estimated the direct gains from a full
Doha package could add between 0.2-1.4% to global GDP, or $US150-900 billion
annually.

•

The agreed product expansion of the WTO Information Technology Agreement (ITA)
-- and expansion of its geographic scope -- will yield immediate and substantial
economic benefits upon implementation. Rapid removal of tariffs on a vast array of
tech products will bolster global growth, innovation, accelerate productivity, create
countless jobs, lower consumer prices, and help bridge communities the world over
in ways unimagined 19 years ago when the agreement came into being. An ITA
expansion is estimated to add an additional $190 billion annually to the global GDP
through expanded trade in tech products. That list is estimated to eliminate tariffs on
roughly $1 trillion in global yearly sales of tech products. According to UNCTAD, the
export market to be covered by the expanded ITA was estimated at more than $3
trillion in 2013, roughly representing almost one fifth of world merchandise exports.4

•

The landmark WTO Trade Facilitation Agreement (TFA), once ratified, has the
potential to increase global merchandise exports by up to $1 trillion per annum,
according to the WTO’s flagship World Trade Report released on 26 October 2015 in

4

See http://unctad.org/en/PublicationsLibrary/tn_unctad_ict4d05_en.pdf
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•

Geneva. Trade facilitation is critical to reducing trade costs and the TFA will boost
world export growth up to 2.7 percent annually, increase global GDP growth by 0.5
percent and potentially increase developing country exports by as much as 20
percent and LDC exports up to 35 percent.
WTO studies show trade liberalization significantly increases the participation of
developing countries in the global economy, and that this occurs, not at the expense
of developed economies, but through overall global export growth, including trade
between developing economies themselves, which hitherto was low. A 2008 study
by World Bank Lead Economist Kym Anderson found that global income could
increase by more than $US3 trillion per year, $ 2.5 trillion of which would go to the
developing world.

The economic modeling, combined with real data on the outcome of trade liberalization
thus far, clearly underscores that all nations gain from freer trade, and that promoting
trade in emerging economies has much greater, sustained and broader developmental
benefits than can be achieved through aid.

Trade Liberalization in Services and ICT
Rapid advances in ICT have brought tremendous changes to the services sector,
enabling the electronic delivery of many services to markets around the world and
creating opportunities for innovative services and new business models.
Cross-border data flows are the fastest growing component of International trade.
Worldwide cross-border online traffic grew 18-fold between 2005 and 2012, and could
increase a further eightfold by 2025. Cross-border e-commerce has grown to represent
more than 10% of the trade in foods in less than a decade. The United Nations
Conference on Trade and Development (UNCTAD) estimated in its “Information
Economy Report” that about 50% of all traded services are enabled by the technology
sector.
The easiest way to understand the potential for digital trade and how the services sector
has changed is to look at the amazing growth in the number of internet users over the
last two decades. In 1995, the year that the General Agreement on Trade in Services
(GATS) went into effect, there were only about 16 million Internet users worldwide. Now
there are over 3,2 billion Internet users around the world, creating an enormous potential
for global service providers. The global scene deeply evolved since the GATS
established the rules under which services trade is conducted today. It is now crucial to
establish new rules at the multilateral level to promote the continued growth of the global
digital economy and address new trade barriers such as restrictions to the free flow of
data, limitations on data storage and conformity/certification requirements.

Importance of free flow of human talent across international boundaries
Contemporary models of economic growth demonstrate the importance of human capital
to knowledge-based economies. For businesses across all sector and sizes, the free
movement of high skilled talent globally has become crucial for innovation, shorter
production cycles, other competitive advantages, and access to new markets. This
enabled companies to grow their businesses and number of employees while customers
have access to better products and services, often at lower costs.
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More and more nations worldwide, including developed and developing ones, are
recognizing the value of freely exchanging global talent and thinking. This is part of a
continuing shift towards free markets and unrestricted global trade.
Evidence of this shift in thinking can be seen in a number of multinational and bilateral
agreements between nations. The General Agreement on Trade in Services (GATS)
includes “Mode IV” provisions to facilitate the movement of managers, specialists,
engineers and other highly skilled service providers. The European Union has adopted
the “Blue Card” policy on the conditions of entry and residence of third-country nationals
for the purposes of highly qualified employment. The North American Free Trade
Agreement (NAFTA); ASEAN Free Area (AFTA); Common Market for Eastern &
Southern Africa (COMESA); and Caribbean Community (CARICOM) trade agreements
also contain provisions on the free movement of skilled labor and professionals. The
Trade in Services (TiSA) negotiations are another opportunity to address Mode IV
barriers.
Countries that place barriers opposing the global exchange of talent are risking the
success of their own businesses, economies, and societies. And those that have
remained wedded to protectionist measures that curb the mobility of global talent or
artificially raise the costs of skilled workers are putting their businesses and other
institutions at a distinct disadvantage at home and in the global economy.

Statement of Policy Principles
General Principles
In order to fulfill the promise of the Digital Age, all nations, governments, businesses,
organizations and citizens need access to ICT goods and services, and to be able to
access, or distribute, digitized information at world competitive prices. This means free
trade in ICT goods and services, with level playing fields in all markets. As the first step
in securing these critical benefits, WITSA urges all nations to carefully review their
regulatory regimes, and remove any regulations within their jurisdiction that act as a
barrier to the development, application and trade in ICT goods and services.
As a fundamental principle of public policy, WITSA therefore supports unilateral action,
supported by continuing broad-based, multilateral trade liberalization initiatives,
negotiated under the auspices of the WTO.
Key elements of this approach are its openness, transparency, and non-discriminatory
underpinnings, comprising:
•
•

•
•

MFN, the most-favored-nation principle, treating all trading nations equally, such that
there is no discrimination between trading partners;
National treatment, imported and locally produced goods are to be treated equally in
a nation’s markets, especially in relation to non-tariff issues. This applies to foreign
and domestic services, and to foreign and local intellectual property, such as
trademarks, copyrights and patents;
Reciprocity, which ensures all the gains from trade are realized by each nation
reducing protection in return for similar reductions by other nations; and
Uniformity, meaning these principles and treatments apply to all forms and modes of
trade, and all products.
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To be effective in achieving its goals and outcomes, the multilateral trade liberalization
approach of the WTO depends upon nations agreeing and acceding to
•
•
•

•

Binding and enforceable commitments, which are comprehensively enumerated by
each country;
A rules-based system, which binds nations to maintain their trade commitments as
set out in the agreements to which they have acceded;
A discipline in new agreements against new forced localization measures such as
restrictions to free flows of data, mandatory technology transfer requirements, local
content requirements in government and private sector procurements, forced local
ownership of foreign firms and/or their intellectual property, discrimination against
foreign online sellers, mandating local hires explicitly or implicitly – including
restrictions on movement of skilled technical staff -, in-country testing and
certification requirements, import restrictions ; and
A dispute settlement mechanism that facilitates timely, effective and enforceable
resolution of trade rule breaches, according to broad legal principles.

WITSA supports a multilateral approach while recognizing also that bilateral and regional
preferential trade agreements (PTAs) are a first pragmatic response to challenging
barriers to trade and investment in absence of new WTO rules. However, unless these
PTAs are carefully crafted, negotiated transparently on an equal basis between the
parties, with a clear timetable for other nations to enter, they represent “second-best”
policy. In many cases significant trade restraints may arise through the use of these
PTAs, rather than seeking to achieve the desired multilateral approach. These flaws
create inherent discrimination through the likelihood of negotiating imbalance, and the
exclusion of key trading partners. PTAs are increasingly the device for compelling
agreements on non-trade issues, weakening national sovereignty and the principle of
self-determination. The flaws are exacerbated by the absence of any standards
between the different PTAs on rule making or impartial, enforceable dispute-settlement.
Many PTAs are thus undermining the non-discriminatory principles that are central to
sustainable trade liberalization.

Statement of Position
WITSA seeks a recommitment by all nations of goodwill to the principles of multilateral
trade liberalization, achieved by supporting, constructively and positively, the principles
and processes of the WTO.
In the absence of progress towards a comprehensive agreement as proposed at the
WTO Ministerial Meeting at Doha in November 2001, WITSA urges all WTO member
nations to build upon existing foundation agreements, such as GATS, GPA and TRIPS.
This can be achieved through all WTO members acceding to agreements negotiated
under the auspices of, and enforced by, the WTO, such as the Information Technology
Agreement (ITA), and expanding its coverage in line with technological change.
Progress in extending the GATS can be achieved by convincing all WTO members to
join the – plurilateral at this stage - negotiations on a GATS-compatible Trade In
Services Agreement (TISA) embodying a hybrid approach with MFN and NT principles,
which recently commenced. WITSA also urge WTO member countries to promptly ratify
the Trade Facilitation Agreement (TFA), which was agreed at a ministerial conference in
Bali in December 2013. The TFA will boost global trade and economic growth.
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WITSA notes the increasing tendency of national governments to enact regulations,
develop technical standards, or establish conformance requirements relating to security
and network attachment, which may act as non-tariff barriers and restrict trade in ICTs
and information services. WITSA urges governments to review the trade impact of these
actions, and remove those that cannot be transparently justified in regards to the article
XIV of the GATS. Any disconnected national strategy impacts the global economy as a
whole. WITSA also encourage governments around the world to work hands in hands
with businesses to identify best practices in policy formulation for the rise of the digital
economy.
Nations that place barriers opposing the global exchange of talent are risking the
success of their own businesses, economies, and societies. And those that have
remained wedded to protectionist measures that curb the mobility of global talent or
artificially raise the costs of skilled workers are putting their businesses and other
institutions at a distinct disadvantage at home and in the global economy. WITSA urges
support to global exchange of talent by allowing free movement of talent globally

Call to Action
WITSA calls on its members to engage with their national governments on this issue,
urging them to promote the principles and practices of multilateral negotiations to
achieve trade liberalization under the auspices of the WTO. As interim steps, WITSA
members should support and advocate:
•

•
•
•

•

5

the prompt implementation of the newly expanded ITA in both scope, and in
coverage among participating countries; the accession to the ITA by countries not
currently participating in this landmark agreement, and the rapid development and
negotiation of a modern, transparent TISA based on a hybrid approach with MFN
and NT principles, enabling all the world to access globally competitive ICT services,
by encouraging more nations to join these two plurilateral agreements;
the prompt ratification of the WTO Trade Facilitation Agreement (TFA) by member
countries in order to boost global trade and economic growth.
the removal of domestic regulations and standards, the effects of which restrict trade
and availability of ICTs and information services; and
the making and harmonization of modernized rules for the ongoing business
development of ICTs and enabled services – for instance, in areas such as cloud
computing services, business intelligence services, cross border services, ecommerce, IPR, privacy, data protection, security, and taxation – that realize the
promise of the Digital Age5.
Support free global mobility of high skilled talent opposing any protectionist
measures, and not to be confused with immigration issues

These will be separately addressed in other WITSA Policy Statements
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WITSA Challenges Industry to Capitalize on Women Talent in
the Marketplace
Fairfax, VA, April 4, 2016: The World Information Technology and Services has published a new
statement of policy, “Women in Information and Communications Technologies (ICTs): Capitalizing
on an untapped global resource”, challenging businesses to take advantage of female talent in ICT
to boost profits and competitiveness. WITSA recognizes the importance of and applauds the
United Nations September 2015 ratification of the 17 Sustainable Development Goals, all of which
have varying degrees of focus on progress for women and one which specifically calls for gender
parity and full empowerment for all women and girls. As discussions take place on how to connect
the next billions, WITSA supports a strategic focus and calls for actions to narrow the gender gap.
WITSA Chairman Santiago Gutierrez noted that, if women reached parity with men in the
workforce, it could add up to $28 trillion, or 26 percent, to annual global GDP in 2025 compared
with a business-as-usual scenario. “If every country matches the progress towards gender parity of
its fastest-improving neighbour, global GDP growth would amount to as much as $12 trillion
annually by 2025, equalling the economies of Japan, Germany and the U.K. combined”, stated Mr.
Gutierrez.
techUK CEO Julian David, who led WITSA’s drafting group, summarized WITSA call to action:
“Businesses of all sizes must aim to get more women into corporate boardrooms by including
female talent in their short lists”, said Mr. David. “We also challenge businesses to follow best
practices in attracting, retaining and sustaining female talent and encouraging businesses to offer
employment opportunities to women who have left the tech industry after a career break”,
continued David. “Moreover, businesses should support programs designed to inspire and equip
girls to pursue further education and careers in technology and establish programmes that can
advance new skills in digital areas for women of all ages, returning to the workforce in mid or later
life”. The paper also encourages industry to engage policy makers at all levels to understand that
enabling women in the digital workforce must be a top priority.
WITSA Secretary General Dr. Jim Poisant stated that WITSA members, spanning 82 countries
comprising a majority of the global ICT market, are fully committed to this cause by adopting a set
of principles. “WITSA members are committed to promote equal access for women in jobs and
education, support equal pay, gender equality and support and encourage educational

programs that provide Science, Technology, Engineering, and Mathematics (STEM)
learning opportunities for girls from a young age and for women of all ages”, continued Dr.
Poisant.

The paper can be found on the WITSA web site at the following link: http://witsa.org/witsawp-site/wp-content/uploads/2013/10/WITSA_Women_in_ICT_2016.pdf
About WITSA:
The World Information Technology and Services Alliance (WITSA) is the leading recognized international
voice of the global ICT industry, whose members from over 80 countries and economies represent more
than 90 percent of the world ICT market. WITSA is dedicated to advocating policies that advance industry
growth and development; facilitating international trade and investment in ICT products and services;
strengthening WITSA’s national industry associations; and providing members with a broad network of
professional contacts.
WITSA members are leaders in a globally interconnected marketplace. Because the challenges facing the
ICT industry are undisputedly global in nature, WITSA members work together to achieve a shared vision on
important issues of common interest. WITSA makes it possible for its members — ranging from Mongolia
and Argentina to Kenya and the United States — to identify common issues and priorities, exchange
valuable information, and present a united position on industry issues. For more information on WITSA,
please visit www.witsa.org

WITSA’s Statement of Policy on Internet
Governance

Document Purpose
This document has been prepared to provide policy guidance to WITSA members and other
interested stakeholders on current issues regarding governance and regulation of the Internet
and use of its services. It can be used as background for the development of policy by WITSA
members and for discussions with government officials and policy influencers. It represents an
extension to WITSA’s 2011 publication: Policy Actions to Deliver the Promise of the Digital Age
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Synopsis
The World Information Technology and Services Alliance (WITSA) is the leading
recognised international voice of the global ICT industry, whose members from over 80
nations represent more than 90 percent of the world ICT market. WITSA thus
represents critical stakeholders in discussions on Internet policy, regulation and
governance.
The Internet has been served well by the current collaborative, multistakeholder Internet
governance ecosystem, which provides a light touch and effective regulatory
environment. Multistakeholder organizations like ICANN, the Internet Society and the
IETF, along with the policies of national governments contributed to the success of the
Internet, demonstrated by the striking growth of Internet usage, its economic impact and
the transformations it has enabled in economic, social and cultural development.
We recognize that there is more to be done, especially in promoting the roll-out of
infrastructure to support Internet services in emerging economies. Continued work to
strengthen enabling policy environments, to support open standards processes, and to
address Internet policy through participation in the IGF, and other relevant fora is
needed.
In 2012, WITSA expressed major concern over the ITU World Conference on
International Telecommunications (WCIT) which adopted the revised and controversial
International Telecommunications Regulations (ITRs), which has been viewed by many
as an attempt by the International Telecommunications Union (ITU) and Member States
to take over the Internet. Ultimately, that treaty failed as 55 Member States, including the
United States, Canada, Australia, the United Kingdom and several other EU countries
did not sign. Despite being the representative of a major global stakeholder in Internet
governance and development, WITSA has no standing to participate in ITU decisionmaking, debates or even witness ITU deliberations on ITR proposals.
WITSA recognizes that other genuine concerns about harmful online activity are being
raised within the ITU; and that some countries are calling for the ITU to become involved
in information and content regulations. WITSA understands these concerns but believes
national legislation reflecting national culture, combined with enhanced industry
practices; and law enforcement and industry collaboration remain the most appropriate
and effective ways of addressing them. Internationally, as the basis for multigovernment action and collaboration, there is the Budapest Convention on Cybercrime.
WITSA believes it would be more effective for governments to consider concerns in the
context of this existing treaty than to restart such considerations within the ITU.

About WITSA
WITSA is a leading consortium of ICT industry association members from 82
countries/economies around the world.
As the leading recognized voice of the global ICT industry, representing more than 90
percent of the world ICT market, WITSA aims to drive transformation and grow the
industry, given that ICT is the key driver of the global economy.
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WITSA’s members’ stakeholders comprise researchers, developers, manufacturers,
suppliers, trainers and integrators of ICT goods and services. As such, they represent a
large and obviously critical constituent group for whom the Internet represents place of
business, their marketplace, and development domain.

The Internet in the Global Economy
The growth of Internet use, and the impact of this use on the global economy are
astonishing. A recent study by Booz & Co states that “In 1990, there were 100 million
personal computers worldwide, 10 million mobile phone users, and less than 3 million
people (about the population of Berlin) on the Internet. Most of them used dial-up
modems. By 2010, there were 1.4 billion PCs, 5 billion mobile phone users, and an
Internet population of 2 billion, about the size of India and China combined. Nearly all
were connected with broadband or a handheld browser, and they were geographically
and economically dispersed; more than half a billion people today connect online from
Africa.”
Currently, over 40 percent of the world’s population – about 3.2 billion people – were
connected to the Internet in 2015, according to a report from the International
Telecommunication Union1.
In 2011, a McKinsey study showed the Internet accounted for 21% of the GDP growth of
mature economies over the previous five years; and the World Bank, in its report
“Information and Communications for Development 2009”, shows access to
telecommunications and the internet boosts global economic growth, and for every 10
percentage-point increase in high-speed internet connections there is an increase in
economic growth of 1.38 percentage points for developing countries. McKinsey agrees,
estimating that “a 10 per cent increase in broadband household penetration delivers a
boost to a country’s GDP that ranges from 0.1 to 1.4 per cent.”
The impact of the Internet has been much greater than the data suggest. Availability of
a global, ubiquitous, interoperable, affordable, reliable and fast network – indeed, a
network of networks, providing hitherto unsurpassed redundancy – has created new
industries and transformed virtually all others. As a vehicle for communications and
connectivity to information resources and services, it collapses distance and time,
creating new economic, social and cultural relationships. As a tool of trade and
commerce, the Internet significantly ameliorates Freidrich Hayek’s “knowledge problem”,
demonstrated, for example, where previously subsistence communities are connected to
markets, enabling information exchange, trade and economic development. Clearly, the
Internet is more than communications; the presence of the Internet creates new
capabilities: mobile applications; cloud and grid computing now give people located
almost anywhere on the planet low cost access to processing power and applications,
decentralizing research and development from the developed world and enabling
innovative services that come from emerging and developing economies. .
WITSA underscores all this has occurred under current open, transparent, multistakeholder and stewardship arrangements covering Internet governance. While
continued evolutionary improvements are being made to strengthen participation,
accountability and transparency, the progress achieved to date indicates these
governance arrangements are both efficient and effective. The world today relies on the

1

http://www.itu.int/net/pressoffice/press_releases/2015/17.aspx#.Vvn5B_krK71
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effective functioning of the Internet to support both commerce and social interactions.
The Internet governance mechanism are thus proven, and should not be upset lightly.

Statement of Policy Principles
General Principles
As a fundamental principle, WITSA supports evidence-based public policy, as set out
above. That is, policy initiatives that are informed by established objective evidence. We
also support transparency and broad consultation in the development and review of
public policy. Proposals that do not meet this requirement must be opposed unless
there is overwhelming public interest at stake.
WITSA has consistently advocated governance arrangements that ensure continued
growth of the Internet, enabling access for all, anywhere, and which maintain incentives
for technological innovation and service quality improvements. WITSA’s principles are:








To keep the Internet open and accessible to all of society;
To ensure reliable and secure access to information and communications networks
and services;
To sustain the multi stakeholder nature of Internet Governance and to strengthen
and broaden involvement and leadership of industry in relevant fora;
To promote the wide adoption of an IP addressing system capable of supporting
continued Internet expansion and new applications for the foreseeable future (IPv6);
To ensure that Critical Internet Resources are distributed efficiently across the globe,
to maintain the overall effectiveness of the network to its users;
To ensure that global public policy and governing national systems enable the use of
ICT products and services throughout societies.
To promote rule of law and accountable enabling policy environments that support
investment, innovation, and economic growth

Applying these principles, WITSA’s views on the principal entities and organizations
exercising governance or influence over the development of the Internet are set out
below. In highlighting these, WITSA explicitly acknowledges the role of many entities
within the Internet ecosystem, but highlights these in particular:

The Role of ICANN
Effective technical coordination is a necessary consequence of these principles.
To enable this, WITSA strongly supports private sector led, multi-stakeholder
coordination of the Internet’s unique indicators, as implemented by the
International Corporation for Assigned Names and Numbers (ICANN).
This model has worked successfully since 1998 to provide governance of the
Internet’s unique indicators, such as IP addresses, domain names, and related
services. ICANN is now a trusted steward of these indicators, based on bottom
up coordination and consensus based policy development. All stakeholders are
welcomed to attend and contribute to ICANN. At the same time, governments
have an on-going supportive and advisory role within ICANN. Today, over 114
countries and several IGOs participate in ICANN. WITSA supports the
increased participation of all governments in ICANN’s Governmental Advisory
Committee.
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WITSA supports and has participated in recent efforts made by the global
community to further democratize the governance of ICANN. This is being
undertaken to reinforce ICANN’s multistakeholder core as the organisation
transitions away from US Government oversight. This, together with ensuring
greater accountability of ICANN is important because the TLD system and
processes effectively vest ICANN with the capacity to affect competition policy,
market entry conditions, price caps and some basic forms of consumer protection
policy arising through the administration of domain names and related services.
In turn, these decisions may also mean the organization has leverage over rights
to privacy, trademarks and freedom of expression. Hence, the importance of
broad and effective oversight, and to ensure ICANN’s accountability for its
actions is clear.
IANA Transition and Accountability: On March 14, 2014, the U.S. National
Telecommunications and Information Administration (NTIA) announced its intent
to transition its stewardship of the IANA functions to the global multistakeholder
community. In its announcement, NTIA asked ICANN to convene an inclusive,
global discussion to determine a process for transitioning the stewardship of
these functions to the multistakeholder community. In supporting this change,
WITSA advocated that any transition of the IANA contract and functions be
considered and conducted in a deliberate and cautious manner, to ensure that no
incremental risk or instability is introduced into IANA’s functions, including to the
root zone management process, and must recognize and respect other existing
agreements related to the IANA functions.
WITSA supports proposals that ICANN continue to serve as the IANA Functions
Operator and perform those services indigenously and through documented
relationships with the Internet Engineering Task Force and Internet Architecture
Board, housed in the Internet Society, and with the five Regional Internet
Registries (RIRs). WITSA welcomes the March 10, 2016 IANA Stewardship
Transition Plan2 and the Recommendations to Enhance ICANN Accountability
that were delivered to the U.S. National Telecommunications and Information
Administration (NTIA)3. This plan provides for the continued stability and security
of key technical functions that are central to the smooth operation of the Internet
and facilitates strengthening of ICANN’s accountability to its community. The plan
also meets the criteria set by the NTIA in its original announcement. It is
consistent with industry’s unequivocal support for multistakeholder governance of the
Internet, where the policies and technical processes are developed and implemented
by an array of experts in a bottom-up approach, rather than handed down by
governments or multilateral organizations. Through a lengthy and global,
multistakeholder process, the community has reached consensus on a proposal
that will provide operational stability, reliability, and continuity for the global
Internet.
ICANN and the IANA functions are part of a larger Internet Governance
ecosystem, and WITSA notes the importance of credible and appropriate

2
3

https://www.icann.org/stewardship
https://www.icann.org/stewardship-accountability
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multistakeholder engagement in all discussions about governance of the Internet.
WITSA participates in ICANN policy and other governance consultations.

The Role of the IETF and the Internet Architecture Board
Since 1979, the entity now called the Internet Architecture Board (IAB) has
served the Internet community with technical guidance as to the evolution of the
Internet. Since 1986, the Internet Engineering Task Force (IETF) has played a
pivotal role in the design, structure and functional development of the standards
for the Internet, virtually from its inception, and is strongly supported by WITSA
as a model for open, accessible consensus-based standards development. The
IETF has consistently engaged and combined technical excellence, problemsolving focus, and agility with transparent meritocracy to enable the deployment
of robust technical solutions that are central to the Internet’s massive growth over
the last 33 years. The IETF is open to all who are interested in contributing to the
open standards development processes, including civil society, technical experts,
businesses, academics, governments. Much of its work takes place online, thus
ensuring that those interested in contributing and participating can do so. The
IETF and the IAB are housed in an organizational framework provided by the
Internet Society that also provides a fellowship program for IETF.

WSIS+10 & The Role of the IGF
The Internet Governance Forum (IGF) was created as a result of negotiations by
Heads of State at the World Summit on the Information Society (WSIS), in 2005.
The IGF is a consultative process that engages all stakeholders, including
governments on an equal footing. The IGF is also supported by WITSA as a
valuable multi-stakeholder mechanism that allows a variety of views to be
expressed through its open, transparent and informative processes. This allows
a variety of views to be expressed, and the full range of experience and expertise
to be shared so that all can continue to learn more about how to use, grow and
expand, and protect the key communications and information resource that the
Internet has become. As such, the IGF should remain consistent with its mandate
for facilitating a dialogue and not engaging in the negotiation of formal
documents or outcomes.
In the last few years, a number of spontaneous national and regional IGF
initiatives have also begun to emerge, increasing the importance and influence of
this unique open and interactive forum.
The United Nations General Assembly High-level Meeting on the overall review
of the implementation of the outcomes of the World Summit on the Information
Society took place on December 15-16, 2015 at the UN Headquarters in New
York. Along with several other organizations and individuals, WITSA on
November 17, 2015 signed a joint statement on WSIS+10, conveying three key
messages to contribute to negotiations in the final phase of the World Summit on
the Information Society 10-year review process (WSIS+10).
WITSA remains fully committed to the extension of the UN Internet Governance
Forum's (IGF) mandate to continue its important work, and the collective work to
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support and successfully implement the United Nation’s Sustainable
Development Goals (SDGs):
•

The IGF, harnessing the benefits of the community’s diversity, has
become a primary vehicle for identifying issues and solutions through a
collaborative approach, on an equal footing among the convened parties and
in a free and open environment. The proliferation of national and regional IGF
initiatives is a sign of its relevance, and an example of an inclusive, bottomup approach to global issues, rooted in local communities. WITSA fully
supports the IGF mandate renewal. In addition, further efforts to implement
recommendations for improvements to the IGF will be essential for the
community’s ability to continue addressing complex problems, and the
challenges of the future.

•

The multistakeholder approach, cooperatively developed since the
inception of the Internet is critical in achieving the WSIS goals. The
Internet is one of our most important tools for sustainable development,
improved human rights and good governance. The community must
safeguard the principles of collaboration, openness, transparency and
inclusiveness that have allowed the Internet to flourish.

•

There is still much work to be done, especially in connecting the
unconnected. Access to an open and inclusive Internet is a central issue of
our time, and a fundamental tool enabling freedom of speech, access to
information and empowering people in the 21st century. The newly adopted
Sustainable Development Goals recognize the Internet and connected
information and communication technologies (ICTs) as a critical enabler for
economic and social progress. The close alignment between the WSIS action
lines and these goals reflects the essential role of ICT and the Internet in
advancing the 2030 agenda. To achieve these goals, and to ensure a secure
and trustworthy Internet, it is crucial that the future of the Internet be shaped
through an open, inclusive and truly multistakeholder process.
The contribution of the private sector - as a major investor and innovator - is
vital to the attainment of the 17 SDG goals. With continuing cooperation and
the right policy environment, we can do much more to address remaining
gaps and connect the next billion, and ultimately, everyone on the planet.

WITSA applauds the December 16, 2015 agreement at the United Nations’ 10
Year Review of the World Summit on the Information Society (WSIS +10) HighLevel Meeting that endorses the global multistakeholder community’s collective
management of the Internet and extends the mandate of the Internet
Governance Forum (IGF) for another 10 years as a global platform for
multistakeholder discussion of Internet public policy issues.
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The Role of the UN Commission on Science and Technology for
Development (CSTD)
WITSA recognizes the role of the CSTD in the review and assessment of the
progress made in implementing the outcomes WSIS, and welcomes the request
made by the General Assembly in its 10-year review of implementation of the
outcomes of WSIS for the continuation of this role taking into account the followup and review of the 2030 Agenda for Sustainable Development.
Also, WITSA values the request made by the General Assembly to the Chair of
the CSTD, through the Economic and Social Council, to establish a working
group to develop recommendations on how to further implement enhanced
cooperation as envisioned in the Tunis Agenda.

The Role of the ITU
WITSA supports the ITU in its traditional roles of coordinating the shared global
use of the radio spectrum, promoting international cooperation in assigning
satellite orbits, working to improve telecommunications infrastructure in the
developing world and in establishing worldwide communications standards.
However, the ITU’s current state-based structure, opaque operational processes,
and inability to yield effectively to calls for more openness, transparency and
multi-stakeholder participation that has been central to the development of the
Internet means it is ill-equipped to play a more central role in Internet governance
without fundamental reform.
WITSA welcomes the new Emerge Partnership, which was launched with a joint
‘Communiqué’ during Day 2 of ITU Telecom World 2015 in Budapest, Hungary.
Along with INTEL Corporation, Silicon Cape Initiative, UNICEF Innovation, the
ITU and other stakeholders, WITSA is pleased to participate in this initiative that
will focus on increasing the innovation capacity of small firms in the ICT sector,
and encouraging the spread of digital social innovation (DSI) which is helping to
improve lives. The partnership also seeks to enable entrepreneurial ecosystems
that leverage a multitude of local, national and regional stakeholders, as well as
the policy and resources needed to create and sustain private-sector and SME
led innovation and economic growth.

Broadband Commission for Digital Development
WITSA supports the important work being undertaken by the Broadband
Commission for Digital Development, which was set up by the ITU and UNESCO
in 2010 in order to boost the importance of broadband on the international policy
agenda as expanding broadband access in all around the world is imperative to
accelerating progress towards the Sustainable Development Goals and the 2030
Agenda for Sustainable Development. WITSA also applauds the Commission for
its multi-stakeholder approach to promoting the roll-out of broadband through its
cross-sector representation of its 51 Commissioners.
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NETmundial Initiative
WITSA recognizes the NETmundial Initiative’s role in providing a neutral and
independent platform for all stakeholders to share issues and solutions and to
strengthen Internet governance capacities in the spirit of the NETmundial
Principles.

Statement of Position
WITSA supports current Internet governance arrangements. While current Internet
Governance arrangements are by no means perfect, they have managed, efficiently and
adaptively, to address issues that have arisen in the rapid deployment and uptake of
Internet services over the last 33 years. In particular, the key governance bodies have
proven to be agile, consultative and flexible, while championing transparency and multistakeholder engagement.
The success of the Internet is rooted in the way it was built and able to grow: an open
platform for innovation and sharing of ideas. It is this openness that has defined the
Internet from the outset and has enabled it to become such a strong tool for positive
change through new ideas and services that make a real difference to people all around
the world. WITSA supports an environment of co-existence among the entities that are
developing standards, and policies affecting the Internet and online services, and
communications networks.
WITSA is concerned by emerging and potentially troubling trends, driven by
technological developments, government policies and commercial practices, that risk
fragmenting the Internet at multiple levels. Though the Internet remains stable and
generally open and secure in its foundations, if left unattended, these emerging risks
could undercut the Internet’s unprecedented capacity to facilitate human progress.
Particular areas of concern include IPv6 transition difficulties, blocking of new gTLDs,
alternate root systems, content filtering and blocking, digital protectionism, forced data
localization requirements, cross-border data-flow restrictions, national Internet
segmentation in the name of “cyber-sovereignty”, walled gardens and geo-blocking.
WITSA urges all stakeholders to understand the implications of these trends, and to
undertake a structured multistakeholder dialogue about their nature, scope and potential
impact.
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