
CASE STUDY: HOW A BRITISH RETAILER USED 
CYDESK TO BOOST RISK RESILIENCY

A large UK retailer used our platform, CyDesk, to automate the process of supplier due diligence, streamline third-
party onboarding and manage their risk from suppliers. This client is a well-known, high street retailer who has
more than 14,000 suppliers, half of which are critical to their everyday business operations. CyDesk provided
continuous intelligence into the cyber security and compliance postures of our client and their third parties,
allowing them to efficiently identify, analyse and manage risks in their entire supply chain ecosystem.

To alleviate these issues, we equipped the retailer 
with CyDesk as a SaaS subscription. Initially, we 
focused on 50 of their critical third parties, providing 
ongoing, real-time risk insights. Third-party security 
and compliance risk assessments were automated, 
and were included in an overarching view of our 
client’s vendor ecosystem. 

CyDesk increased onboarding efficiency by 
automatically organising vendors into risk priorities 
based on CyDesk’s proprietary methodologies and 
the client’s framework. Our client was then able to 
reduce their backlog by prioritising their efforts. 

Using CyDesk, our client discovered a critical supplier 
was not compliant to cyber security regulations, 
exposing the retailer to severe regulatory, financial 
and reputational risks. They were also able to 
significantly reduce their onboarding backlog, saving 
time and money, and minimise risk. As a result of 
using CyDesk, this retailer’s third-party cyber security 
and compliance postures were improved. Our client 
significantly reduced their overall digital risk 
exposure, established a risk resilient environment 
and ensured secure business transformation.
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“Using CyDesk, our client discovered a critical supplier was not
compliant to cyber security regulations, exposing the retailer to severe
regulatory, financial and reputational risks.”

CHALLENGES HOW CYDESK HELPED

RESULTS

Our client had several challenges that
overcomplicated the process of securing their third-
party ecosystem. Large enterprises and retailers
commonly experience similar challenges:

Long and slow due diligence process.
This retailer’s vendor onboarding processes
were inefficient, leading to severe backlogs
and difficulty in maintaining accurate due
diligence records.

No visibility of critical supplier risk.
Our client had no clarity into the risk profiles
of their critical suppliers, leaving them
vulnerable to potential cyber and business
threats.

Fragmented and manual privacy assessments.
Data Privacy and Privacy Impact Assessments
(DPIAs and PIAs) were manual evaluations,
fragmented between various departments
and dependent on accurate and timely
information that was not always available.


