
CASE STUDY: HOW A SWISS BANK USED 
CYDESK FOR BUSINESS ASSURANCE

A Swiss multinational bank used our platform, CyDesk, to automate the process of monitoring vendors to maintain
a strong compliance posture and manage their risk. This client is a high-profile and exclusive private bank, and it is
critical to their business that they protect sensitive and personal data. CyDesk provided continuous intelligence
into the cyber security and compliance postures of our client and their third parties, allowing them to efficiently
identify, analyse and manage risks in their network of subsidiaries and outsourced vendors.

To alleviate these issues, we equipped our client with
CyDesk as a SaaS subscription. Initially, we focused on
a group of their subsidiaries and a group of their
outsourced IT vendors, providing continuous risk
insights. Third-party security and compliance risk
monitoring were automated, and were included in an
overarching view of our client’s vendor ecosystem.
CyDesk automatically organised vendors into risk
priorities based on our proprietary methodologies
and the client’s framework. Instant reporting of risk
performance enabled our client to prioritise their
management and mitigation practices.

Using CyDesk, our client was able to effectively
monitor their subsidiaries and outsourced vendors,
saving time and money, and minimising business risk.
CyDesk’s visualisation of their digital footprint
enabled them to visualise the degree to which their
vendors and subsidiaries are interconnected. Vendors
that had a significant amount of interconnection
proved to be more critical than anticipated, providing
our client with a valuable and actionable insight. As a
result of using CyDesk, our client’s third-party cyber
security and compliance postures were improved.
Our client significantly reduced their overall digital
risk exposure, established a risk resilient environment
and ensured secure business transformation.
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“Using CyDesk, our client was able to effectively monitor their
subsidiaries and outsourced vendors, saving time and money, and
minimising business risk.”

CHALLENGES HOW CYDESK HELPED

RESULTS

Our client had several challenges that
overcomplicated the process of securing their third-
party ecosystem. Banks and other financial services
commonly experience similar challenges:

Long and slow due diligence process.
Inefficient due diligence processes led to severe
backlogs and difficulty in monitoring cyber and
compliance risk performance.

No visibility of critical supplier risk.
Our client had no clarity into the risk profiles of
their critical vendors, leaving them and their
clients vulnerable to potential cyber and
business threats.

Industry-specific requirements and regulations.
As a financial services company, our client, their
subsidiaries and third parties face complex
compliance regulations; failure to comply can
cause serious business interruptions.


